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Introduzione

•Cosaèunsistemaoperativo?

•Evoluzionedeisistemioperativi

•Tipidisistemioperativi

•Concettifondamentali

•Chiamatedisistema

•StrutturadeiSistemiOperativi
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Cosaèunsistemaoperativo?

Possibilirisposte:

•Èunprogrammadicontrollo

•Èungestoredirisorse

•Èundivoratoredirisorse

•Èunfornitorediservizi

•Èsimileadungoverno:nonfaniente,dipersé...

•...

Nessunadiquestedefinizioniècompleta
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Visioneastrattadellecomponentidiunsistemadicalcolo

Banking
system

Airline
reservation

Operating system

Web
browser

CompilersEditors

Application programs

Hardware

System
programs

Command
interpreter

Machine language

 Microarchitecture

Physical devices
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Componentidiunsistemadicalcolo

1.Hardware–forniscelerisorsecomputazionalidibase:(CPU,memoria,

dispositividiI/O).

2.Sistemaoperativo–controllaecoordinal’usodell’hardwaretraivar̂ıpro-

grammiapplicativiperidiversiutenti

3.Programmiapplicativi—definisconoilmodoincuilerisorsedelsistema

sonousateperrisolvereiproblemicomputazionalidell’utente(compilatori,

database,videgiochi,programmidiproduttivitàpersonale,...)

4.Utenti(persone,macchine,altricalcolatori)
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Cosaèunsistemaoperativo?(2)

•Unprogrammacheagiscecomeintermediariotral’utentediuncalcolatore

el’hardwaredelcalcolatorestesso.

•Obiettividiunsistemaoperativo:

–Eseguireprogrammiutenteerenderepiùfacilelasoluzionedeiproblemi

dell’utente

–Rendereilsistemadicalcolopiùfaciledautilizzare

–Utilizzarel’hardwaredelcalcolatoreinmodoefficiente

Questiobiettivisonoincontrapposizione.Aqualeobiettivodarepriorità

dipendedalcontesto.
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AlcunedefinizionidiSistemaOperativo

•Macchinaastratta

Implementafunzionalitàdialtolivello,nascondendodettaglidibassolivello.

•Allocatoredirisorse

Gestisceedallocalerisorsefinitedellamacchina.

•Programmadicontrollo

Controllal’esecuzionedeiprogrammieleoperazionisuidispositividiI/O.

Condivisionerispettoaltempoerispettoallospazio
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Primisistemi–Macchinenudeecrude(primianni’50)

•Struttura

–Grossicalcolatorifunzionantisolodaconsole

–Sistemisingleuser;ilprogrammatoreeraancheutenteeoperatore

–I/Osunastroperforatooschedeperforate

•PrimiSoftware

–Assemblatori,compilatori,linker,loader

–Libreriedisubroutinecomuni

–Driverdidispositivi

•Moltosicuri

•Usoinefficientedirisorseassaicostose

–BassautilizzazionedellaCPU

–Moltotempoimpiegatonelsetupdeiprogrammi

8



SempliciSistemiBatch

•Assumereunoperatore

•Utente6=operatore

•Aggiungereunlettoredischede

140170941401

(a)(b)(c)(d)(e)(f)

Card
reader

Tape
driveInput

tape
Output
tape

System
tape

Printer
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•Ridurreiltempodisetupraggruppandoijobsimili(batch)

•Sequenzializzazioneautomaticadeijob–automaticamente,ilcontrollo

passadaunjobalsuccessivo.Primorudimentalesistemaoperativo

•Monitorresidente

–inizialmente,ilcontrolloèinmonitor

–poivienetrasferitoaljob

–quandoiljobècompletato,ilcontrollotornaalmonitor

SempliciSistemiBatch(Cont.)

•Problemi

1.Comefailmonitorasaperelanaturadeljob(e.g.,Fortranoassembler?)

oqualeprogrammaeseguiresuidatiforniti?

2.Comefailmonitoradistinguere

(a)unjobdaunaltro

(b)datidalprogramma

•Soluzione:schededicontrollo
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Schededicontrollo

•Schedespecialicheindicanoalmonitorresidentequaliprogrammimandare

inesecuzione

$JOB, 10,6610802, MARVIN TANENBAUM

$FORTRAN

$LOAD

$RUN

$END

Fortran program

Data for program

•Caratterispecialidistinguonoleschededicontrollodalleschedediprogram-

maodidati.
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Schededicontrollo(Cont.)

•Unapartedelmonitorresidenteè

–Intepretedelleschededicontrollo–responsabiledellaletturaeesecu-

zionedelleistruzionisulleschededicontrollo

–Loader–caricaiprogrammidisistemaeapplicativiinmemoria

–Driverdeidispositivi–conosconolecaratteristicheeleproprietàdiogni

dispositivodiI/O.

•Problema:bassaperformance–I/OeCPUnonpossonosovrapporsi;i

lettoredischedesonomoltolenti.

•Soluzione:operazionioff-line–velocizzarelacomputazionecaricandoijob

inmemoriadanastri,mentrelaletturaelastampavengonoeseguitioff-line
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FunzionamentoOff-Line

system tapes

processor
satellite

printer

reader

computer
main

card

•Ilcomputerprincipalenonèlimitato

dallavelocitàdeilettoridischede

ostampanti,masolodallavelocità

delleunitànastro.
•Nonsidevonofaremodifichenei

programmiapplicativiperpassare

dalfunzionamentodirettoaquello

off-line
•Guadagnoinefficienza:sipuòusare

piùlettoriepiùstampantiperuna

CPU.
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Spooling

CPU

card readerline printer

disk

I/O

on-line
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•Spool=Simultaneousperipheraloperationon-line

•Sovrapposizionedell’I/Odiunjobconlacomputazionediunaltrojob.

Mentreunjobèinesecuzione,ilsistemaoperativo

–leggeilprossimojobdallettoredischedeinun’areasudisco(codadei

job)

–trasferiscel’outputdeljobprecedentedaldiscoallastampante

•Jobpool–strutturadatichepermettealS.O.disceglierequalejobmandare

inesecuzionealfinediaumentarel’utilizzazionedellaCPU.



Anni60:SistemibatchMultiprogrammati

Piùjobsonotenutiinmemorianellostessomomento,elaCPUfaaturnosu

tuttiijob
CPUI/O

scheduler

scheduler

scheduler

SIO u4
u3
u2
u1
OS

u1u2

L

L+1

M

interrupt
R

R+1

read ()

block

OS
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Caratteristichedell’OSrichiesteperlamultiprogrammazione

•routinediI/Odevonoesserefornitedalsistema

•GestionedellaMemoria–ilsistemadeveallocarememoriaperpiùjob

•SchedulingdellaCPU–ilsistemadevesceglieretrapiùjobprontiper

l’esecuzione

•Allocazionedeidispositivi
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Anni70:SistemiTime-Sharing–ComputazioneInterattiva

•LaCPUècondivisatrapiùjobchesonotenutiinmemoriaesudisco(la

CPUèallocataadunjobsolosequestositrovainmemoria)

•Unjobvienecaricatodaldiscoallamemoria,eviceversa(swapping)

•Vienefornitaunacomunicazioneon-linetral’utenteeilsistema;quando

ilsistemaoperativoterminal’esecuzionediuncomando,attendeilprossi-

mo“statementdicontrollo”nondallettoredischedebenśıdallatastiera

dell’utente.

•Deveesseredisponibileunfilesystemon-lineperpoteraccedereaidatie

alcodice
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Anni80:PersonalComputer

•Personalcomputers–sistemidicalcolodedicatiadunsingoloutente

•I/Odevices–tastiere,mouse,schermi,piccolestampanti

•Comoditàperl’utenteereattività

•Interfacciautenteevoluta(GUI)

•Possonoadottaretecnologiesviluppatepersistemioperativipiùgrandi;

spessogliindividuihannounusoesclusivodelcalcolatore,enonnecessitano

diavanzatetecnichedisfruttamentodellaCPUosistemidiprotezione.
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Anni90:Sistemioperatividirete

•Distribuzionedellacomputazionetrapiùprocessori

•Sistemidebolmenteaccoppiati–ogniprocessorehalasuapropriamemoria;

iprocessoricomunicanotraloroattraversolineedicomunicazione(e.g.,bus

adaltavelocità,lineetelefoniche,fibreottiche,...)

•Inunsistemaoperatividirete,l’utentehacoscienzadelladifferenzatrai

singolinodi.

–Trasferimentididatiecomputazioniavvengonoinmodoesplicito

–Pocotolleranteaiguasti

–Complessopergliutenti
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Ilfuturo:Sistemioperatividistribuiti

•Inunsistemaoperativodistribuito,l’utentehaunavisioneunitariadel

sistemadicalcolo.

–Condivisionedellerisorse(datiecomputazionali)

–Aumentodellavelocità–bilanciamentodelcarico

–Tolleranzaaiguasti

•UnsistemaoperativodistribuitoèmoltopiùcomplessodiunSOdirete.

•Esempidiservizi(nonsistemi)direte:NFS,P2P(KaZaA,Gnutella,...),

Gridcomputing...
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L’ontogenesiriassumelafilogenesi

L’hardwareeilsoftware(tracuiisistemioperativi)inogninuovaclassedi

calcolatoriripercorronol’evoluzionedeipredecessori.Esempio:
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Lozoo

Diversiobiettivierequisitiasecondadellesituazioni

•Supercalcolatori

•Mainframe

•Server

•Multiprocessore

•PersonalComputer

•RealTime

•Embedded
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Sistemioperativipermainframe

•Enormiquantitàdidati(>1TB)

•GrandeI/O

•Elaborazione“batch”noninterattiva

•Assolutastabilità(uptime>99,999%)

•Applicazioni:banche,amministrazioni,ricerca...

•Esempi:IBMOS/360,OS/390
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Sistemioperativipersupercalcolatori

•Grandiquantitàdidati(>1TB)

•Enormipotenzedicalcolo(es.NECEarth-Simulator,40TFLOP)

•ArchitettureNUMAoNORMA(migliaiadiCPU)

•Jobdicalcolointensivo

•Elaborazione“batch”noninterattiva

•Esempi:Unix,oadhoc
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Sistemiperserver

•SistemimultiprocessoreconspessopiùdiunaCPUincomunicazionestret-

ta.

•Degradogradualedelleprestazioniincasodiguasto(fail-soft)

•Riconfigurazionehardwareacaldo

•Rilevamentoautomaticodeiguasti

•Elaborazionesurichiesta(semi-interattiva)

•Applicazioni:serverweb,diposta,dati,etc.

•Esempi:Unix,Linux,WindowsNTederivati
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SistemiReal-Time

•Vincolitemporalifissatiebendefiniti

•Sistemihardreal-time:ivincolidevonoesseresoddisfatti

–lamemoriasecondariaèlimitataoassente;idatisonomemorizzatioin
memoriavolatile,oinROM.

–Inconfittoconisistemitime-sharing;nonsonosupportatidaisistemi
operativid’usogenerale

–Usatiinrobotica,controlliindustriali,softwaredibordo...

•Sistemisoftreal-time:ivincolipossonoanchenonesseresoddisfatti,mail
sistemaoperativodevefaredelsuomeglio

–Usolimitatoneicontrolliindustrialionellarobotica

–Utiliinapplicazioni(multimedia,virtualreality)cherichiedonocaratte-
risticheavanzatedeisistemioperativi
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Sistemioperativiembedded

•Percalcolatoripalmari(PDA),cellulari,maanchetelevisori,forniami-

croonde,lavatrici,etc.

•Hannospessocaratteristichedireal-time

•Limitaterisorsehardware

•esempio:PalmOS,Epoc,PocketPC,QNX.
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Sistemioperativipersmartcard

•GiranosullaCPUdellesmartcard

•Strettivincolisull’usodimemoriaealimentazione

•implementanofunzioniminime

•Esempio:JavaCard
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StrutturadeiSistemidiCalcolo

•Operazionideisistemidicalcolo

•Strutturadell’I/O

•Strutturadellamemoria

•Gerarchiadellememorie

•Protezionehardware

•InvocazionedelSistemaOperativo
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Architetturadeicalcolatori

tape drives printer disk disk

CPU
disk 

controller
printer 

controller
tape-drive
controller

memory 

memory controller

system bus

on-line
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Operazionideisistemidicalcolo

•IdispositividiI/OelaCPUpossonofunzionareconcorrentemente

•Ognicontrollerdidispositivogestisceunparticolaretipodidispositivo.

•Ognicontrollerhaunbufferlocale

•LaCPUmuovidatida/perlamemoriaprincipaleper/daibufferlocalidei

controller

•l’I/Oavvientetraildispositivoeilbufferlocaledelcontroller

•IlcontrollerinformalaCPUquandohaterminatolasuaoperazione,gene-

randouninterrupt.
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FunzionicomunidegliInterrupt

•Gliinterrupttrasferisconoilcontrolloallaroutinediserviziodell’interrupt,

generalmenteattraversoilvettorediinterruzioni,checontienegliindirizzi

ditutteleroutinediservizio.

•L’hardwaredevesalvarel’indirizzodell’istruzioneinterrotta.

•Interruptinarrivosonodisabilitatimentreunaltrointerruptvienegestito,

perevitarechevadanoperduti.

•Untrapèuninterruptgeneratodasoftware,causatoodaunerroreoda

unaesplicitarichiestadell’utente.

•Unsistemaoperativoèguidatodainterrupt
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GestionedegliInterrupt

•IlsistemaoperativopreservalostatodellaCPUsalvandoregistrieprogram

counter.

•Determinazionediqualetipodiinterruptèavvenuto:

–polling

–vettorediinterrupt

•Perognitipodiinterrupt,unospecificosegmentodicodicedeterminacosa

deveesserefatto.
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Strutturadell’I/O

•I/Osincrono:dopochel’I/Oèpartito,ilcontrolloritornaalprogramma

utentesolodopochel’I/Oèstatocompletato

–l’istruzionewaitbloccalaCPUfinoallaprossimainterruzione

–oppure,unciclodiattesa(busywait);accedeallamemoria

–alpiùunarichiestadiI/Oèeseguitaallavolta;noncisonoI/Oparalleli
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•I/Oasincrono:dopochel’I/Oèpartito,ilcontrolloritornaalprogramma

utentesenzaaspettarechel’I/Ovengacompletato

–chiamatadisistema(Systemcall)–richiedealsistemaoperativodi

sospendereilprocessoinattesadelcompletamentodell’I/O.

–unatabelladeidispositivimantienetipo,indirizzoestatodiognidispo-

sitivodiI/O.

–Ilsistemaoperativoaccedeallatabelladeidispositiviperdeterminarelo

stato,epermantenereleinformazionirelativeagliinterrupt.

StrutturadelDirectMemoryAccess(DMA)

I/O devices

Memory
CPU

I/O instructions

•Usataperdispositiviingradoditrasferiredatiavelocitàprossimeaquelle

dellamemoria

•Icontrollertrasferisconoblocchididatidalbufferlocaledirettamentealla

memoria,senzainterventodellaCPU.

•Vienegeneratounsolointerruptperblocco,invecediunoperognibyte

trasferito.
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StrutturadellaMemoria

•Memoriaprincipale–lamemoriachelaCPUpuòaccederedirettamente.

•Memoriasecondaria–estensionedellamemoriaprincipalechefornisceuna

memorianonvolatile(esolitamentepiùgrande)

36

Dischimagnetici

piattidimetallorigitoricopertidi

materialeferromagnetico,inrotazione

•lasuperficedeldiscoèlogica-

mentedivisaintracce,chesono

sottodiviseinsettori

•Ilcontrollerdeidischidetermina

l’interazionelogicatraildispositivo

edilcalcolatore

spindle track t

sector s

cylinder c

platter

rotation

arm

read-write
head

actuator
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GerarchiadellaMemoria

Isistemidimemorizzazionesonoorganizzatigerarchicamente,secondo

•velocità

•costo

•volatilità

Caching–duplicareidatipiùfrequentementeusatidiunamemoria,inuna

memoriapiùveloce.Lamemoriaprincipalepuòesserevistacomeunacache

perlamemoriasecondaria.
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Registers

Cache

Main memory

Magnetic tape

Magnetic disk

    1 nsec

    2 nsec

  10 nsec

  10 msec

100 sec

<1 KB

  1 MB

  64-512 MB

  5-50 GB

  20-100 GB

Typical capacity Typical access time

Protezionehardware

•Funzionamentoindual-mode

•Protezionedell’I/O

•ProtezionedellaMemoria

•ProtezionedellaCPU
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FunzionamentoDual-Mode

•Lacondivisionedirisorsedisistemarichiedecheilsistemaoperativoassicuri

cheunprogrammascorrettononpossaportarealtriprogrammi(corretti)

afunzionarenoncorrettamente.

•L’hardwaredevefornireunsupportoperdifferenziarealmenotraduemodi

difunzionamento

1.Usermode–laCPUstaeseguendocodicediunutente

2.Monitormode(anchesupervisormode,systemmode,kernelmode)–

laCPUstaeseguendocodicedelsistemaoperativo
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FunzionamentoDual-Mode(Cont.)

•LaCPUhaunModebitcheindicainqualemodositrova:supervisor(0)

ouser(1).

•Quandoavvieneuninterrupt,l’hardwarepassaautomaticamenteinmodo

supervisore

user monitor

interrupt/fault

set user mode

•Leistruzioniprivilegiatepossonoessereeseguitesolamenteinmodosuper-

visore
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Protezionedell’I/O

•TutteleistruzionediI/Osonoprivilegiate

•Sideveassicurarecheunprogrammautentenonpossamaipassareinmodo

supervisore(peresempio,andandoascriverenelvettoredelleinterruzioni)
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ProtezionedellaMemoria

Sideveproteggerealmenoilvettoredelleinterruzionieleroutinedigestione

degliinterrupt

•Peraverelaprotezionedellamemoria,siaggiun-

gonodueregistrichedeterminanoilrangedi

indirizziacuiunprogrammapuòaccedere:

registrobasecontieneilprimoindirizzofisico

legale

registrolimitecontieneladimensionedelrange

dimemoriaaccessibile
•lamemoriaaldifuoridiquestorangeèprotetta

monitor

job 1

job 2

job 3

job 4

1024000

0

880000

420940

300040

256000

300040

base register

120900

limit register
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ProtezionedellaMemoria(Cont.)

CPU

trap to operating system
monitor—addressing error


memory

base + limit base

addressyesyes

no no

≥<

•Essendoeseguitoinmodomonitor,ilsistemaoperativohaliberoaccesso

atuttalamemoria,siadisistemasiautente

•Leistruzionidicaricamentodeiregistribaseelimitesonoprivilegiate
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ProtezionedellaCPU

•ilTimerinterrompelacomputazionedopoperiodiprefissati,perassicurare

cheperiodicamenteilsistemaoperativoriprendailcontrollo

–Iltimervienedecrementatoadognitickdelclock(1/50disecondo,

tipicamente)

–Quantoiltimervaa0,avvienel’interrupt

•Iltimervieneusatocomunementeperimplementareiltimesharing

•Serveanchepermantenereladatael’ora

•Ilcaricamentodeltimerèunaistruzioneprivilegiata
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Invocazionedelsistemaoperativo

•DatocheleistruzionidiI/Osonoprivilegiate,comepuòilprogramma

utenteeseguiredell’I/O?

•Attraversolesystemcall–ilmetodoconcuiunprocessorichiedeun’azione

dapartedelsistemaoperativo

–Solitamentesonouninterruptsoftware(trap)

–Ilcontrollopassaattraversoilvettorediinterruptallaroutinediser-

viziodellatrapnelsistemaoperativo,eilmodebitvieneimpostatoa

“monitor”.

–Ilsistemaoperativoverificacheiparametrisianolegaliecorretti,esegue

larichiesta,eritornailcontrolloall’istruzionecheseguelasystemcall.

–Conl’istruzionediritorno,ilmodebitvieneimpostatoa“user”
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StrutturadeiSistemiOperativi

•Componentidelsistema

•ServizidelSistemaOperativo

•Chiamatedisistema(systemcalls)

•ProgrammidiSistema

•StrutturadelSistema

•MacchineVirtuali

•ProgettazioneedImplementazionedelSistema

•GenerazionedelSistema
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Componenticomunideisistemi

1.Gestionedeiprocessi

2.GestionedellaMemoriaPrincipale

3.GestionedellaMemoriaSecondaria

4.Gestionedell’I/O

5.Gestionedeifile

6.Sistemidiprotezione

7.Connessionidirete(networking)

8.Sistemadiinterpretazionedeicomandi
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Gestionedeiprocessi

•Unprocessoèunprogrammainesecuzione.Unprocessonecessitadicerte

risorse,tracuitempodiCPU,memoria,file,dispositividiI/O,perassolvere

ilsuocompito.

•Ilsistemaoperativoèresponsabiledelleseguentiattività,relativeallage-

stionedeiprocessi:

–creazioneecancellazionedeiprocessi

–sospensioneeriesumazionedeiprocessi

–forniremeccanismiper

∗sincronizzazionedeiprocessi

∗comunicazionetraprocessi

∗evitare,prevenireerisolvereideadlock
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GestionedellaMemoriaPrincipale

•Lamemoriaprincipaleèun(grande)arraydiparole(byte,words...),ognu-

naidentificatadaunprecisoindirizzo.Èundepositodidatirapidamente

accessibilidallaCPUedaidispositividiI/O.

•Lamemoriaprincipaleèvolatile.Perdeilsuocontenutoincasodisystem

failure.

•Ilsistemaoperativoèresponsabiledelleseguentiattivitàrelativeallage-

stionedellamemoria:

–Tenertracciadiqualipartidellamemoriasonocorrentementeutilizzate,

edachi.

–Deciderequaleprocessocaricareinmemoria,quandodellospaziosirende

disponibile.

–Allocareedeallocarespazioinmemoria,surichiesta.
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Gestionedellamemoriasecondaria

•Dalmomentochelamemoriaprincipaleèvolatileetroppopiccolaper

conteneretuttiidatieprogrammipermanentemente,ilcalcolatoredeve

prevedereancheunamemoriasecondariadisupportoaquellaprincipale.

•Lamaggiorpartedeicalcolatorimoderniutilizzadischicomeprincipale

supportoperlamemoriasecondaria,siaperiprogrammicheperidati.

•Ilsistemaoperativoèresponsabiledelleseguentiattivitàrelativeallage-

stionedeidischi:

–Gestionedellospaziolibero

–Allocazionedellospazio

–Schedulazionedeidischi
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GestionedelsistemadiI/O

•IlsistemadiI/Oconsistein

–unsistemadicacheabuffer

–unainterfacciageneraleaigestorideidispositivi(devicedriver)

–idriverperognispecificodispositivohardware(controller)
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GestionedeiFile

•Unfileèunacollezionediinformazionicorrelate,definitedalsuocreatore.

Comunemente,ifilerappresentanoprogrammi(siasorgenticheeseguibili

(oggetti))edati.

•Ilsistemaoperativoèresponsabiledelleseguentiattivitàconnessealla

gestionedeifile:

–Creazioneecancellazionedeifile

–Creazioneecancellazionedelledirectory

–Supportodiprimitiveperlamanipolazionedifileedirectory

–Allocazionedeifilenellamemoriasecondaria

–Salvataggiodeidatisusupportinonvolatili
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Sistemidiprotezione

•PerProtezionesiintendeunmeccanismopercontrollarel’accessodapro-

grammi,processieutentisiaalsistema,siaallerisorsedegliutenti.

•Ilmeccanismodiprotezionedeve:

–distingueretrausoautorizzatoenonautorizzato.

–fornireunmodoperspecificareicontrollidaimporre

–forzaregliutentieiprocessiasottostareaicontrollirichiesti

54

Networking(SistemiDistribuiti)

•Unsistemadistribuitoèunacollezionediprocessorichenoncondividono

memoriaoclock.Ogniprocessorehaunamemoriapropria.

•Iprocessoridelsistemasonoconnessiattraversounaretedicomunicazione.

•Unsistemadistribuitofornisceagliutentil’accessoadiverserisorsedi

sistema.

•L’accessoadunarisorsacondivisapermette:

–Aumentodelleprestazionicomputazionali

–Incrementodellaquantitàdidatidisponibili

–Aumentodell’affidabilità
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Interpretedeicomandi

•Molticomandisonodatialsistemaoperativoattraversocontrolstatement

cheservonoper

–creareegestireiprocessi

–gestionedell’I/O

–gestionedellamemoriasecondaria

–gestionedellamemoriaprincipale

–accessoalfilesystem

–protezione

–networking
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Interpretedeicomandi(Cont.)

•Ilprogrammacheleggeeinterpretaicomandidicontrollohadiversinomi:

–interpretedelleschededicontrollo(sistemibatch)

–interpretedellalineadicomando(DOS,Windows)

–shell(inUNIX)

–interfacciagrafica:FinderinMacOS,ExplorerinWindows,gnome-sessionin

Unix...

Lasuafunzioneèdiricevereuncomando,eseguirlo,eripetere.
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ServizideiSistemiOperativi

•Esecuzionedeiprogrammi:caricamentodeiprogrammiinmemoriaed

esecuzione.

•OperazionidiI/O:ilsistemaoperativodevefornireunmodopercondurre

leoperazionidiI/O,datochegliutentinonpossonoeseguirledirettamente,

•Manipolazionedelfilesystem:capacitàdicreare,cancellare,leggere,scri-

verefileedirectory.

•Comunicazioni:scambiodiinformazionitraprocessiinesecuzionesullo

stessocomputerosusistemidiversicollegatidaunarete.Implementati

attraversomemoriacondivisaopassaggiodimessaggi.

•Individuazionedierrori:garantireunacomputazionecorrettaindividuando

errorinell’hardwaredellaCPUodellamemoria,neidispositividiI/O,onei

programmidegliutenti.
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Funzionalitàaddizionalideisistemioperativi

Lefunzionalitàaddizionaliesistonoperassicurarel’efficienzadelsistema,piut-

tostocheperaiutarel’utente

•Allocazionedellerisorse:allocarerisorseapiùutentioprocessi,allostesso

momento

•Accounting:tenertracciadichiusacosa,ascopistatisticiodirendicon-

tazione

•Protezione:assicurarechetuttigliaccessiallerisorsedisistemasiano

controllate
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ChiamatediSistema(SystemCalls)

•Lechiamatedisistemaformanol’interfacciatraunprogrammainesecu-

zioneeilsistemaoperativo.

–Generalmente,sonodisponibilicomespecialiistruzioniassembler

–Linguaggipensatiperprogrammazionedisistemapermettonodieseguire

systemcalldirettamente(e.g.,C,Bliss,PL/360).

•Tremetodigeneraliperpassareparametritrailprogrammaeilsistema

operativo:

–Passareiparametrineiregistri.

–Memorizzareiparametriinunatabellainmemoria,ilcuiindirizzoè

passatocomeparametroinunregistro.

–Ilprogrammapushaiparametrisullostack,eilsistemaoperativoli

poppa.
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Tipidichiamatedisistema

Controllodeiprocessi:creazione/terminazioneprocessi,esecuzioneprogram-

mi,(de)allocazionememoria,attesadieventi,impostazionedegliattribu-

ti,...

Gestionedeifile:creazione/cancellazione,apertura/chiusura,lettura/scrittura,

impostazionedegliattributi,...

Gestionedeidispositivi:allocazione/rilasciodispositivi,lettura/scrittura,col-

legamentologicodeidispositivi(e.g.mounting)...

Informazionidisistema:leggere/scriveredataeoradelsistema,informazioni

sull’hardware/softwareinstallato,...

Comunicazioni:creare/cancellareconnessioni,spedire/riceveremessaggi,...
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Programmidisistema

•Iprogrammidisistemafornisconounambienteperlosviluppoel’esecuzione

deiprogrammi.Sidividonoin

–Gestionedeifile

–Modifichedeifile

–Informazionisullostatodelsistemaedell’utente

–Supportodeilinguaggidiprogrammazione

–Caricamentoedesecuzionedeiprogrammi

–Comunicazioni

–Programmiapplicativi

•Lamaggiorpartediciòcheunutentevedediunsistemaoperativoèdefinito

daiprogrammidisistema,nondallerealichiamatedisistema.

62

StrutturadeiSistemiOperativi–L’approcciosemplice

•MS-DOS–pensatoperfornirele

massimefunzionalitànelminore

spaziopossibile.

–nonèdivisoinmoduli(è

cresciutooltreilprevisto)

–nonostantecisiaunpo’distrut-

tura,lesueinterfacceelivelli

funzionalinonsonobenseparati.
ROM BIOS device drivers

application program

MS-DOS device drivers

resident system program
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StrutturadeiSistemiOperativi–L’approcciosemplice(Cont.)

•UNIX–limitatodallefunzionalitàhardware,loUNIXoriginaleavevauna

debolestrutturazione.Consistealmenoinduepartibenseparate:

–Programmidisistema

–Ilkernel

∗consisteintuttociòchestatralesystemcallel’hardware

∗implementailfilesystem,loschedulingdellaCPU,gestionedellame-

moriaealtrefunzionidelsistemaoperativo:moltefunzionalitàinun

sololivello.
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StrutturadeiSistemiOperativi–Unixoriginale

(the users)

shells and commands
compilers and interpreters

system libraries

system-call interface to the kernel

kernel interface to the hardware

file system
swapping block I/O 

system
disk and tape drivers

CPU scheduling
page replacement
demand paging
virtual memory

signals terminal 
handling

character I/O system
terminal drivers

device controllers
disks and tapes

memory controllers
physical memory

terminal controllers
terminals
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Strutturadeisistemioperativi–Approcciostratificato

•Ilsistemaoperativoèdivisoinuncertonumerodistrati(livelli);ognistrato

ècostruitosuquelliinferiori.Lostratodibase(livello0)èl’hardware;il

piùaltoèl’interfacciautente.

•Secondolamodularità,glistratisonopensatiinmodotalecheognuno

utilizzafunzionalità(operazioni)eservizisolamentedistratiinferiori.

layer M – 1

layer M 

hidden  
operations

. . 

.

. . 

.

. . 

.
new  

operations

existing 
operations
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Strutturadeisistemioperativi–StratificazionediTHEOS

•LaprimastratificazionefuusatanelSOTHE.Seistraticomesegue:

layer5:userprograms

layer4:bufferingforinputandoutputdevices

layer3:operator-consoledevicedriver

layer2:memorymanagement

layer1:CPUscheduling

layer0:hardware
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StrutturadeiSistemiOperativi–StratificazionediOS/2

applicationapplicationapplication

subsystemsubsystemsubsystem

API extension

system  
kernel

device driver

• memory management
• task dispatching
• device management

application-programming interface

device driverdevice driverdevice driver
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StrutturadeiSistemiOperativi–Solaris

Common
Facilities

virtual
memory

framework

block
device
switch

exec
switch

a.out

file mappings

disk driver

tape driver

network
driver

tty
driver

system
processes

time-sharing
processes

RFS

s5fs

FFS

NFS

device
mappings

anonymous
mappings

coff
elf

STREAMS

vnode/vfs
interface

scheduler
framework
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MacchineVirtuali

•Unamacchinavirtualeportal’approcciostratificatoall’estremo:tratta

hardwareeilsistemaoperativocomesefossetuttohardware.

•Unamacchinavirtualefornisceunainterfacciaidenticaall’hardwarenudoe

crudosottostante.

•Ilsistemaoperativoimpiegalerisorsedelcalcolatorefisicopercrearele

macchinevirtuali:

–LoschedulingdellaCPUcreal’illusionecheogniprocessoabbiailsuo

processorededicato.

–Lagestionedellamemoriacreal’illusionediunamemoriavirtualeper

ogniprocesso

–Lospoolingpuòimplementaredellestampantivirtuali

–Spaziodiscopuòessereimpiegatopercreare“dischivirtuali”

70

MacchineVirtuali(Cont.)

(a)

processes

hardware

kernel

(b)

processes

hardware

virtual machine

programming
interface

processes

processes

kernel kernelkernel

(a)Macchinanonvirtuale;(b)Macchinevirtuali
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Vantaggi/SvantaggidelleMacchineVirtuali

•Ilconcettodimacchinavirtualefornisceunaprotezionecompletadelleri-

sorsedisistema,dalmomentocheognimacchinavirtualeèisolatadalle

altre.Questoisolamentononpermetteperòunacondivisionedirettadelle

risorse.

•Unsistemaamacchinevirtualièunmezzoperfettoperl’emulazionedialtri

sistemioperativi,olosviluppodinuovisistemioperativi:tuttosisvolge

sullamacchinavirtuale,invecechesuquellafisica,quindinonc’èpericolo

difardanni.

•Implementareunamacchinavirtualeècomplesso,inquantosidevefornire

unperfettoduplicatodellamacchinasottostante.Puòesserenecessario

doveremulareognisingolaistruzionemacchina.

•Approccioseguitoinmoltisistemi:Windows,Linux,MacOS,JVM,...
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Exokernel

•Estensionedell’ideadimacchinavirtuale

•Ognimacchinavirtualedilivelloutentevedesolounsottoinsiemedelle

risorsedell’interamacchina

•Ognimacchinavirtualepuòeseguireilpropriosistemaoperativo

•Lerisorsevengonorichiesteall’exokernel,chetienetracciadiqualirisorse

sonousatedachi

•Semplifical’usodellerisorseallocate:l’exokerneldevesolotenereseparati

idominidiallocazionedellerisorse
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MeccanismiePolitiche

•Ikerneltradizionali(monolitici)sonopocoflessibili

•Distingueretrameccanismiepolitiche:

–imeccanismideterminanocomefarequalcosa;

–lepolitichedeterminanocosadeveesserefatto.

Adesempio:assegnarel’esecuzioneadunprocessoèunmeccanismo;

sceglierequaleprocessoattivareèunapolitica.

•Questaseparazioneèunprincipiomoltoimportante:permettelamassima

flessibilità,nelcasoincuilepolitichedebbanoesserecambiate.

•Estremizzazione:ilkernelforniscesoloimeccanismi,mentrelepolitiche

vengonoimplementateinuserspace.
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SistemiconMicrokernel

•Microkernel:ilkernelèridottoall’osso,forniscesoltantoimeccanismi:

–Unmeccanismodicomunicazionetraprocessi

–Unaminimagestionedellamemoriaedeiprocessi

–Gestionedell’hardwaredibassolivello(driver)

•Tuttoilrestovienegestitodaprocessiinspazioutente:adesempio,tutte

lepolitichedigestionedelfilesystem,delloscheduling,dellamemoriasono

implementatecomeprocessi.

•Menoefficientedelkernelmonolitico

•Grandeflessibilità;immediatascalabilitàinambientedirete

•Sistemioperativirecentisonobasati,indiversemisure,sumicrokernel

(AIX4,BeOS,GNUHURD,MacOSX,QNX,Tru64,WindowsNT...)
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Microkernel:funzionamentodibase

File
ServerServer

TTY
duler
Sche-Mem.

Man. P2 P1

driver

User
Space

Kernel
Space

Processi utente

IPC
microkernel

Processi server di sistema

hardware
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Microkernel:Mach

Mach

tasks and 
threads

IPCvirtual 
memory

scheduling

4.3 BSD

OSF/1

HPUX

OS/2

database 
system
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Soluzionestratificata/microkernel:MacOSX

•Application(orexecution)environments:Carbon,Cocoa,Java,Classic,

andBSDCommands.

•ApplicationServices.Servizidisistemausatidatuttigliambientiapplicativi

(collegaticonlaGUI).Quartz,QuickDraw,OpenGL....

•CoreServices.Servizicomuni,noncollegatiallaGUI.Networking,tasks,

...

•Kernelenvironment.Mach3.0pertask,thread,devicedrivers,gestione

dellamemoria,+BSDcheimplementarete,filesystem,threadPOSIX.
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Soluzionestratificata/microkernel:MacOSX
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Soluzionestratificata/microkernel:MacOSX
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Soluzionestratificatanonpiùmicrokernel:Windows2000

POSIX program

POSIX subsystem

Win32 program

Win32 subsystem

OS/2 program

OS/2 subsystem
Service
process

System interface (NT DLL.DLL)

System services

Hardware

Hardware Abstraction layer (HAL)

Kernel

File sys

I/O mgr
Object

mgr
Process

mgr
Memory

mgr
Security

mgr
Cache

mgr
PnP
mgr

Power
mgr

Config
mgr

LPC
mgr

Win32
GDI

Video
driver DKernel m

ode
U

ser m
ode
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ProcessieThread

•Concettodiprocesso

•Operazionisuiprocessi

•Statideiprocessi

•Threads

•Schedulazionedeiprocessi
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IlConcettodiProcesso

•Unsistemaoperativoeseguediversiprogrammi

–neisistemibatch–“jobs”

–neisistemitime-shared–“programmiutente”o“task”

•Ilibriusanoiterminijobeprocessoquasicomesinonimi

•Processo:programmainesecuzione.L’esecuzioneèsequenziale.

•Unprocessocomprendeanchetuttelerisorsedicuinecessita,tracui:

–programma

–programcounter

–stack

–sezionedati

–dispositivi
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Multiprogrammazione

Multiprogrammazione:piùprocessiinmemoria,pertenereoccupateleCPU.

Time-sharing:leCPUvengono“multiplexate”trapiùprocessi

A

B

C

D

D

C

B

A

Process
switch

One program counter
Four program counters

P
rocess

Time

BCD A

(a)(b)(c)

Switchcausatodaterminazione,prelazione,system-callbloccante.
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Switchdicontesto

process P0operating systemprocess P1

interrupt or system call

interrupt or system call

. . 

.

. . 

.

executing

idle

executing

executing

idle

idle

reload state from PCB1

save state into PCB0

save state into PCB1

reload state from PCB0
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SwitchdiContesto

•QuandolaCPUpassaadunaltroprocesso,ilsistemadevesalvarelostato

delvecchioprocessoecaricarequellodelnuovoprocesso.

•Iltempodicontext-switchportauncertooverhead;ilsistemanonfaun

lavoroutilementrepassadicontesto

•Puòessereuncollodibottigliapersistemioperativiadaltoparallelismo

(migliaia-decinedimigliaiadithread).

•Iltempoimpiegatoperloswitchdipendedalsupportohardware
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Creazionedeiprocessi

•Quandovienecreatounprocesso

–Albootdelsistema(intrinseci,daemon)

–Suesecuzionediunasystemcallapposita(es.,fork())

–Surichiestadapartedell’utente

–Iniziodiunjobbatch

Lagenerazionedeiprocessiindicaunanaturalegerarchia,dettaalberodi

processi.

•Esecuzione:alternative

–Padreefiglisonoinesecuzioneconcorrente

–Ilpadreattendecheifiglitermininoperriprenderel’esecuzione
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•Condivisionedellerisorse:

–Padreefiglicondividonolestesserisorse

–Ifiglicondividonounsottoinsiemedellerisorsedelpadre

–Padreefiglinoncondividononessunarisorsa

•Spazioindirizzi:alternative

–Ifigliduplicanoquellodelpadre(es:fork())

–Ifiglicaricanosempreunprogramma(es:CreateProcess())



TerminazionedeiProcessi

•Terminazionevolontaria—normaleoconerrore(exit).Idatidioutput

vengonoricevutidalprocessopadre(cheliattendevaconunwait).

•Terminazioneinvolontaria:errorefatale(superamentolimiti,operazioni

illegali,...)

•Terminazionedapartediunaltroprocesso(uccisione)

•Terminazionedapartedelkernel(es.:ilpadretermina,equindivengono

terminatituttiidiscendenti:terminazioneacascata)

Lerisorsedelprocessosonodeallocatedalsistemaoperativo.
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Gerarchiadeiprocessi

•Inalcunisistemi,iprocessigenerati(figli)rimangonocollegatialprocesso

generatore(parent,genitore).

•Siformano“famiglie”diprocessi(gruppi)

•Utiliperlacomunicazionetraprocessi(p.e.,segnalipossonoesseremandati

soloall’internodiungruppo,oaduninterogruppo).

•InUNIX:tuttiiprocessidiscendonodainit(PID=1).Seunparentmuore,

ilfigliovieneereditatodainit.Unprocessononpuòdiseredareilfiglio.

•InWindowsnonc’ègerarchiadiprocessi;iltaskcreatorehaunahandledel

figlio,checomunquepuòesserepassata.
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Process 0

Process 1Process 2 Page
daemon

Terminal 0Terminal 1Terminal 2

Login:Password:% cp f1 f2 loginsh

cp

getty

init

Statodelprocesso

Durantel’esecuzione,unprocessocambiastato.

Ingeneralesipossonoindividuareiseguentistati:

new:ilprocessoèappenacreato

running:istruzionidelprogrammavengonoeseguitedaunaCPU.

waiting:ilprocessoattendequalcheevento

ready:ilprocessoattendediessereassegnatoadunprocessore

terminated:ilprocessohacompletatolasuaesecuzione

Ilpassaggiodaunostatoall’altroavvieneinseguitoainterruzioni,richiestedi

risorsenondisponibili,selezionedapartedelloscheduler,...
0≤n.processiinrunning≤n.diprocessorinelsistema
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Diagrammadeglistati

exit admittedinterrupt

scheduler dispatch
I/O or event wait I/O or event completion

waiting

readyrunning

newterminated
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ProcessControlBlock(PCB)

Contieneleinformazioniassociateadunprocesso

•Statodelprocesso

•Datiidentificativi(delprocesso,dell’utente)

•Programcounter

•RegistridellaCPU

•InformazioniperloschedulingdellaCPU

•Informazioniperlagestionedellamemoria

•Informazionidiutilizzorisorse

–tempodiCPU,memoria,file...

–eventualilimiti(quota)

•Statodeisegnali
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����������������������������������������������������������������������� ProcessmanagementMemorymanagementFilemanagement
RegistersPointertotextsegmentRootdirectory
ProgramcounterPointertodatasegmentWorkingdirectory
ProgramstatuswordPointertostacksegmentFiledescriptors
StackpointerUserID
ProcessstateGroupID
Priority
Schedulingparameters
ProcessID
Parentprocess
Processgroup
Signals
Timewhenprocessstarted
CPUtimeused
Children’sCPUtime
Timeofnextalarm ����������������������������������������������������������������������� �������������������������������������

�������������������������������������
�������������������������������������
�������������������������������������Gestionediunainterruzionehardware

������������������������������������������������������������ 1.Hardwarestacksprogramcounter,etc.
2.Hardwareloadsnewprogramcounterfrominterruptvector.
3.Assemblylanguageproceduresavesregisters.
4.Assemblylanguageproceduresetsupnewstack.
5.Cinterruptserviceruns(typicallyreadsandbuffersinput).
6.Schedulerdecideswhichprocessistorunnext.
7.Cprocedurereturnstotheassemblycode.
8.Assemblylanguageprocedurestartsupnewcurrentprocess. ������������������������������������������������������������ 93



Codedischedulingdeiprocessi

•Codadeiprocessi(Job

queue)–insiemedituttii

processinelsistema

•Readyqueue–processiresi-

dentiinmemoriaprincipale,

prontieinattesadiessere

messiinesecuzione

•Codedeidispositivi–pro-

cessiinattesadiundispo-

sitivodiI/O.

. . 

.

PCB7 queue header

head

tail

ready

queue

head

tail

mag  
tape 

unit 0

head

tail

mag  
tape 

unit 1

head

tail

disk

unit 0

head

tail

terminal

unit 0
. . 
.

registers
. . 
.

PCB2

registers

PCB6 PCB14 PCB3

PCB5
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Migrazionedeiprocessitralecode

Iprocessi,durantel’esecuzione,migranodaunacodaall’altra

CPU ready queue

I/OI/O queueI/O request

time slice
expired

fork a 
child

wait for an
interrupt

child 
executes

interrupt 
occurs

Glischedulerscelgonoqualiprocessipassanodaunacodaall’altra.

95

GliScheduler

•Loschedulerdilungotermine(ojobscheduler)selezionaiprocessida

portarenellareadyqueue.

•Loschedulerdibrevetermine(oCPUscheduler)selezionaqualiprocessi

readydevonoessereeseguiti,equindiassegnalaCPU.

end
long term short term

I/O waiting
queue(s) I/O

ready queueCPU
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GliScheduler(Cont.)

•Loschedulerdibrevetermineèinvocatomoltofrequentemente(decinedi

voltealsecondo)⇒deveessereveloce

•Loschedulerdilungotermineèinvocatoraramente(secondi,minuti)⇒

puòesserelentoesofisticato

•Iprocessipossonoesseredescritticome

–I/O-bound:lunghiperiodidiI/O,breviperiodidicalcolo.

–CPU-bound:lunghiperiodidiintensivacomputazione,pochi(possibil-

mentelunghi)ciclidiI/O.

•Loschedulerdilungoterminecontrollailgradodimultiprogrammazionee

iljobmix:ungiustoequilibriotraprocessiI/OeCPUbound.
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GliSchedulers(Cont.)

Alcunisistemihannoancheloschedulerdimediotermine(oswapscheduler)

sospendetemporaneamenteiprocessiperabbassareillivellodimultiprogram-

mazione

ready queue

I/O waiting
queues

CPU

I/O

partially executed
swapped-out processes

swap in

end

swap out
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Modellidiesecuzionedeiprocessi

P1P2P3Pn P4

a)

Kernel

supervisor
user m

ode

P1P2P3Pn P4 user m
ode

supervisor m
ode b)

Scheduling, drivers, interrupt handlers

P1P2

user m
ode

c)

OS1OS2OS3

microkernel

supervisor

Esecuzionekernelseparatadaiprocessi

utente.

Esecuzionekernelall’internodeiprocessi

Strettonecessarioall’internodelkernel;

ledecisionivengonopresedaprocessidi

sistema.
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Esempioesteso:ProcessiinUNIXtradizionale

•Unprocessoèunprogrammainesecuzione+lesuerisorse

•Identificatodalprocessidentifier(PID),unnumeroassegnatodalsistema.

•OgniprocessoUNIXhaunospazioindirizziseparato.Nonvedelezonedi

memoriadedicatiaglialtriprocessi.

UnprocessoUNIXhatresegmenti:

–Stack:Stackdiattivazionedelle

subroutine.Cambiadinamicamente.

–Data:Contieneloheapeidati

inizializzatialcaricamentodelpro-

gramma.Cambiadinamicamente

surichiestaesplicitadelprogramma

(es.,conlamalloc).

–Text:codiceeseguibile.Non

modificabile,protettoinscrittura.

Address (hex)
FFFF

0000

Stack

Data

Text

Gap
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Creazionediunprocesso:lachiamatafork(3)

pid=fork();

if(pid<0){

/*forkfallito*/

}elseif(pid>0){

/*codiceeseguitosolodalpadre*/

}else{

/*codiceeseguitosolodalfiglio*/

}

/*codiceeseguitodaentrambi*/
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Esempio:ciclofork/waitdiunashell

while(1){

read_command(commands,parameters);

if(fork()!=0){/*parentcode*/

waitpid(-1,&status,0);

}else{/*childcode*/

execve(command,parameters,NULL);

}

}

shell processparent processshell process

child processzombie process

execve 
program

program executes
exit

wait fork
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Alcunechiamatedisistemapergestionedeiprocessi

��������������������������������������������������������������������������������� SystemcallDescription ��������������������������������������������������������������������������������� pid=fork()Createachildprocessidenticaltotheparent ��������������������������������������������������������������������������������� pid=waitpid(pid,&statloc,opts)Waitforachildtoterminate ��������������������������������������������������������������������������������� s=execve(name,argv,envp)Replaceaprocess’coreimage ��������������������������������������������������������������������������������� exit(status)Terminateprocessexecutionandreturnstatus ��������������������������������������������������������������������������������� s=sigaction(sig,&act,&oldact)Defineactiontotakeonsignals ��������������������������������������������������������������������������������� s=sigreturn(&context)Returnfromasignal ��������������������������������������������������������������������������������� s=sigprocmask(how,&set,&old)Examineorchangethesignalmask ��������������������������������������������������������������������������������� s=sigpending(set)Getthesetofblockedsignals ��������������������������������������������������������������������������������� s=sigsuspend(sigmask)Replacethesignalmaskandsuspendtheprocess ��������������������������������������������������������������������������������� s=kill(pid,sig)Sendasignaltoaprocess ��������������������������������������������������������������������������������� residual=alarm(seconds)Setthealarmclock ��������������������������������������������������������������������������������� s=pause()Suspendthecalleruntilthenextsignal ��������������������������������������������������������������������������������� ���	�	�
�	�	�	�	�	�	�	�	�	�	�	�
�	�
���	�	�
�	�	�	�	�	�	�	�	�	�	�	�
�	�

���	�	�
�	�	�	�	�	�	�	�	�	�	�	�
�	�
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IsegnaliPOSIX

����������������������������������������������������������������� SignalCause ����������������������������������������������������������������� SIGABRTSenttoabortaprocessandforceacoredump ����������������������������������������������������������������� SIGALRMThealarmclockhasgoneoff ����������������������������������������������������������������� SIGFPEAfloating-pointerrorhasoccurred(e.g.,divisionby0) ����������������������������������������������������������������� SIGHUPThephonelinetheprocesswasusinghasbeenhungup ����������������������������������������������������������������� SIGILLTheuserhashittheDELkeytointerrupttheprocess ����������������������������������������������������������������� SIGQUITTheuserhashitthekeyrequestingacoredump ����������������������������������������������������������������� SIGKILLSenttokillaprocess(cannotbecaughtorignored) ����������������������������������������������������������������� SIGPIPETheprocesshaswrittentoapipewhichhasnoreaders ����������������������������������������������������������������� SIGSEGVTheprocesshasreferencedaninvalidmemoryaddress ����������������������������������������������������������������� SIGTERMUsedtorequestthataprocessterminategracefully ����������������������������������������������������������������� SIGUSR1Availableforapplication-definedpurposes ����������������������������������������������������������������� SIGUSR2Availableforapplication-definedpurposes ����������������������������������������������������������������� ����������������������������������
����������������������������������

����������������������������������
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GestioneeimplementazionedeiprocessiinUNIX

•InUNIX,l’utentepuòcreareemanipolaredirettamentepiùprocessi

•Iprocessisonorappresentatidaprocesscontrolblock

–IlPCBdiogniprocessoèmemorizzatoinpartenelkernel(processstruc-

ture,textstructure),inpartenellospaziodimemoriadelprocesso(user

structure)

–L’informazioneinquestiblocchidicontrolloèusatadalkernelperil

controllodeiprocessieperloscheduling.
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ProcessControlBlocks

•Lastrutturabasepiùimportanteèlaprocessstructure:contiene

–statodelprocesso

–puntatoriallamemoria(segmenti,u-structure,textstructure)

–identificatoridelprocesso:PID,PPID

–identificatoridell’utente:realUID,effectiveUID

–informazionidischeduling(e.g.,priorità)

–segnalinongestiti

•Latextstructure

–èsempreresidenteinmemoria

–memorizzaquantiprocessistannousandoilsegmentotext

–contienedatirelativiallagestionedellamemoriavirtualeperiltext
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ProcessControlBlock(Cont.)

•Leinformazionisulprocessochesonorichiestesoloquandoilprocessoè

residentesonomantenutenellauserstructure(oustructure).

Fapartedellospazioindirizzimodouser,read-only(mascrivibiledalkernel)

econtiene(tral’altro)

–realUID,effectiveUID,realGID,effectiveGID

–gestionediognisegnali(exit,ignore,esecuzionediunafunzione)

–terminaledicontrollo

–risultati/erroridellesystemcall

–tabelladeifileaperti

–limitidelprocesso

–modemask(umask)
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Segmentideidatidisistema

•Lamaggiorpartedellacomputazionevieneeseguitainusermode;lesystem

callvengonoeseguiteinmododisistema(osupervisore).

•Leduefasidiunprocessononsisovrappongonomai:unprocessositrova

sempreinunaol’altrafase.

•Perl’esecuzioneinmodokernel,ilprocessousaunostackseparato(kernel

stack),invecediquellodelmodoutente.

•Kernelstack+ustructure=systemdatasegmentdelprocesso
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Partiestrutturediunprocesso

resident tables

swappable process image

user space

system data structure

process  
structure

text  
structure

user  
structure

stack

data

text

kernel 
stack
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Creazionediunprocesso

•Laforkallocaunanuovaprocessstructureperilprocessofiglio

–nuovetabelleperlagestionedellamemoriavirtuale

–nuovamemoriavieneallocataperisegmentidatiestack

–isegmentidatiestackelauserstructurevengonocopiati⇒vengono

preservatiifileaperti,UIDeGID,gestionesegnali,etc.

–iltextsegmentvienecondiviso,puntandoallastessatextstructure

•Laexecvenoncreanessunnuovoprocesso:semplicemente,isegmentdati

estackvengonorimpiazzati
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Creazionediunprocesso(Cont.)

•Lavforknoncopiaisegmentidataestack;vengonocondivisi

–ilsystemdatasegmentelaprocessstructurevengonocreati

–ilprocessopadrerimanesospesofinchéilfigliononterminaoesegue

unaexecve

–ilprocessopadreusavforkperprodurreilfiglio,cheusaexecveper

cambiareimmediatamentelospaziodiindirizzamentovirtuale—nonè

necessariocopiaredataestacksegmentsdelpadre

–comunementeusatadaunashellpereseguireuncomandoeattendere

ilsuocompletamento:

–efficienteperprocessigrandi(risparmioditempodiCPU),mapoten-

zialmentepericolosadelicata(lemodifichefattedalprocessofiglioprima

dellaexecvesiriflettonosullospazioindirizzidelpadre)
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DiagrammadeglistatidiunprocessoinUNIX

Created

Sleep,
Swapped

Ready to Run
In Memory

Ready to Run
Swapped

Asleep in
Memory Zombie

Kernel
Running

User
Running

Preempted

fork

not enough memory
(swapping system only)

enough
memory

swap in

swap out

swap out

wakeup wakeup sleep

return

preempt

return
to user

system call,
interrupt

exit

reschedule
process

interrupt,
interrupt return
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StatidiunprocessoinUNIX(Cont.)

•Userrunning:esecuzioneinmodoutente

•Kernelrunning:esecuzioneinmodokernel

•Readytorun,inmemory:prontoperandareinesecuzione

•Asleepinmemory:inattesadiunevento;processoinmemoria

•Readytorun,swapped:eseguibile,maswappatosudisco

•Sleeping,swapped:inattesadiunevento;processoswappato

•Preempted:ilkernellobloccapermandareunaltroprocesso

•Zombie:ilprocessononesistepiù,siattendecheilpadrericeval’informa-

zionedellostatodiritorno
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Daiprocessi...

Iprocessifinorastudiatiincorporanoduecaratteristiche:

•Unitàdiallocazionerisorse:codiceeseguibile,datiallocatistaticamente

(variabiliglobali)edesplicitamente(heap),risorsemantenutedalkernel

(file,I/O,workinddir),controllidiaccesso(UID,GID)...

•Unitàdiesecuzione:unpercorsodiesecuzioneattraversounoopiùpro-

grammi:stackdiattivazione(variabililocali),stato(running,ready,wai-

ting,...),priorità,parametridischeduling,...

Questeduecomponentisonoinrealtàindipendenti
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...aithread

•Unthread(oprocessoleggero,lightweight

process)èunaunitàdiesecuzione:

–programcounter,insiemeregistri

–stackdelprocessore

–statodiesecuzione

•Unthreadcondivideconithreadsuoipari

unaunitàdiallocazionerisorse:

–ilcodiceeseguibile

–idati

–lerisorserichiestealsistemaoperativo

•untask=unaunitàdirisorse+ithread

cheviaccedono

task

data segment

text segment

threads

program 
counter
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Esempidithread

ThreadThread

KernelKernel

Process 1Process 1Process 1Process

User
space

Kernel
space

(a)(b)

116

ProcessieThread:quattropossibiliscenari

one process
one thread

one process
multiple threads

multiple processes
one thread per process

multiple processes
multiple threads per process
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Modellomultithreaddeiprocessi

Single-Threaded
Process Model

Process
Control
Block

User
Address

Space

User
Stack

Kernel
Stack

Multithreaded
Process Model

Process
Control
Block

User
Address

Space

User
Stack

Kernel
Stack

User
Stack

Kernel
Stack

User
Stack

Kernel
Stack

Thread
Control
Block

ThreadThreadThread

Thread
Control
Block

Thread
Control
Block

118

Risorsecondiviseeprivatedeithread

Tuttiithreaddiunprocessoaccedonoallestesserisorsecondivise

���������������������������������������������������������������������������� PerprocessitemsPerthreaditems
AddressspaceProgramcounter
GlobalvariablesRegisters
OpenfilesStack
ChildprocessesState
Pendingalarms
Signalsandsignalhandlers
Accountinginformation ���������������������������������������������������������������������������� �������������������

�������������������
�������������������
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Condivisionedirisorsetraithread

•Vantaggi:maggioreefficienza

–Creareecancellarethreadèpiùveloce(100–1000volte):menoinfor-

mazionedaduplicare/creare/cancellare(eavoltenonservelasystem

call)

–Loschedulingtrathreaddellostessoprocessoèmoltopiùveloceche

traprocessi

–Cooperazionedipiùthreadnellostessotaskportamaggiorethroughput

eperformance

(es:inunfileservermultithread,mentreunthreadèbloccatoinattesadiI/O,un

secondothreadpuòessereinesecuzioneeservireunaltroclient)
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Condivisionedirisorsetrathread(Cont.)

•Svantaggi:

–Maggiorecomplessitàdiprogettazioneeprogrammazione

∗iprocessidevonoessere“pensati”paralleli

∗minoreinformationhiding

∗sincronizzazionetraithread

∗gestionedelloschedulingtraithreadpuòesseredemandatoall’utente

–Inadattopersituazioniincuiidatidevonoessereprotetti

•Ottimiperprocessicooperantichedevonocondividerestrutturedatio

comunicare(e.g.,produttore–consumatore,server,...):lacomunicazione

noncoinvolgeilkernel
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Esempidiapplicazionimultithread

Lavoroforeground/background:mentreunthreadgestiscel’I/Oconl’u-

tente,altrithreadoperanosuidatiinbackground.Spreadsheets(ricalcolo

automatico),wordprocessor(reimpaginazione,controlloortografico,...)

Elaborazioneasincrona:operazioniasincronepossonoessereimplementate

comethread.Es:salvataggioautomatico.

Kernel
KeyboardDisk

	Four score and seven 
years ago, our fathers 
brought forth upon this 
continent a new nation: 
conceived in liberty, 
and dedicated to the 
proposition that all 
men are created equal. 
  Now we are engaged 
in a great civil war 
testing whether that 

nation, or any nation 
so conceived and so 
dedicated, can long 
endure. We are met on 
a great battlefield of 
that war.
  We have come to 
dedicate a portion of 
that field as a final 
resting place for those 
who here gave their 

lives that this nation 
might live. It is 
altogether fitting and 
proper that we should 
do this. 
  But, in a larger sense, 
we cannot dedicate, we 
cannot consecrate we 
cannot hallow this 
ground. The brave 
men, living and dead, 

who struggled here 
have consecrated it, far 
above our poor power 
to add or detract. The 
world will little note, 
nor long remember, 
what we say here, but 
it can never forget 
what they did here.
   It is for us the living, 
rather, to be dedicated 

here to the unfinished 
work which they who 
fought here have thus 
far so nobly advanced. 
It is rather for us to be 
here dedicated to the 
great task remaining 
before us, that from 
these honored dead we 
take increased devotion 
to that cause for which 

they gave the last full 
measure of devotion, 
that we here highly 
resolve that these dead 
shall not have died in 
vain that this nation, 
under God, shall have 
a new birth of freedom 
and that government of 
the people by the 
people, for the people 
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Esempidiapplicazionimultithread(cont.)

Taskintrinsecamenteparalleli:vengonoimplementatiedeseguitipiùeffi-

cientementeconithread.Es:file/http/dbms/ftpserver,...

Dispatcher thread

Worker thread

Web page cache

Kernel

Network
connection

Web server process

User
space

Kernel
space
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Statieoperazionisuithread

•Stati:running,ready,blocked.Nonhasenso“swapped”o“suspended”

•Operazionisuithread:

creazione(spawn):unnuovothreadvienecreatoall’internodiunproces-

so(thread_create),conunpropriopuntod’inizio,stack,...

blocco:unthreadsiferma,el’esecuzionepassaadunaltrothread/processo.

Puòesserevolontario(thread_yield)osurichiestadiunevento;

sblocco:quandoavvienel’evento,ilthreadpassadallostato“blocked”al

“ready”

cancellazione:ilthreadchiedediesserecancellato(thread_exit);ilsuo

stackelecopiedeiregistrivengonodeallocati.

•Meccanismiperlasincronizzazionetraithread(semafori,thread_wait):

indispensabiliperl’accessoconcorrenteaidatiincomune
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Implementazionideithread:LivelloutentevsLivelloKernel

ProcessProcess ThreadThread

Process
table

Process
table

Thread
table

Thread
table

Run-time
system

Kernel
space

User
space

Kernel Kernel
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UserLevelThread

User-levelthread(ULT):stack,programcounter,eoperazionisuthread

sonoimplementatiinlibreriealivelloutente.

Vantaggi:

•efficiente:nonc’èilcostodellasystemcall

•semplicidaimplementaresusistemipreesistenti

•portabile:possonosoddisfarelostandardPOSIX1003.1c(pthread)

•loschedulingpuòesserestudiatospecificatamenteperl’applicazione
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UserLevelThread(Cont.)

Svantaggi:

•nonc’èschedulingautomaticotraithread

–nonc’èprelazionedeithread:seunthreadnonpassailcontrolloespli-

citamentemonopolizzalaCPU(all’internodelprocesso)

–systemcallbloccantibloccanotuttiithreaddelprocesso:devonoessere

sostituitecondelleroutinedilibreria,cheblocchinosoloilthreadsei
datinonsonopronti(jacketing).

•L’accessoalkernelèsequenziale

•Nonsfruttasistemimultiprocessore

•PocoutileperprocessiI/Obound,comefileserver

Esempi:threadCMU,MacOS≤9,alcuneimplementazionideithreadPOSIX
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KernelLevelThread

Kernel-levelthread(KLT):ilkernelgestiscedirettamenteithread.Le

operazionisonoottenuteattraversosystemcall.Vantaggi:

•loschedulingdelkernelèperthread,nonperprocesso⇒unthreadchesi

bloccanonbloccal’interoprocesso

•UtileperiprocessiI/Oboundesistemimultiprocessor

Svantaggi:

•menoefficiente:costodellasystemcallperognioperazionesuithread

•necessital’aggiuntaelariscritturadisystemcalldeikernelpreesistenti

•menoportabile

•lapoliticadischedulingèfissatadalkernelenonpuòesseremodificata

Esempi:moltiUnixmoderni,OS/2,Mach.
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ImplementazioniibrideULT/KLT

Sistemiibridi:permettonosiathreadlivelloutentechekernel.

PP

User
Space

Threads
Library

Kernel
Space

P

P

User
Space

Kernel
Space

P

User
Space

Threads
Library

Kernel
Space

(c) Combined (b) Pure kernel-level (a) Pure user-level

User-level threadKernel-level threadProcessor
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Implementazioniibride(cont.)

Vantaggi:

•tuttiquellideiULTeKLT

•altaflessibilità:ilprogrammatorepuòsceglieredivoltainvoltailtipodi

threadchemegliosiadatta

Svantaggio:portabilità

Es:Solaris2(thread/pthreadeLWP),Linux(pthreadecloni),MacOSX,

WindowsNT,...
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Threadpop-up

•Ithreadpop-upsonothreadcreatiinmodoasincronodaeventiesterni.

Network

Incoming message

Pop-up thread
created to handle

incoming message
Existing thread

Process

(a)(b)

(a)prima;(b)dopoaverricevutounmessaggioesternodagestire
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•Moltoutiliincontestidistribuiti,eperservizioaeventiesterni

•Bassitempidilatenza(creazionerapida)

•Complicazioni:doveeseguirli?

–inuserspace:safe,mainqualeprocesso?unonuovo?crearlocosta...

–inkernelspace:veloce,semplice,madelicato(threadbacatipossono

faregrossidanni)

•ImplementatoinSolaris

Esempio:IThreaddiSolaris

User

Kernel

Hardware

Threads
Library

Process 5 Process 4 Process 3 Process 2 Process 1

User-level threadKernel-level threadLight-weight ProcessProcessor

LLL

L

L L LL L L

P P

P

P P P
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IthreaddiSolaris(cont.)

NelgergoSolaris:

Processo:ilnormaleprocessoUNIX(spazioindirizziutente,stack,PCB,...)

User-levelthread:implementatodaunalibreriaalivelloutente.Invisibilial

kernel.

Lightweightprocess:assegnamentodiULTadunthreadinkernel.Ogni

LWPsupportaunoopiùULT,edègestitodalkernel.

Kernelthread:leentitàgestitedalloscheduler.
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IthreadinSolaris(Cont.)

Èpossibilespecificareilgradodiparallelismologicoefisicodeltask

•taskconparallelismologicohannopiùULTsuunsoloLWP

⇒comoditàdiprogetto,efficienzadiswitch

•taskconparallelismofisicohannopiùULTsupiùLWP

⇒efficienzadiesecuzione

•taskconnecessitàreal-timepossonofissareunULTadunLWP(pinning)

(eventualmente,soggettoapoliticaSCHED_RT)

Itaskdisistema(swapper,gestioneinterrupt,...)vengonoimplementati

comekernelthread(anchepop-up)nonassociatiaLWP.
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StruttureperprocessieLWPinSolaris

Process ID

UNIX Process Structure

User IDs

Signal Dispatch Table

File Descriptors

Memory Map

Priority
Signal Mask

Registers
STACK

• • •

Priority
LWP ID

Signal Mask
Registers
STACK

• • •

Processor State

Process ID

Solaris 2.x Process Structure

User IDs

Signal Dispatch Table

File Descriptors

LWP 1

Priority
LWP ID

Signal Mask
Registers
STACK

• • •

LWP 1

Memory Map
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StatidiULTeLWPdiSolaris

•Sleep:unULTesecueunapri-

mitivadisincronizzazioneesi

sospende

•Wakeup:lacondizioneviene

soddisfatta

•Dispatch:unLWPèlibero,il

threadvieneselezionato

•Preempt:sisbloccaunULTa

prioritàmaggiore

•Yielding:unULTrilasciail

controlloeseguendothryield

Stopped

User-Level Threads
Runnable

Active

Continue

Sleep

Stop

Wakeup

Stop

Stop

Dispatch

Preempt

Sleeping

Runnable

Lightweight Processes

Running

Blocked

Dispatch

Stop

Continue

Timeslice
or PreemptStop

Wakeup

Wakeup

Blocking
System

Call

Stopped
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ProcessieThreaddiLinux

Linuxfornisceunapeculiaresystemcallchegeneralizzalafork():

pid=clone(function,stack_ptr,sharing_flags,arg);

Iflagdescrivonocosailthread/processofigliodevecondividereconilparent

��������������������������������������������������������������������������������� FlagMeaningwhensetMeaningwhencleared ��������������������������������������������������������������������������������� CLONE_VMCreateanewthreadCreateanewprocess ��������������������������������������������������������������������������������� CLONE_FSShareumask,root,andworkingdirsDonotsharethem ��������������������������������������������������������������������������������� CLONE_FILESSharethefiledescriptorsCopythefiledescriptors ��������������������������������������������������������������������������������� CLONE_SIGHANDSharethesignalhandlertableCopythetable ��������������������������������������������������������������������������������� CLONE_PIDNewthreadgetsoldPIDNewthreadgetsownPID ��������������������������������������������������������������������������������� �
�
�
�
�
�
�
��
�
�
�
�
�
�
��
�
�
�
�
�
�
��
�
�
�
�
�
�
�
Asecondadeiflag,permettedicreareunnuovothreadnelprocessocorrente,

ounprocessodeltuttonuovo.P.e.:setuttoa0,corrispondeafork().

Permettediimplementareithreadalivellokernel.
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Statideiprocessi/threaddiLinux

Ininclude/linux/sched.h:

•Ready:prontoperessereschedulato

•Running:inesecuzione

•Waiting:inattesadiunevento.Duesottocasi:interrompibile(segnalinon

mascherati),noninterrompibile(segnalimascherati).

•Stopped:Esecuzionesospesa(p.e.,daSIGSTOP)

•Zombie:terminato,manonancoracancellabile
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ProcessieThreaddiWindows2000

NelgergoWindows:

Job:collezionediprocessichecondividonoquotaelimiti

Processo:Dominiodiallocazionerisorse(IDdiprocesso,tokendiaccesso,

handleperglioggetticheusa).CreatoconCreateProcessconunthread,

poinepuòallocarealtri.

Thread:entitàschedulatadalkernel.Alternailmodouseremodokernel.

Doppiostack.CreatoconCreateThread.

Fibra(threadleggero):threadalivelloutente.Invisibilialkernel.
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StrutturadiunprocessoinWindows2000

Process

Access
token

Virtual address space description

Threadx

Filey

Sectionz

•
•
•

Handle1

Handle2

Handle3

Available
objects

Figure 4.11   NT Process and Its Resources [CUST93]

Object Table
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Job,processiethreadinWindows2000

Address
space

Thread

Process

User
stack

Kernel mode thread stack

Access token

Process
handle
tablePTTTTP

Job
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StatideithreaddiWindows

•Ready:prontoperessereschedulato

•Standby:selezionatoperessereeseguito

•Running:inesecuzione

•Waiting:inattesadiunevento

•Transition:eseguibile,mainattesadiunarisorsa

•Terminated:terminato,manonancoracancellabile
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Figure 4.13   NT Thread States [PHAM96]

Transition

Ready

Waiting

Runnable

Not Runnable

Standby Pick to
RunSwitch

Preempted

Block/
Suspend

Unblock/Resume
Resource Availabile

Resource
Availabile

Unblock
Resource Not Availabile
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CriteridiValutazionedelloScheduling
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SchedulingFirst-Come,First-Served(FCFS)
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p
o
sso

n
o

v
e
n
ire

b
lo

c
c
a
ti

d
a

u
n

fl
u
sso

c
o
n
tin

u
o

d
i
p
ro

c
e
ssi

a
p
rio

rità
m

a
g
g
io

re

–
v
e
n
g
o
n
o

e
se

g
u
iti

q
u
a
n
d
o

la
m

a
c
c
h
in

a
è
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c
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p
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c
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c
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c
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c
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c
o
d
e
:

•
Q

0
–

q
u
a
n
to

d
i
8

m
se

c

•
Q

1
–

q
u
a
n
to
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c
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c
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u
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v
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p
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c
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c
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b
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u
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è
v
u
o
ta

.

S
e

n
o
n

te
rm

in
a

in
1
6

m
illise

c
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b
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p
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c
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p
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c
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d
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.
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c
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c
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b
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c
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p
iù
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p
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p
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d
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c
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b
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c
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b
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b
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c
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iù
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p
iù
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•
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d
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c
e
sso
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u
e
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ro
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ò
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m
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n
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u
e
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sse
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e

u
n

c
e
rto
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sk

v
e
n
g
a

e
se

g
u
ito

su
u
n

p
re

c
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p
ro

c
e
sso
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in
n
in
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)

•
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ila

n
c
ia

re
il

c
a
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o
(lo

a
d

sh
a
rin

g
)
⇒

tu
tti

i
p
ro

c
e
sso

ri
se

le
z
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n
a
n
o

i
p
ro

c
e
ssi

d
a
lla
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ssa

re
a
d
y

q
u
e
u
e

•
p
ro

b
le

m
a

d
i
a
c
c
e
sso

c
o
n
d
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iso
a
lle

stru
ttu

re
d
e
l
k
e
rn

e
l

–
A
sy

m
m

e
tric

m
u
ltip

ro
c
e
ssin

g
(A

M
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lo

u
n

p
ro

c
e
sso

re
p
e
r

v
o
lta

p
u
ò

a
c
c
e
d
e
re

a
lle

stru
ttu

re
d
a
ti

d
e
l

k
e
rn

e
l

—
se

m
p
lifi

c
a

il
p
ro

b
le

m
a
,

m
a

d
im

in
u
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e
le

p
re
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z
io

n
i
(c

a
ric

o
n
o
n

b
ila

n
c
ia

to
)

–
S
y
m

m
e
tric

m
u
ltip

ro
c
e
ssin

g
(S

M
P
):

c
o
n
d
iv

isio
n
e

d
e
lle

stru
ttu

re
d
a
ti.
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e
r-

v
e
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a
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re
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a
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e
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c
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tro

lli
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c
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z
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z
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n
e
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e
l
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a
l-tim
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:
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ie

d
e

c
h
e

u
n

ta
sk

c
ritic

o
v
e
n
g
a

c
o
m

p
le

ta
to

e
n
tro

u
n

te
m

p
o

b
e
n

p
re

c
iso

e
g
a
ra

n
tito

.

–
p
re

n
o
ta

z
io

n
e

d
e
lle

riso
rse

–
d
e
te

rm
in

a
z
io

n
e

d
i
tu

tti
i
te

m
p
i
d
i
risp

o
sta

:
n
o
n

si
p
o
sso

n
o

u
sa

re
m

e
m

o
rie

v
irtu

a
li,

c
o
n
n
e
ssio

n
i
d
i
re

te
,
.
.
.

–
so

lita
m

e
n
te

ristre
tti

a
d

h
a
rd

w
a
re

d
e
d
ic

a
ti

•
S
o
ft

re
a
l-tim

e
:

i
p
ro

c
e
ssi

c
ritic

i
so

n
o

p
rio

rita
ri

risp
e
tto

a
g
li

a
ltri

–
p
o
sso

n
o

c
o
e
siste

re
c
o
n

i
n
o
rm

a
li

p
ro

c
e
ssi

tim
e
-sh

a
rin

g

–
lo

sc
h
e
d
u
le

r
d
e
v
e

m
a
n
te

n
e
re

i
p
ro

c
e
ssi

re
a
l-tim

e
p
rio

rita
ri

–
la

la
te

n
z
a

d
i
d
isp

a
tc

h
d
e
v
e

e
sse

re
la

p
iù

b
a
ssa

p
o
ssib

ile

–
a
d
a
tto

p
e
r
p
ia

tta
fo

rm
e

g
e
n
e
ra

l-p
u
rp

o
se

,
p
e
r
tra

tta
m

e
n
to

d
i
a
u
d
io

-v
id

e
o
,

in
te

rfa
c
c
e

re
a
l-tim

e
,
.
.
.
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•
E
v
e
n
ti
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p
e
rio

d
ic

i:
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p
re

v
e
d
ib

ili
(e

s:
se

g
n
a
la

z
io

n
e

d
a

u
n

se
n
so
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)

•
E
v
e
n
ti

p
e
rio

d
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a
v
v
e
n
g
o
n
o

a
d

in
te
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a
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d
i
te

m
p
o
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g
o
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o

p
re

v
e
d
ib

ili
(e
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(d
e
)c

o
d
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c
a

a
u
d
io

/
v
id

e
o
).

D
a
ti

m
e
v
e
n
ti

p
e
rio

d
ic

i,
q
u
e
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so
n
o
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h
e
d
u
la

b
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1

C
i

P
i
≤
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d
o
v
e

–
P

i
=

p
e
rio

d
o

d
e
ll’e

v
e
n
to

i

–
C

i
=

te
m

p
o

d
i
C
P
U

n
e
c
e
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p
e
r

g
e
stire

l’e
v
e
n
to

i
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a
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e
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o
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h
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u
lin
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)

•
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p
rio

rità
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h
e
,
p
ro

p
o
rz

io
n
a
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a
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fre
q
u
e
n
z
a
.

•
L
o

sc
h
e
d
u
la

to
re

e
se

g
u
e

se
m

p
re

il
p
ro

c
e
sso

p
ro

n
to

c
o
n

p
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rità
m

a
g
g
io

re
,

e
v
e
n
tu

a
lm

e
n
te

p
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la
z
io

n
a
n
d
o

q
u
e
llo

in
e
se

c
u
z
io

n
e

•
S
o
lo

p
e
r

p
ro

c
e
ssi

p
e
rio
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ic
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a
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n
te
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•
G

a
ra

n
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e
il

fu
n
z
io

n
a
m

e
n
to

se
m∑
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1

C
i

P
i
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m
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1
/
m

−
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)

C
o
n

m
=

3
,
il

lim
ite

è
0
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e
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∞
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q
u
e
sto

lim
ite

te
n
d
e
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lo
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.
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S
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e
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re
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u
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e
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d
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e
F
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)

•
a

p
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d
in

a
m
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h
e
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in
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c
h
i
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e
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a
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h
e

p
e
r

p
ro

c
e
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n
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p
e
rio

d
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i.

•
P
e
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e
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d
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n
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e
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c
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.
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iù
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p
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c
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d
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p
io

d
i
fa

llim
e
n
t
o

d
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M
in

im
iz
z
a
re

il
t
e
m

p
o

d
i
la

t
e
n
z
a

•
U
n

k
e
rn

e
l
n
o
n

p
re

la
z
io

n
a
b
ile

è
in

a
d
a
tto

p
e
r

siste
m

i
re

a
l-tim

e
:

u
n

p
ro

c
e
sso

n
o
n

p
u
ò

e
sse

re
p
re

la
z
io

n
a
to

d
u
ra

n
te

u
n
a

sy
ste

m
c
a
ll

–
P
u
n
ti

d
i
p
re

la
z
io

n
a
b
ilità

(p
re

e
m

p
tio

n
p
o
in

ts):
in

p
u
n
ti

“
sic

u
ri”

d
e
lle

sy
-

ste
m

c
a
ll

d
i
d
u
ra

ta
lu

n
g
a
,
si

sa
lta

a
llo

sc
h
e
d
u
le

r
p
e
r
v
e
rifi

c
a
re

se
c
i
so

n
o

p
ro

c
e
ssi

a
p
rio

rità
m

a
g
g
io

re

–
K

e
rn

e
l
p
re

la
z
io

n
a
b
ile

:
tu

tte
le

stru
ttu

re
d
a
ti

d
e
l
k
e
rn

e
l
v
e
n
g
o
n
o

p
ro

te
tte

c
o
n

m
e
to

d
o
lo

g
ie

d
i
sin

c
ro

n
iz
z
a
z
io

n
e

(se
m

a
fo

ri).
In

ta
l
c
a
so

u
n

p
ro

c
e
sso

p
u
ò

e
sse

re
se

m
p
re

in
te

rro
tto
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•
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v
e
rsio

n
e

d
e
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p
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u
n

p
ro

c
e
sso

a
d

a
lta

p
rio
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d
e
v
e

a
c
c
e
d
e
re

a
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a
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a
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e
n
te
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c
a
te

d
a

u
n

p
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c
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p
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to
c
o
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d
i
e
re

d
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tà

d
e
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p
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p
ro

c
e
sso

m
e
n
o

p
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rio

e
re

-

d
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p
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p
e
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n
c
h
é

n
o
n
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.
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ade

available

response interval
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d
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c
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p
iù
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c
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c
h
e

d
e
fi
n
isc

e
la

c
la

sse

–
a
lg

o
ritm

o
p
e
r
il

c
a
lc

o
lo

d
e
lle

p
rio

rità
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d
i
sta

tic
a
,
q
u
e
llo

a
p
rio

rità
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sta

tic
a

=
0
,
p
rio

rità
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d
a
ti

c
o
n
d
iv

isi

•
O

g
n
i

p
ro

c
e
sso

h
a

u
n

se
g
m

e
n
to

d
i

c
o
d
ic

e
,

d
e
tto

se
z
io

n
e

c
ritic

a
in

c
u
i

si

a
c
c
e
d
e

a
i
d
a
ti

c
o
n
d
iv

isi.

•
P
ro

b
le

m
a
:

a
ssic

u
ra

re
c
h
e

q
u
a
n
d
o

u
n

p
ro

c
e
sso

e
se

g
u
e

la
su

a
se

z
io

n
e

c
ritic

a
,

n
e
ssu

n
a
ltro

p
ro

c
e
sso

p
o
ssa

e
n
tra

re
n
e
lla

p
ro

p
ria

se
z
io

n
e

c
ritic

a
.

•
B
iso

g
n
a

p
ro

te
g
g
e
re

la
se

z
io

n
e

c
ritic

a
c
o
n

a
p
p
o
sito

c
o
d
ic

e
d
i
c
o
n
tro

llo

w
h
ile

(T
R
U
E
)
{

e
n
try

se
c
tio

n

se
z
io

n
e

c
ritic

a

e
x
it

se
c
tio

n

se
z
io

n
e

n
o
n

c
ritic

a

}
;

2
0
0

A
 enters critical region

A
 leaves critical region

B
 attem

pts to
enter critical 

region

B
 enters

critical region

T
1

T
2

T
3

T
4

P
rocess A

 

P
rocess B

 

B
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B
 leaves

critical region
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e
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C
rit

e
ri

p
e
r
u
n
a

S
o
lu

z
io

n
e

d
e
l
P
ro

b
le

m
a

d
e
lla

S
e
z
io

n
e

C
rit

ic
a

1
.
M

u
t
u
a

e
s
c
lu

s
io

n
e
:

se
il

p
ro

c
e
sso

P
i
sta

e
se

g
u
e
n
d
o

la
su

a
se

z
io

n
e

c
ritic

a
,

a
llo

ra
n
e
ssu

n
a
ltro

p
ro

c
e
sso

p
u
ò

e
se

g
u
ire

la
p
ro

p
ria

se
z
io

n
e

c
ritic

a
.

2
.
P
ro

g
re

s
s
o
:

se
n
e
ssu

n
p
ro

c
e
sso

è
n
e
lla

se
z
io

n
e

c
ritic

a
e

e
siste

u
n

p
ro

c
e
sso

c
h
e

d
e
sid

e
ra

e
n
tra

re
n
e
lla

p
ro

p
ria

se
z
io

n
e

c
ritic

a
,
a
llo

ra
l’e

se
c
u
z
io

n
e

d
i
ta

le

p
ro

c
e
sso

n
o
n

p
u
ò

e
sse

re
p
o
sp

o
sta

in
d
e
fi
n
ita

m
e
n
te

.

3
.
A
t
t
e
s
a

lim
it
a
t
a
:

se
u
n

p
ro

c
e
sso

P
h
a

ric
h
ie

sto
d
i

e
n
tra

re
n
e
lla

p
ro

p
ria

se
z
io

n
e

c
ritic

a
,

a
llo

ra
il

n
u
m

e
ro

d
i
v
o
lte

c
h
e

si
c
o
n
c
e
d
e

a
g
li

a
ltri

p
ro

c
e
ssi

d
i
a
c
c
e
d
e
re

a
lla

p
ro

p
ria

se
z
io

n
e

c
ritic

a
p
rim

a
d
e
l
p
ro

c
e
sso

P
d
e
v
e

e
sse

re

lim
ita

to
.

•
S
i
su

p
p
o
n
e

c
h
e

o
g
n
i
p
ro

c
e
sso

v
e
n
g
a

e
se

g
u
ito

a
d

u
n
a

v
e
lo

c
ità

n
o
n

n
u
lla

.

•
N
o
n

si
su

p
p
o
n
e

n
ie

n
te

su
lla

v
e
lo

c
ità

re
la

tiv
a

d
e
i
p
ro

c
e
ssi

(e
q
u
in

d
i
su

l
n
u
m

e
ro

e
tip

o
d
i
C
P
U
)

2
0
2

S
o
lu

z
io

n
i
h
a
rd

w
a
re

:
c
o
n
t
ro

llo
d
e
g
li

in
t
e
rru

p
t

•
Il

p
ro

c
e
sso

p
u
ò

d
isa

b
ilita

re
T

U
T

T
I
g
li

in
te

rru
p
t
h
w

a
ll’in

g
re

sso
d
e
lla

se
z
io

n
e

c
ritic

a
,
e

ria
b
ilita

rli
a
ll’u

sc
ita

–
S
o
lu

z
io

n
e

se
m

p
lic

e
;
g
a
ra

n
tisc

e
la

m
u
tu

a
e
sc

lu
sio

n
e

–
m

a
p
e
ric

o
lo

sa
:

il
p
ro

c
e
sso

p
u
ò

n
o
n

ria
b
ilita

re
p
iù

g
li

in
te

rru
p
t,

a
c
q
u
ise

n
-

d
o
si

la
m

a
c
c
h
in

a

–
p
u
ò

a
llu

n
g
a
re

d
i
m

o
lto

i
te

m
p
i
d
i
la

te
n
z
a

–
n
o
n

sc
a
la

a
m

a
c
c
h
in

e
m

u
ltip

ro
c
e
sso

re
(a

m
e
n
o

d
i
n
o
n

b
lo

c
c
a
re

tu
tte

le

a
ltre

C
P
U
)

•
In

a
d
a
tto

c
o
m

e
m

e
c
c
a
n
ism

o
d
i
m

u
tu

a
e
sc

lu
sio

n
e

tra
p
ro

c
e
ssi

u
te

n
te

•
A
d
a
tto

p
e
r
b
re

v
i(ssim

i)
se

g
m

e
n
ti

d
i
c
o
d
ic

e
a
ffi

d
a
b
ile

(e
s:

in
k
e
rn

e
l,

q
u
a
n
d
o

si
a
c
c
e
d
e

a
stru

ttu
re

c
o
n
d
iv

ise
)

2
0
3

S
o
lu

z
io

n
i
s
o
ftw

a
re

•
S
u
p
p
o
n
ia

m
o

c
h
e

c
i
sia

n
o

so
lo

2
p
ro

c
e
ssi,

P
0

e
P
1

•
S
tru

ttu
ra

d
e
l
p
ro

c
e
sso

P
i
(l’a

ltro
sia

P
j )

w
h
ile

(T
R
U
E
)
{

e
n
try

se
c
tio

n

se
z
io

n
e

c
ritic

a

e
x
it

se
c
tio

n

se
z
io

n
e

n
o
n

c
ritic

a

}

•
S
u
p
p
o
n
ia

m
o

c
h
e

i
p
ro

c
e
ssi

p
o
ssa

n
o

c
o
n
d
iv

id
e
re

a
lc

u
n
e

v
a
ria

b
ili

(d
e
tte

d
i

lo
c
k
)

p
e
r
sin

c
ro

n
iz
z
a
re

le
p
ro

p
rie

a
z
io

n
i

2
0
4

T
e
n
t
a
t
iv
o

s
b
a
g
lia

t
o

•
V
a
ria

b
ili

c
o
n
d
iv

ise

–
v
a
r

o
c
c
u
p
a
to

:
(0

..1
);

in
iz
ia

lm
e
n
te

o
c
c
u
p
a
to

=
0

–
o
c
c
u
p
a
to

=
0
⇒

u
n

p
ro

c
e
sso

p
u
ò

e
n
tra

re
n
e
lla

p
ro

p
ria

se
z
io

n
e

c
ritic

a

•
P
ro

c
e
sso

P
i

w
h
ile

(T
R
U
E
)
{

w
h
ile

(o
c
c
u
p
a
to

6=
0
);

⇓

o
c
c
u
p
a
to

:=
1
;

se
z
io

n
e

c
ritic

a

o
c
c
u
p
a
to

:=
0
;

se
z
io

n
e

n
o
n

c
ritic

a

}
;

•
N
o
n

fu
n
z
io

n
a
:

lo
sc

h
e
d
u
le

r
p
u
ò

a
g
ire

d
o
p
o

il
c
ic

lo
,
n
e
l
p
u
n
to

in
d
ic

a
to
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A
lt
e
rn

a
n
z
a

s
t
re

t
t
a

•
V
a
ria

b
ili

c
o
n
d
iv

ise

–
v
a
r

tu
rn

:
(0

..1
);

in
iz
ia

lm
e
n
te

tu
rn

=
0

–
tu

rn
=

i
⇒

P
i
p
u
ò

e
n
tra

re
n
e
lla

p
ro

p
ria

se
z
io

n
e

c
ritic

a

•
P
ro

c
e
sso

P
i

w
h
ile

(T
R
U
E
)
{

w
h
ile

(tu
rn

6=
i)

n
o
-o

p
;

se
z
io

n
e

c
ritic

a

tu
rn

:=
j;

se
z
io

n
e

n
o
n

c
ritic

a

}
;

2
0
6

A
lt
e
rn

a
n
z
a

s
t
re

t
t
a

(
c
o
n
t
.)

•
S
o
d
d
isfa

il
re

q
u
isito

d
i

m
u
tu

a
e
sc

lu
sio

n
e
,

m
a

n
o
n

d
i

p
ro

g
re

sso
(ric

h
ie

d
e

l’a
lte

rn
a
n
z
a

stre
tta

)
⇒

in
a
d
a
tto

p
e
r
p
ro

c
e
ssi

c
o
n

d
iff

e
re

n
z
e

d
i
v
e
lo

c
ità

•
È

u
n

e
se

m
p
io

d
i
b
u
sy

w
a
it
:

a
tte

sa
a
ttiv

a
d
i
u
n

e
v
e
n
to

(e
s:

te
sta

re
il

v
a
lo

re

d
i
u
n
a

v
a
ria

b
ile

).

–
S
e
m

p
lic

e
d
a

im
p
le

m
e
n
ta

re

–
P
o
rta

a
c
o
n
su

m
i
in

a
c
c
e
tta

b
ili

d
i
C
P
U

–
In

g
e
n
e
re

,
d
a

e
v
ita

re
,
m

a
a

v
o
lte

è
p
re

fe
rib

ile
(e

s.
in

c
a
so

d
i
a
tte

se
m

o
lto

b
re

v
i)

•
U
n

p
ro

c
e
sso

c
h
e

a
tte

n
d
e

a
ttiv

a
m

e
n
te

su
u
n
a

v
a
ria

b
ile

e
se

g
u
e

u
n
o

sp
in

lo
c
k
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2
0
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A
lg

o
rit

m
o

d
i
P
e
t
e
rs

o
n

#define
FA

LS
E

0
#define

TR
U

E
1

#define
N

2
/*

num
ber

ofprocesses* /

intturn;
/*

w
hose

turn
is

it?
* /

intinterested[N
];

/*
allvalues

initially
0

(FA
LS

E
)* /

void
enter_

region(intprocess);
/*

process
is

0
or

1
* /

{
intother;

/*
num

ber
ofthe

other
process* /

other
=

1
−

process;
/*

the
opposite

ofprocess* /
interested[process]

=
TR

U
E

;
/*

show
thatyou

are
interested

* /
turn

=
process;

/*
setflag

* /
w

hile
(turn

==
process

&
&

interested[other]
==

TR
U

E
)

/*
nullstatem

ent* /;
}void

leave
_

region(intprocess)
/*

process:w
ho

is
leaving

* /
{

interested[process]
=

FA
LS

E
;

/*
indicate

departure
from
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* /

}
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d
i
P
e
t
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n
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c
o
n
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)

•
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u
n
a

c
o
m
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z
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n
e

d
i
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h
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e

a
c
c
e
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•
S
o
d
d
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tti

i
re

q
u
isiti;
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e
il

p
ro

b
le

m
a

d
e
lla

se
z
io

n
e

c
ritic

a
p
e
r

2

p
ro

c
e
ssi

•
S
i
p
u
ò

g
e
n
e
ra

liz
z
a
re

a
N

p
ro

c
e
ssi

•
È

a
n
c
o
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b
a
sa

to
su
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lo
c
k
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A
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o
rit

m
o

d
e
l
F
o
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a
io

R
iso
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e

la
se

z
io

n
e

c
ritic

a
p
e
r

n
p
ro

c
e
ssi,

g
e
n
e
ra

liz
z
a
n
d
o

l’id
e
a

v
ista

p
re

c
e
d
e
n
-

te
m

e
n
te

.

•
P
rim

a
d
i
e
n
tra

re
n
e
lla

se
z
io

n
e

c
ritic

a
,
o
g
n
i
p
ro

c
e
sso

ric
e
v
e

u
n

n
u
m

e
ro

.
C
h
i

h
a

il
n
u
m

e
ro

p
iù

b
a
sso

e
n
tra

n
e
lla

se
z
io

n
e

c
ritic

a
.

•
S
e

i
p
ro

c
e
ssi

P
i
a
n
d

P
j

ric
e
v
o
n
o

lo
ste

sso
n
u
m

e
ro

:
se

i
<

j
,

a
llo

ra
P

i
è

se
rv

ito
p
e
r
p
rim

o
;
a
ltrim

e
n
ti

P
j

è
se

rv
ito

p
e
r

p
rim

o
.

•
L
o

sc
h
e
m

a
d
i
n
u
m

e
ra

z
io

n
e
g
e
n
e
ra

n
u
m

e
ri

in
o
rd

in
e

c
re

sc
e
n
te

,
i.e

.,
1
,2

,3
,3

,3
,3

,4
,5

.
.
.

2
1
0

Is
t
ru

z
io

n
i
d
i
T
e
s
t
&

S
e
t

•
Istru

z
io

n
i
d
i
T
e
st-a

n
d
-S

e
t-L

o
c
k
:

te
sta

n
o

e
m

o
d
ifi

c
a
n
o

il
c
o
n
te

n
u
to

d
i
u
n
a

p
a
ro

la
a
to

m
ic

a
m

e
n
te

fu
n
c
t
io

n
T
e
st-a

n
d
-S

e
t

(v
a
r

ta
rg

e
t:

b
o
o
le

a
n
):

b
o
o
le

a
n
;

b
e
g
inT
e
st-a

n
d
-S

e
t

:=
ta

rg
e
t;

ta
rg

e
t

:=
tru

e
;

e
n
d
;

•
Q

u
e
sti

d
u
e

p
a
ssi

d
e
v
o
n
o

e
sse

re
im

p
le

m
e
n
ta

ti
c
o
m

e
a
to

m
ic

i
in

a
sse

m
b
le

r.

(E
s:

le
istru

z
io

n
i
B
T

C
,
B
T

R
,
B
T

S
su

In
te

l).
Ip

o
te

tic
a
m

e
n
te

:

T
S
L
R
X
,
L
O
C
K

C
o
p
ia

il
c
o
n
te

n
u
to

d
e
lla

c
e
lla

L
O
C
K

n
e
l
re

g
istro

R
X
,
e

p
o
i
im

p
o
sta

la
c
e
lla

L
O
C
K

a
d

u
n

v
a
lo

re
6=

0
.

Il
tu

tto
a
to

m
ic

a
m

e
n
te

(v
ie

n
e

b
lo

c
c
a
to

il
b
u
s
d
i
m

e
m

o
ria

).

2
1
1

Is
t
ru

z
io

n
i
d
i
T
e
s
t
&

S
e
t

(
c
o
n
t
.)

enter_
region:

TS
L

R
E

G
IS

TE
R

,LO
C

K
|copy

lock
to

register
and

setlock
to

1
C

M
P

R
E

G
IS

TE
R

,#0
|w
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lock

zero?
JN

E
enter_

region
|ifitw
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non

zero,lock
w

as
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loop
R

E
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_
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M

O
V

E
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C
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a
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R
E
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•
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o
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e
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p
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e

•
è

u
n
o

sp
in

lo
c
k

—
q
u
in

d
i
b
u
sy

w
a
it

•
P
ro

b
le

m
a
tic

o
p
e
r
m

a
c
c
h
in

e
p
a
ra
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le

2
1
2

E
v
it
a
re

il
b
u
s
y

w
a
it

•
L
e

so
lu

z
io

n
i
b
a
sa

te
su

sp
in

lo
c
k

p
o
rta

n
o

a

–
b
u
sy

w
a
it:

a
lto

c
o
n
su

m
o

d
i
C
P
U

–
in

v
e
rsio

n
e

d
i
p
rio

rità
:

u
n

p
ro

c
e
sso

a
b
a
ssa

p
rio

rità
c
h
e

b
lo

c
c
a

u
n
a

riso
rsa

v
ie

n
e

o
sta

c
o
la

to
n
e
lla

su
a

e
se

c
u
z
io

n
e

d
a

u
n

p
ro

c
e
sso

a
d

a
lta

p
rio

rità
in

b
u
sy

w
a
it

su
lla

ste
ssa

riso
rsa

.

•
Id

e
a

m
ig

lio
re

:
q
u
a
n
d
o

u
n

p
ro

c
e
sso

d
e
v
e

a
tte

n
d
e
re

u
n

e
v
e
n
to

,
c
h
e

v
e
n
g
a

p
o
sto

in
w
a
it
;
q
u
a
n
d
o

l’e
v
e
n
to

a
v
v
ie

n
e
,
c
h
e

v
e
n
g
a

p
o
sto

in
re

a
d
y

•
S
e
rv

o
n
o

sp
e
c
ifi

c
h
e

sy
sc

a
ll

o
fu

n
z
io

n
i
d
i
k
e
rn

e
l.

E
se

m
p
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:

–
sle

e
p
()

:
il

p
ro

c
e
sso

si
a
u
to

so
sp

e
n
d
e

(si
m

e
tte

in
w
a
it
)

–
w
a
k
e
u
p
(p

id
)
:

il
p
ro

c
e
sso

p
id

v
ie

n
e

p
o
sto

in
re

a
d
y
,
se

e
ra

in
w
a
it.

C
i
so

n
o

m
o
lte

v
a
ria

n
ti.

M
o
lto

c
o
m

u
n
e
:

c
o
n

e
v
e
n
to

e
sp

lic
ito

.

2
1
3



P
ro

d
u
t
t
o
re

-c
o
n
s
u
m

a
t
o
re

c
o
n

s
le

e
p

e
w
a
k
e
u
p

#define
N

100
/*

num
ber

ofslots
in

the
buffer* /

intcount=
0;

/*
num

ber
ofitem

s
in

the
buffer* /

void
producer(void)

{
intitem

;

w
hile

(TR
U

E
)

{
/*

repeatforever* /
item

=
produce

_
item

();
/*

generate
nextitem

* /
if(count==

N
)

sleep();
/*

ifbuffer
is

full,go
to

sleep
* /

insert_
item

(item
);

/*
putitem

in
buffer* /

count=
count+

1;
/*

increm
entcountofitem

s
in

buffer* /
if(count==

1)
w

akeup(consum
er);

/*
w

as
buffer

em
pty?

* /
}

}void
consum

er(void)
{

intitem
;

w
hile

(TR
U

E
)

{
/*

repeatforever* /
if(count==

0)
sleep();

/*
ifbuffer

is
em

pty,gotto
sleep

* /
item

=
rem

ove
_

item
();

/*
take

item
outofbuffer* /

count=
count−

1;
/*

decrem
entcountofitem

s
in

buffer* /
if(count==

N
−

1)
w

akeup(producer);
/*

w
as

buffer
full?

* /
consum

e
_

item
(item

);
/*

printitem
* /

}
}

2
1
4

P
ro

d
u
t
t
o
re

-c
o
n
s
u
m

a
t
o
re

c
o
n

s
le

e
p

e
w
a
k
e
u
p

(
c
o
n
t
.)

•
R
iso

lv
e

il
p
ro

b
le

m
a

d
e
l
b
u
sy

w
a
it

•
N
o
n

riso
lv

e
la

c
o
rsa

c
ritic

a
su

lla
v
a
ria

b
ile

c
o
u
n
t

•
I
se

g
n
a
li

p
o
sso

n
o

a
n
d
a
re

p
e
rd

u
ti,

c
o
n

c
o
n
se

g
u
e
n
ti

d
e
a
d
lo

c
k

•
S
o
lu

z
io

n
e
:

sa
lv

a
re

i
se

g
n
a
li

“
in

a
tte

sa
”

in
u
n

c
o
n
ta

to
re

2
1
5

S
e
m

a
fo

ri

S
tru

m
e
n
to

d
i
sin

c
ro

n
iz
z
a
z
io

n
e

g
e
n
e
ra

le
(D

ijk
stra

’6
5
)

•
S
e
m

a
fo

ro
S
:
v
a
ria

b
ile

in
te

ra
.

•
V
i
si

p
u
ò

a
c
c
e
d
e
re

so
lo

a
ttra

v
e
rso

2
o
p
e
ra

z
io

n
i
a
t
o
m

ic
h
e
:

–
u
p
(S

)
:
in

c
re

m
e
n
ta

S

–
d
o
w

n
(S

)
:
a
tte

n
d
i
fi
n
c
h
é

S
è

m
a
g
g
io

re
d
i
0
;
q
u
in

d
i
d
e
c
re

m
e
n
ta

S

•
N
o
rm

a
lm

e
n
te

,
l’a

tte
sa

è
im

p
le

m
e
n
ta

ta
sp

o
sta

n
d
o

il
p
ro

c
e
sso

in
sta

to
d
i

w
a
it,

m
e
n
tre

la
u
p
(S

)
m

e
tte

u
n
o

d
e
i
p
ro

c
e
ssi

e
v
e
n
tu

a
lm

e
n
te

in
a
tte

sa
n
e
llo

sta
to

d
i
re

a
d
y
.

•
I
n
o
m

i
o
rig

in
a
li

e
ra

n
o

P
(p

ro
b
e
re

n
,
te

sta
re

)
e

V
(v

e
rh

o
g
e
n
,
in

c
re

m
e
n
ta

re
)

2
1
6

E
s
e
m

p
io

:
S
e
z
io

n
e

C
rit

ic
a

p
e
r

n
p
ro

c
e
s
s
i

•
V
a
ria

b
ili

c
o
n
d
iv

ise
:

–
v
a
r

m
u
te

x
:

se
m

a
p
h
o
re

–
in

iz
ia

lm
e
n
te

m
u
te

x
=

1

•
P
ro

c
e
sso

P
i

w
h
ile

(T
R
U
E
)
{

d
o
w

n
(m

u
te

x
);

se
z
io

n
e

c
ritic

a

u
p
(m

u
te

x
);

se
z
io

n
e

n
o
n

c
ritic

a

}

2
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E
s
e
m

p
io

:
P
ro

d
u
t
t
o
re

-C
o
n
s
u
m

a
t
o
re

c
o
n

s
e
m

a
fo

ri

#define
N

100
/*

num
ber

ofslots
in

the
buffer* /

typedefintsem
aphore;

/*
sem

aphores
are

a
specialkind

ofint* /
sem

aphore
m

utex
=

1;
/*

controls
access

to
criticalregion

* /
sem

aphore
em

pty
=

N
;

/*
counts

em
pty

buffer
slots* /

sem
aphore

full=
0;

/*
counts

fullbuffer
slots* /

void
producer(void)

{
intitem

;

w
hile

(TR
U

E
)

{
/*

TR
U

E
is

the
constant1

* /
item

=
produce

_
item

();
/*

generate
som

ething
to

putin
buffer* /

dow
n(&

em
pty);

/*
decrem

entem
pty

count* /
dow

n(&
m

utex);
/*

enter
criticalregion

* /
insert_

item
(item

);
/*

putnew
item

in
buffer* /

up(&
m

utex);
/*

leave
criticalregion

* /
up(&

full);
/*

increm
entcountoffullslots* /

}
}void

consum
er(void)

{
intitem

;

w
hile

(TR
U

E
)

{
/*

infinite
loop

* /
dow

n(&
full);

/*
decrem

entfullcount* /
dow

n(&
m

utex);
/*

enter
criticalregion

* /
item

=
rem

ove
_

item
();

/*
take

item
from

buffer* /
up(&

m
utex);

/*
leave

criticalregion
* /

up(&
em

pty);
/*

increm
entcountofem

pty
slots* /

consum
e

_
item

(item
);

/*
do

som
ething

w
ith

the
item

* /
}

}

2
1
8

#define
N

100
/*

num
ber

ofslots
in

the
buffer* /

typedefintsem
aphore;

/*
sem

aphores
are

a
specialkind

ofint* /
sem

aphore
m

utex
=

1;
/*

controls
access

to
criticalregion

* /
sem

aphore
em

pty
=

N
;

/*
counts

em
pty

buffer
slots* /

sem
aphore

full=
0;

/*
counts

fullbuffer
slots* /

void
producer(void)

{
intitem

;

w
hile

(TR
U

E
)

{
/*

TR
U

E
is

the
constant1

* /
item

=
produce

_
item

();
/*

generate
som

ething
to

putin
buffer* /

dow
n(&

em
pty);

/*
decrem

entem
pty

count* /
dow

n(&
m

utex);
/*

enter
criticalregion

* /
insert_

item
(item

);
/*

putnew
item

in
buffer* /

up(&
m

utex);
/*

leave
criticalregion

* /
up(&

full);
/*

increm
entcountoffullslots* /

}
}void

consum
er(void)

{
intitem

;

w
hile

(TR
U

E
)

{
/*

infinite
loop

* /
dow

n(&
full);

/*
decrem

entfullcount* /
dow

n(&
m

utex);
/*

enter
criticalregion

* /
item

=
rem

ove
_

item
();

/*
take

item
from

buffer* /
up(&

m
utex);

/*
leave

criticalregion
* /

up(&
em

pty);
/*

increm
entcountofem

pty
slots* /

consum
e

_
item

(item
);

/*
do

som
ething

w
ith

the
item

* /
}

}

E
s
e
m

p
io

:
S
in

c
ro

n
iz
z
a
z
io

n
e

t
ra

d
u
e

p
ro

c
e
s
s
i

•
V
a
ria

b
ili

c
o
n
d
iv

ise
:

–
v
a
r

sy
n
c

:
se

m
a
p
h
o
re

–
in

iz
ia

lm
e
n
te

sy
n
c

=
0

•
P
ro

c
e
sso

P
1

...S
1
;

u
p
(sy

n
c
);

...

P
ro

c
e
sso

P
2

...d
o
w

n
(sy

n
c
);

S
2
;

...

•
S
2

v
ie

n
e

e
se

g
u
ito

so
lo

d
o
p
o

S
1
.

2
1
9

Im
p
le

m
e
n
t
a
z
io

n
e

d
e
i
s
e
m

a
fo

ri

•
L
a

d
e
fi
n
iz
io

n
e

c
la

ssic
a

u
sa

v
a

u
n
o

sp
in

lo
c
k

p
e
r
la

d
o
w

n
:

fa
c
ile

im
p
le

m
e
n
ta

-

z
io

n
e

(sp
e
c
ia

lm
e
n
te

su
m

a
c
c
h
in

e
p
a
ra

lle
le

),
m

a
in

e
ffi

c
ie

n
te

•
A
lte

rn
a
tiv

a
:

il
p
ro

c
e
sso

in
a
tte

sa
v
ie

n
e

m
e
sso

in
sta

to
d
i
w
a
it

•
In

g
e
n
e
ra

le
,
u
n

se
m

a
fo

ro
è

u
n

re
c
o
rd

ty
p
e

se
m

a
p
h
o
re

=
re

c
o
rd

v
a
lu

e
:

in
te

g
e
r;

L
:
lis

t
o
f

p
ro

c
e
ss;

e
n
d
;

•
A
ssu

m
ia

m
o

d
u
e

o
p
e
ra

z
io

n
i
fo

rn
ite

d
a
l
siste

m
a

o
p
e
ra

tiv
o
:

–
sle

e
p
():

so
sp

e
n
d
e

il
p
ro

c
e
sso

c
h
e

la
c
h
ia

m
a

(rila
sc

ia
la

C
P
U
)

–
w
a
k
e
u
p
(P

):
p
o
n
e

in
sta

to
d
i
re

a
d
y

il
p
ro

c
e
sso

P
.

2
2
0



Im
p
le

m
e
n
t
a
z
io

n
e

d
e
i
s
e
m

a
fo

ri
(
C
o
n
t
.)

•
L
e

o
p
e
ra

z
io

n
i
su

i
se

m
a
fo

ri
so

n
o

d
e
fi
n
ite

c
o
m

e
se

g
u
e
:

d
o
w

n
(S

):
S
.v

a
lu

e
:=

S
.v

a
lu

e
−

1
;

if
S
.v

a
lu

e
<

0

t
h
e
n

b
e
g
ina
g
g
iu

n
g
i
q
u
e
sto

p
ro

c
e
sso

a
S
.L

;

sle
e
p
();

e
n
d
;

u
p
(S

):
S
.v

a
lu

e
:=

S
.v

a
lu

e
+

1
;

if
S
.v

a
lu

e
≤

0

t
h
e
n

b
e
g
into

g
li

u
n

p
ro

c
e
sso

P
d
a

S
.L

;

w
a
k
e
u
p
(P

);

e
n
d
;

2
2
1

Im
p
le

m
e
n
t
a
z
io

n
e

d
e
i
s
e
m

a
fo

ri
(
C
o
n
t
.)

•
v
a
lu

e
p
u
ò

a
v
e
re

v
a
lo

ri
n
e
g
a
tiv

i:
in

d
ic

a
q
u
a
n
ti

p
ro

c
e
ssi

so
n
o

in
a
tte

sa
su

q
u
e
l
se

m
a
fo

ro

•
le

d
u
e

o
p
e
ra

z
io

n
i
w
a
it

e
sig

n
a
l
d
e
v
o
n
o

e
sse

re
a
to

m
ic

h
e

fi
n
o

a
p
rim

a
d
e
lla

sle
e
p

e
w
a
k
e
u
p
:

p
ro

b
le

m
a

d
i
se

z
io

n
e

c
ritic

a
,
d
a

riso
lv

e
re

c
o
m

e
v
isto

p
rim

a
:

–
d
isa

b
ilita

z
io

n
e

d
e
g
li

in
te

rru
p
t:

se
m

p
lic

e
,
m

a
in

a
d
a
tto

a
siste

m
i
c
o
n

m
o
lti

p
ro

c
e
sso

ri

–
u
so

d
i
istru

z
io

n
i
sp

e
c
ia

li
(te

st-a
n
d
-se

t)

–
c
ic

lo
b
u
sy

-w
a
it

(sp
in

lo
c
k
):

g
e
n
e
ra

le
,
e

su
ffi

c
ie

n
te

m
e
n
te

e
ffi

c
ie

n
te

(le
d
u
e

se
z
io

n
i
c
ritic

h
e

so
n
o

m
o
lto

b
re

v
i)

2
2
2

M
u
t
e
x

•
I
m

u
te

x
so

n
o

se
m

a
fo

ri
c
o
n

d
u
e

so
li

p
o
ssib

ili
v
a
lo

ri:
b
lo

c
c
a
to

o
n
o
n

b
lo

c
c
a
to

•
U
tili

p
e
r

im
p
le

m
e
n
ta

re
m

u
tu

a
e
sc

lu
sio

n
e
,
sin

c
ro

n
iz
z
a
z
io

n
e
,
.
.
.

•
d
u
e

p
rim

itiv
e
:

m
u
te

x
lo

c
k

e
m

u
te

x
u
n
lo

c
k
.

•
S
e
m

p
lic

i
d
a

im
p
le

m
e
n
ta

re
,
a
n
c
h
e

in
u
se

r
sp

a
c
e

(p
.e

.
p
e
r
th

re
a
d
).

E
se

m
p
io

:

m
utex_

lock:
TS

L
R

E
G

IS
TE

R
,M

U
TE

X
|copy

m
utex

to
register

and
setm

utex
to

1
C

M
P

R
E

G
IS

TE
R

,#0
|w

as
m

utex
zero?

JZE
ok

|ifitw
as

zero,m
utex

w
as

unlocked,so
return

C
A

LL
thread

_
yield

|m
utex

is
busy;schedule

anotherthread
JM

P
m

utex_
lock

|try
again

later
ok:

R
E

T
|return

to
caller;criticalregion

entered

m
utex_

unlock:
M

O
V

E
M

U
TE

X
,#0

|store
a

0
in

m
utex

R
E

T
|return

to
caller

2
2
3

M
e
m

o
ria

c
o
n
d
iv
is
a
?

Im
p
le

m
e
n
ta

re
q
u
e
ste

fu
n
z
io

n
i
ric

h
ie

d
e

u
n
a

q
u
a
lc

h
e

m
e
m

o
ria

c
o
n
d
iv

isa
.

•
A

liv
e
llo

k
e
rn

e
l:

stru
ttu

re
c
o
m

e
q
u
e
lle

u
sa

te
d
a
i
se

m
a
fo

ri
p
o
sso

n
o

e
sse

re

m
a
n
te

n
u
te

n
e
l
k
e
rn

e
l,

e
q
u
in

d
i
a
c
c
e
ssib

ili
d
a

tu
tti

i
p
ro

c
e
ssi

(v
ia

le
a
p
p
o
site

sy
ste

m
c
a
ll)

•
A

liv
e
llo

u
te

n
te

:

–
a
ll’in

te
rn

o
d
e
llo

ste
sso

p
ro

c
e
sso

:
a
d
a
tto

p
e
r
i
th

re
a
d

–
tra

p
ro

c
e
ssi

d
iv

e
rsi:

sp
e
sso

i
S
.O

.
o
ff
ro

n
o

la
p
o
ssib

ilità
d
i
c
o
n
d
iv

id
e
re

se
g
m

e
n
ti

d
i
m

e
m

o
ria

tra
p
ro

c
e
ssi

d
iv

e
rsi

(sh
a
re

d
m

e
m

o
ry

)

–
a
lla

p
e
g
g
io

:
fi
le

su
d
isc

o

2
2
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D
e
a
d
lo

c
k

c
o
n

S
e
m

a
fo

ri

•
D

e
a
d
lo

c
k

(
s
t
a
llo

)
:

d
u
e

o
p
iù

p
ro

c
e
ssi

so
n
o

in
a
tte

sa
in

d
e
fi
n
ita

d
i
e
v
e
n
ti

c
h
e

p
o
sso

n
o

e
sse

re
c
a
u
sa

ti
so

lo
d
a
i
p
ro

c
e
ssi

ste
ssi

in
a
tte

sa
.

•
L
’u

so
d
e
i

se
m

a
fo

ri
p
u
ò

p
o
rta

re
a

d
e
a
d
lo

c
k
.

E
se

m
p
io

:
sia

n
o

S
e

Q
d
u
e

se
m

a
fo

ri
in

iz
ia

liz
z
a
ti

a
1

P
0

P
1

d
o
w

n
(S

);
d
o
w

n
(Q

);
d
o
w

n
(Q

);
d
o
w

n
(S

);
...

...
u
p
(S

);
u
p
(Q

);
u
p
(Q

);
u
p
(S

);

•
P
ro

g
ra

m
m

a
re

c
o
n

i
se

m
a
fo

ri
è

m
o
lto

d
e
lic

a
to

e
p
ro

n
o

a
d

e
rro

ri,
d
iffi

c
ilissim

i

d
a

d
e
b
u
g
g
a
re

.
C
o
m

e
in

a
sse

m
b
le

r,
so

lo
p
e
g
g
io

,
p
e
rc

h
é

q
u
i
g
li

e
rro

ri
so

n
o

ra
c
e

c
o
n
d
itio

n
e

m
a
lfu

n
z
io

n
a
m

e
n
ti

n
o
n

rip
ro

d
u
c
ib

ili.

2
2
5

M
o
n
it
o
r

•
U
n

m
o
n
ito

r
è

u
n
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o

d
i
d
a
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stra

tto
c
h
e

fo
rn

isc
e

fu
n
z
io

n
a
lità

d
i
m

u
tu

a
e
sc

lu
sio

n
e

–
c
o
lle

z
io

n
e

d
i

d
a
ti

p
riv

a
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e
fu

n
z
io

-

n
i/

p
ro

c
e
d
u
re

p
e
r

a
c
c
e
d
e
rv

i.

–
i
p
ro

c
e
ssi

p
o
sso

n
o

c
h
ia

m
a
re

le
p
ro

c
e
d
u
re

m
a

n
o
n

a
c
c
e
d
e
re

a
lle

v
a
ria

b
ili

lo
c
a
li.

–
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n
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p
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c
e
sso

a
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v
o
lta

p
u
ò

e
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g
u
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c
o
d
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e
d
i
u
n

m
o
n
ito

r

•
Il

p
ro

g
ra

m
m

a
to
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ra

c
c
o
g
lie

q
u
in

d
i
i
d
a
ti

c
o
n
-

d
iv
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e

tu
tte
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z
io

n
i

c
ritic

h
e
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tiv
e

in

u
n

m
o
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q
u
e
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lv

e
il

p
ro

b
le

m
a

d
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m
u
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a
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•
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m
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c
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c
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c
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m
u
t
e
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a
ll’in
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e
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e

d
i
o
g
n
i
p
ro

c
e
d
u
ra

)

m
onitor

exam
ple

integer
i;

condition
c;

procedure
producer();

...end;

procedure
consum

er();

...end;
end

m
onitor;
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c
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n
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c
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o
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p
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a
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e
n
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n
e
l
m

o
n
ito

r
so

lo
d
o
p
o

c
h
e

il
p
ro

c
e
sso

a
ttu

a
le
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h
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sc

ia
to

Il
su

c
c
e
ssiv

o
p
ro

c
e
sso

a
d

e
n
tra
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v
ie

n
e

sc
e
lto

d
a
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sc
h
e
d
u
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r
d
i
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m
a

•
i
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n
a
l
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u
n
a

c
o
n
d
iz
io

n
e
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n
z
a

p
ro

c
e
ssi

in
a
tte

sa
v
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n
g
o
n
o

p
e
rsi
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ro
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n
s
u
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a
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o
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c
o
n

m
o
n
it
o
r

m
onitor

P
roducerC

onsum
er

condition
full,em

pty;
integer

count;
procedure

insert(item
:integer);

beginifcount=
N

then
w

ait(full);
insert_item

(item
);

count:=
count+

1;
ifcount=

1
then

signal(em
pty)

end;
function

rem
ove:integer;

beginifcount=
0

then
w

ait(em
pty);

rem
ove

=
rem

ove_item
;

count:=
count−

1;
ifcount=

N
−

1
then

signal(full)
end;
count:=

0;
end

m
onitor;

procedure
producer;

beginw
hile

true
do

begin
item

=
produce_item

;
P

roducerC
onsum

er.insert(item
)

end
end;
procedure

consum
er;

beginw
hile

true
do

begin
item

=
P

roducerC
onsum

er.rem
ove;

consum
e_item

(item
)

end
end;

m
onitor

P
roducerC

onsum
er

condition
full,em

pty;
integer

count;
procedure

insert(item
:integer);

beginifcount=
N

then
w

ait(full);
insert_item

(item
);

count:=
count+

1;
ifcount=

1
then

signal(em
pty)

end;
function

rem
ove:integer;

beginifcount=
0

then
w

ait(em
pty);

rem
ove

=
rem

ove_item
;

count:=
count−

1;
ifcount=

N
−

1
then

signal(full)
end;
count:=

0;
end

m
onitor;

procedure
producer;

beginw
hile

true
do

begin
item

=
produce_item

;
P

roducerC
onsum

er.insert(item
)

end
end;
procedure

consum
er;

beginw
hile

true
do

begin
item

=
P

roducerC
onsum

er.rem
ove;

consum
e_item

(item
)

end
end;
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b
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c
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c
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d
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c
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b
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#define
N

100
/*

num
ber

ofslots
in

the
buffer* /

void
producer(void)

{
intitem

;
m

essage
m

;
/*

m
essage

buffer* /

w
hile

(TR
U

E
)

{
item

=
produce

_
item

();
/*

generate
som

ething
to

putin
buffer* /

receive(consum
er,

&
m

);
/*

w
aitfor

an
em

pty
to

arrive
* /

build
_

m
essage(&

m
,item

);
/*

constructa
m

essage
to

send
* /

send(consum
er,&

m
);

/*
send

item
to

consum
er* /

}
}void

consum
er(void)

{
intitem

,i;
m

essage
m

;

for
(i=

0;i<
N

;i++)
send(producer,&

m
);

/*
send

N
em

pties
* /

w
hile

(TR
U

E
)

{
receive(producer,&

m
);

/*
getm

essage
containing

item
* /

item
=

extract_
item

(&
m

);
/*

extractitem
from

m
essage

* /
send(producer,&

m
);

/*
send

back
em

pty
reply* /

consum
e

_
item

(item
);

/*
do

som
ething

w
ith

the
item

* /
}

}
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•
M

e
c
c
a
n
ism

o
d
i
sin

c
ro

n
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z
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z
io

n
e

p
e
r

g
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p
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i
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i
p
ro

c
e
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c
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r

c
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ra
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lo
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m

e
m

o
ria

c
o
n
d
iv

isa
(e

s.
S
M

P
,
N
U
M

A
)

–
O

g
n
i

p
ro

c
e
sso

a
lla

fi
n
e

d
e
lla

su
a

c
o
m

p
u
ta

z
io

n
e
,

c
h
ia

m
a

la
fu

n
z
io

n
e

b
a
r
r
i
e
r

e
si

so
sp

e
n
d
e
.

–
Q

u
a
n
d
o

tu
tti

i
p
ro

c
e
ssi

h
a
n
n
o

ra
g
g
iu

n
to

la
b
a
rrie

ra
,

la
su

p
e
ra

n
o

tu
tti

a
ssie

m
e

(si
sb

lo
c
c
a
n
o
).

Barrier

Barrier

Barrier

A
A

A

B
B

B

C
C

D
D

D

Tim
e

Tim
e

Tim
e

P
rocess

(a)
(b)

(c)

C

2
3
3

I
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ra
n
d
i
C
la

s
s
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i

E
se

m
p
i
p
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ra

d
ig

m
a
tic

i
d
i
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ro
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c
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n
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rre

n
te

.
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si
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e
te

stb
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p
e
r

o
g
n
i
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rim

itiv
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ro

g
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c
o
m

u
n
ic
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n
e
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i
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se

m
p
i
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a
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i!)

•
P
ro

d
u
tto

re
-C

o
n
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a
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re
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b
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ff
e
r

lim
ita

to
(g
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)
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I
F
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e
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L
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tto
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c
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•
Il
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c
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o
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e
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I
C
la

s
s
ic
i:

I
F
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e
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a

(
D

ijk
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ra
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1
9
6
5
)
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c
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p
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u
n
a

a
lla

v
o
lta

.

•
Q

u
a
n
d
o

h
a

d
u
e

b
a
c
c
h
e
tte

,
u
n

fi
lo

so
fo

m
a
n
g
ia

se
n
z
a

fe
rm

a
rsi.

•
T
e
rm

in
a
to

il
p
a
sto

,
la

sc
ia

le
b
a
c
c
h
e
tte

e

to
rn

a
a

p
e
n
sa

re
.

P
ro

b
le

m
a
:

p
ro

g
ra

m
m

a
re

i
fi
lo

so
fi

in
m

o
d
o

d
a

g
a
ra

n
tire

•
a
sse

n
z
a

d
i
d
e
a
d
lo

c
k
:

n
o
n

si
v
e
rifi

c
a
n
o

m
a
i
b
lo

c
c
h
i

•
a
sse

n
z
a

d
i
sta

rv
a
tio

n
:

u
n

fi
lo

so
fo

c
h
e

v
u
o
le

m
a
n
g
ia

re
,
p
rim

a
o

p
o
i
m

a
n
g
ia

.
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I
F
ilo

s
o
fi

a
C
e
n
a
—

U
n
a

n
o
n
-s

o
lu

z
io

n
e

#define
N

5
/*

num
ber

ofphilosophers* /

void
philosopher(inti)

/*
i:philosophernum

ber,from
0

to
4

* /
{

w
hile

(TR
U

E
)

{
think();

/*
philosopheris

thinking
* /

take
_

fork(i);
/*

take
leftfork* /

take
_

fork((i+1)
%

N
);

/*
take

rightfork;%
is

m
odulo

operator* /
eat();

/*
yum

-yum
,spaghetti* /

put_
fork(i);

/*
putleftfork

back
on

the
table

* /
put_

fork((i+1)
%

N
);

/*
putrightfork

back
on

the
table

* /
}

}P
o
ssib

ilità
d
i
d
e
a
d
lo

c
k
:

se
tu

tti
i
p
ro

c
e
ssi

p
re

n
d
o
n
o

c
o
n
te

m
p
o
ra

n
e
a
m

e
n
te

la

fo
rc

h
e
tta

a
lla

lo
ro

sin
istra

.
.
.

2
3
6

I
F
ilo

s
o
fi

a
C
e
n
a
—

T
e
n
t
a
t
iv
i
d
i
c
o
rre

z
io

n
e

•
C
o
m

e
p
rim

a
,
m

a
c
o
n
tro

lla
re

se
la

fo
rc

h
e
tta

d
x

è
d
isp

o
n
ib

ile
p
rim

a
d
i
p
re

le
-

v
a
rla

,
a
ltrim

e
n
ti

rila
sc

ia
re

la
fo

rc
h
e
tta

sx
e

rip
ro

v
a
re

d
a
c
c
a
p
o
.

–
N
o
n

c
’è

d
e
a
d
lo

c
k
,
m

a
p
o
ssib

ilità
d
i
sta

rv
a
tio

n
.

•
C
o
m

e
so

p
ra

,
m

a
in

tro
d
u
rre

u
n

rita
rd

o
c
a
su

a
le

p
rim

a
d
e
lla

rip
e
tiz

io
n
e

d
e
l

te
n
ta

tiv
o
.

–
N
o
n

c
’è

d
e
a
d
lo

c
k
,
la

p
o
ssib

ilità
d
i
sta

rv
a
tio

n
v
ie

n
e

rid
o
tta

m
a

n
o
n

a
z
z
e
-

ra
ta

.
A
p
p
lic

a
to

in
m

o
lti

p
ro

to
c
o
lli

d
i
a
c
c
e
sso

(C
S
M

A
/
C
D

,
e
s.

E
th

e
rn

e
t).

In
a
d
a
tto

in
situ

a
z
io

n
e

m
issio

n
-c

ritic
a
l
o

re
a
l-tim

e
.

2
3
7

I
F
ilo

s
o
fi

a
C
e
n
a
—

S
o
lu

z
io

n
i

•
In

tro
d
u
rre

u
n

se
m

a
fo

ro
m
u
t
e
x

p
e
r
p
ro

te
g
g
e
re

la
se

z
io

n
e

c
ritic

a
(d

a
lla

p
rim

a

t
a
k
e
_
f
o
r
k

a
ll’u

ltim
a
p
u
t
_
f
o
r
k
):

–
F
u
n
z
io

n
a
,
m

a
so

lo
u
n

fi
lo

so
fo

p
e
r

v
o
lta

p
u
ò

m
a
n
g
ia

re
,
m

e
n
tre

in
te

o
ria

bn
/
2
c

p
o
sso

n
o

m
a
n
g
ia

re
c
o
n
te

m
p
o
ra

n
e
a
m

e
n
te

.

•
T
e
n
e
re

tra
c
c
ia

d
e
ll’in

te
n
z
io

n
e

d
i
u
n

fi
lo

so
fo

d
i
m

a
n
g
ia

re
.

U
n

fi
lo

so
fo

h
a

tre

sta
ti

(T
H
IN

K
IN

G
,
H
U
N
G

R
Y
,
E
A
T

IN
G

),
m

a
n
te

n
u
to

in
u
n

v
e
tto

re
s
t
a
t
e
.

U
n

fi
lo

so
fo

p
u
ò

e
n
tra

re
n
e
llo

sta
to

E
A
T

IN
G

so
lo

è
H
U
N
G

R
Y

e
i
v
ic

in
i
n
o
n

so
n
o

E
A
T

IN
G

.

–
F
u
n
z
io

n
a
,
e

c
o
n
se

n
te

il
m

a
ssim

o
p
a
ra

lle
lism

o
.
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#define
N

5
/*

num
ber

ofphilosophers* /
#define

LE
FT

(i+N
−1)%

N
/*

num
ber

ofi’s
leftneighbor* /

#define
R

IG
H

T
(i+1)%

N
/*

num
ber

ofi’s
rightneighbor* /

#define
TH

IN
K

IN
G

0
/*

philosopheris
thinking

* /
#define

H
U

N
G

R
Y

1
/*

philosopheris
trying

to
getforks* /

#define
E

A
TIN

G
2

/*
philosopheris

eating
* /

typedefintsem
aphore;

/*
sem

aphores
are

a
specialkind

ofint* /
intstate[N

];
/*

array
to

keep
track

ofeveryone’s
state

* /
sem

aphore
m

utex
=

1;
/*

m
utualexclusion

for
criticalregions

* /
sem

aphore
s[N

];
/*

one
sem

aphore
per

philosopher* /
void

philosopher(inti)
/*

i:philosophernum
ber,from

0
to

N
−1

* /
{

w
hile

(TR
U

E
)

{
/*

repeatforever* /
think();

/*
philosopheris

thinking
* /

take
_

forks(i);
/*

acquire
tw

o
forks

or
block* /

eat();
/*

yum
-yum

,spaghetti* /
put_

forks(i);
/*

putboth
forks

back
on

table
* /

}
}void

take
_

forks(inti)
/*

i:philosophernum
ber,from

0
to

N
−1

* /
{

dow
n(&

m
utex);

/*
enter

criticalregion
* /

state[i]=
H

U
N

G
R

Y
;

/*
record

factthatphilosopheriis
hungry* /

test(i);
/*

try
to

acquire
2

forks* /
up(&

m
utex);

/*
exitcriticalregion

* /
dow

n(&
s[i]);

/*
block

ifforks
w

ere
notacquired

* /
}void

put_
forks(i)

/*
i:philosophernum

ber,from
0

to
N

−1
* /

{
dow

n(&
m

utex);
/*

enter
criticalregion

* /
state[i]=

TH
IN

K
IN

G
;

/*
philosopherhas

finished
eating

* /
test(LE

FT);
/*

see
ifleftneighborcan

now
eat* /

test(R
IG

H
T);

/*
see

ifrightneighborcan
now

eat* /
up(&

m
utex);

/*
exitcriticalregion

* /
}void

test(i)
/*

i:philosophernum
ber,from

0
to

N
−1

* /
{

if(state[i]==
H

U
N

G
R

Y
&

&
state[LE

FT]!=
E

A
TIN

G
&

&
state[R

IG
H

T]!=
E

A
TIN

G
)

{
state[i]=

E
A

TIN
G

;
up(&

s[i]);
}

}



#define
N

5
/*

num
ber

ofphilosophers* /
#define

LE
FT

(i+N
−1)%

N
/*

num
ber

ofi’s
leftneighbor* /

#define
R

IG
H

T
(i+1)%

N
/*

num
ber

ofi’s
rightneighbor* /

#define
TH

IN
K

IN
G

0
/*

philosopheris
thinking

* /
#define

H
U

N
G

R
Y

1
/*

philosopheris
trying

to
getforks* /

#define
E

A
TIN

G
2

/*
philosopheris

eating
* /

typedefintsem
aphore;

/*
sem

aphores
are

a
specialkind

ofint* /
intstate[N

];
/*

array
to

keep
track

ofeveryone’s
state

* /
sem

aphore
m

utex
=

1;
/*

m
utualexclusion

for
criticalregions

* /
sem

aphore
s[N

];
/*

one
sem

aphore
per

philosopher* /
void

philosopher(inti)
/*

i:philosophernum
ber,from

0
to

N
−1

* /
{

w
hile

(TR
U

E
)

{
/*

repeatforever* /
think();

/*
philosopheris

thinking
* /

take
_

forks(i);
/*

acquire
tw

o
forks

or
block* /

eat();
/*

yum
-yum

,spaghetti* /
put_

forks(i);
/*

putboth
forks

back
on

table
* /

}
}void

take
_

forks(inti)
/*

i:philosophernum
ber,from

0
to

N
−1

* /
{

dow
n(&

m
utex);

/*
enter

criticalregion
* /

state[i]=
H

U
N

G
R

Y
;

/*
record

factthatphilosopheriis
hungry* /

test(i);
/*

try
to

acquire
2

forks* /
up(&

m
utex);

/*
exitcriticalregion

* /
dow

n(&
s[i]);

/*
block

ifforks
w

ere
notacquired

* /
}void

put_
forks(i)

/*
i:philosophernum

ber,from
0

to
N

−1
* /

{
dow

n(&
m

utex);
/*

enter
criticalregion

* /
state[i]=

TH
IN

K
IN

G
;

/*
philosopherhas

finished
eating

* /
test(LE

FT);
/*

see
ifleftneighborcan

now
eat* /

test(R
IG

H
T);

/*
see

ifrightneighborcan
now

eat* /
up(&

m
utex);

/*
exitcriticalregion

* /
}void

test(i)
/*

i:philosophernum
ber,from

0
to

N
−1

* /
{

if(state[i]==
H

U
N

G
R

Y
&

&
state[LE

FT]!=
E

A
TIN

G
&

&
state[R

IG
H

T]!=
E

A
TIN

G
)

{
state[i]=

E
A

TIN
G

;
up(&

s[i]);
}

}

I
C
la

s
s
ic
i:

L
e
t
t
o
ri-S

c
rit

t
o
ri

U
n

in
sie

m
e

d
i
d
a
ti

(e
s.

u
n

fi
le

,
u
n

d
a
ta

b
a
se

,
d
e
i
re

c
o
rd

),
d
e
v
e

e
sse

re
c
o
n
d
iv

iso

d
a

p
ro

c
e
ssi

le
tto

ri
e

sc
ritto

ri

•
D

u
e

o
p
iù

le
tto

ri
p
o
sso

n
o

a
c
c
e
d
e
re

c
o
n
te

m
p
o
ra

n
e
a
m

e
n
te

a
i
d
a
ti

•
O

g
n
i
sc

ritto
re

d
e
v
e

a
c
c
e
d
e
re

a
i
d
a
ti

in
m

o
d
o

e
sc

lu
siv

o
.

Im
p
le

m
e
n
ta

z
io

n
e

c
o
n

i
se

m
a
fo

ri:

•
T
e
n
e
re

c
o
n
to

d
e
i

le
tto

ri
in

u
n
a

v
a
ria

b
ile

c
o
n
d
iv

isa
,

e
fi
n
o

a
c
h
e

c
i

so
n
o

le
tto

ri,
g
li

sc
ritto

ri
n
o
n

p
o
sso

n
o

a
c
c
e
d
e
re

.

•
D

à
m

a
g
g
io

re
p
rio

rità
a
i
le

tto
ri

c
h
e

a
g
li

sc
ritto

ri.
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typedefintsem
aphore;

/*
use

your
im

agination
* /

sem
aphore

m
utex

=
1;

/*
controls

access
to

’rc’* /
sem

aphore
db

=
1;

/*
controls

access
to

the
database

* /
intrc

=
0;

/*
#

ofprocesses
reading

or
w

anting
to

* /

void
reader(void)

{
w

hile
(TR

U
E

)
{

/*
repeatforever* /

dow
n(&

m
utex);

/*
getexclusive

access
to

’rc’* /
rc

=
rc

+
1;

/*
one

readerm
ore

now
* /

if(rc
==

1)
dow

n(&
db);

/*
ifthis

is
the

firstreader...* /
up(&

m
utex);

/*
release

exclusive
access

to
’rc’* /

read
_

data
_

base();
/*

access
the

data
* /

dow
n(&

m
utex);

/*
getexclusive

access
to

’rc’* /
rc

=
rc

−
1;

/*
one

readerfew
er

now
* /

if(rc
==

0)
up(&

db);
/*

ifthis
is

the
lastreader...* /

up(&
m

utex);
/*

release
exclusive

access
to

’rc’* /
use

_
data

_
read();

/*
noncriticalregion

* /
}

}void
w

riter(void)
{

w
hile

(TR
U

E
)

{
/*

repeatforever* /
think_

up
_

data();
/*

noncriticalregion
* /

dow
n(&

db);
/*

getexclusive
access* /

w
rite

_
data

_
base();

/*
update

the
data

* /
up(&

db);
/*

release
exclusive

access* /
}

}

I
C
la

s
s
ic
i:

Il
B
a
rb

ie
re

c
h
e

D
o
rm

e

In
u
n

n
e
g
o
z
io

c
’è

u
n

so
lo

b
a
rb

ie
re

,
u
n
a

se
d
ia

d
a

b
a
rb

ie
re

e
n

se
d
ie

p
e
r
l’a

tte
sa

.

•
Q

u
a
n
d
o

n
o
n

c
i

so
n
o

c
lie

n
ti,

il

b
a
rb

ie
re

d
o
rm

e
su

lla
se

d
ia

.

•
Q

u
a
n
d
o

a
rriv

a
u
n

c
lie

n
te

,
q
u
e
sto

sv
e
g
lia

il
b
a
rb

ie
re

se
sta

d
o
rm

e
n
d
o
.

•
S
e

la
se

d
ia

è
lib

e
ra

e
c
i
so

n
o

c
lie

n
ti,

il
b
a
rb

ie
re

fa
se

d
e
re

u
n

c
lie

n
te

e
lo

se
rv

e
.

•
S
e

u
n

c
lie

n
te

a
rriv

a
e

il
b
a
rb

ie
re

sta

g
ià

se
rv

e
n
d
o

u
n

c
lie

n
te

,
si

sie
d
e

su

u
n
a

se
d
ia

d
i
a
tte

sa
se

c
e

n
e

so
n
o

d
i

lib
e
re

,
a
ltrim

e
n
ti

se
n
e

v
a
.

P
ro

b
le

m
a
:

p
ro

g
ra

m
m

a
re

il
b
a
rb

ie
re

e
i

c
lie

n
ti

fi
lo

so
fi

in
m

o
d
o

d
a

g
a
ra

n
tire

a
sse

n
z
a

d
i
d
e
a
d
lo

c
k

e
d
i
sta

rv
a
tio

n
.
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Il
B
a
rb

ie
re

—
S
o
lu

z
io

n
e

•
T
re

se
m

a
fo

ri:

–
c
u
s
t
o
m
e
r
s
:

i
c
lie

n
ti

in
a
tte

sa
(c

o
n
ta

ti
a
n
c
h
e

d
a

u
n
a

v
a
ria

b
ile

w
a
i
t
i
n
g
)

–
b
a
r
b
e
r
s
:

c
o
n
ta

i
b
a
rb

ie
ri

in
a
tte

sa

–
m
u
t
e
x
:

p
e
r

m
u
tu

a
e
sc

lu
sio

n
e

•
O

g
n
i
b
a
rb

ie
re

(u
n
o
)

e
se

g
u
e

u
n
a

p
ro

c
e
d
u
ra

c
h
e

lo
b
lo

c
c
a

se
n
o
n

c
i
so

n
o

c
lie

n
ti;

q
u
a
n
d
o

si
sv

e
g
lia

,
se

rv
e

u
n

c
lie

n
te

e
rip

e
te

.

•
O

g
n
i
c
lie

n
te

p
rim

a
d
i
e
n
tra

re
n
e
l
n
e
g
o
z
io

c
o
n
tro

lla
se

c
i
so

n
o

se
d
ie

lib
e
re

;

a
ltrim

e
n
ti

se
n
e

v
a
.

•
U
n

c
lie

n
te

,
q
u
a
n
d
o

e
n
tra

n
e
l
n
e
g
o
z
io

,
sv

e
g
lia

il
b
a
rb

ie
re

se
sta

d
o
rm

e
n
d
o
.
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#define
C

H
A

IR
S

5
/*

#
chairs

for
w

aiting
custom

ers
* /

typedefintsem
aphore;

/*
use

your
im

agination
* /

sem
aphore

custom
ers

=
0;

/*
#

ofcustom
ers

w
aiting

for
service

* /
sem

aphore
barbers

=
0;

/*
#

ofbarbers
w

aiting
for

custom
ers

* /
sem

aphore
m

utex
=

1;
/*

for
m

utualexclusion
* /

intw
aiting

=
0;

/*
custom

ers
are

w
aiting

(notbeing
cut)* /

void
barber(void)

{
w

hile
(TR

U
E

)
{

dow
n(&

custom
ers);

/*
go

to
sleep

if#
ofcustom

ers
is

0
* /

dow
n(&

m
utex);

/*
acquire

access
to

’w
aiting’* /

w
aiting

=
w

aiting
−

1;
/*

decrem
entcountofw

aiting
custom

ers
* /

up(&
barbers);

/*
one

barber
is

now
ready

to
cuthair* /

up(&
m

utex);
/*

release
’w

aiting’* /
cut_

hair();
/*

cuthair
(outside

criticalregion)* /
}

}void
custom

er(void)
{

dow
n(&

m
utex);

/*
enter

criticalregion
* /

if(w
aiting

<
C

H
A

IR
S

)
{

/*
ifthere

are
no

free
chairs,leave

* /
w

aiting
=

w
aiting

+
1;

/*
increm

entcountofw
aiting

custom
ers

* /
up(&

custom
ers);

/*
w

ake
up

barber
ifnecessary* /

up(&
m

utex);
/*

release
access

to
’w

aiting’* /
dow

n(&
barbers);

/*
go

to
sleep

if#
offree

barbers
is

0
* /

get_
haircut();

/*
be

seated
and

be
serviced

* /
}

else
{up(&

m
utex);

/*
shop

is
full;do

notw
ait* /

}
}

#define
C

H
A

IR
S

5
/*

#
chairs

for
w

aiting
custom

ers
* /

typedefintsem
aphore;

/*
use

your
im

agination
* /

sem
aphore

custom
ers

=
0;

/*
#

ofcustom
ers

w
aiting

for
service

* /
sem

aphore
barbers

=
0;

/*
#

ofbarbers
w

aiting
for

custom
ers

* /
sem

aphore
m

utex
=

1;
/*

for
m

utualexclusion
* /

intw
aiting

=
0;

/*
custom

ers
are

w
aiting

(notbeing
cut)* /

void
barber(void)

{
w

hile
(TR

U
E

)
{

dow
n(&

custom
ers);

/*
go

to
sleep

if#
ofcustom

ers
is

0
* /

dow
n(&

m
utex);

/*
acquire

access
to

’w
aiting’* /

w
aiting

=
w

aiting
−

1;
/*

decrem
entcountofw

aiting
custom

ers
* /

up(&
barbers);

/*
one

barber
is

now
ready

to
cuthair* /

up(&
m

utex);
/*

release
’w

aiting’* /
cut_

hair();
/*

cuthair
(outside

criticalregion)* /
}

}void
custom

er(void)
{

dow
n(&

m
utex);

/*
enter

criticalregion
* /

if(w
aiting

<
C

H
A

IR
S

)
{

/*
ifthere

are
no

free
chairs,leave

* /
w

aiting
=

w
aiting

+
1;

/*
increm

entcountofw
aiting

custom
ers

* /
up(&

custom
ers);

/*
w

ake
up

barber
ifnecessary* /

up(&
m

utex);
/*

release
access

to
’w

aiting’* /
dow

n(&
barbers);

/*
go

to
sleep

if#
offree

barbers
is

0
* /

get_
haircut();

/*
be

seated
and

be
serviced

* /
}

else
{up(&

m
utex);

/*
shop

is
full;do

notw
ait* /

}
}
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C
re

a
z
io

n
e

d
e
i
s
e
m

a
fo

ri:
s
e
m

g
e
t
(
2
)

i
n
t
s
e
m
g
e
t
(
k
e
y
t
k
e
y
,
i
n
t

n
s
e
m
s
,
i
n
t
s
e
m
f
l
g
)

•
k
e
y
:

in
te

ro
id

e
n
tifi

c
a
n
te

l’a
rra

y
d
i
se

m
a
fo

ri

•
n
s
e
m
s
:

n
u
m

e
ro

d
i
se

m
a
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ri
d
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c
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re

•
s
e
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fl
a
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d
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c
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a
z
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n
e
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c
o
n

m
o
d
a
lità

d
i
a
c
c
e
sso

.
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I
P
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A
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0
6
4
4

p
e
r

la
c
re

a
z
io

n
e

d
i
u
n

n
u
o
v
o

in
sie

m
e
,
c
o
n

m
o
d
a
lità

d
i
a
c
c
e
sso

r
w
-
r
-
-
r
-
-

0
p
e
r
u
sa

re
u
n

in
sie

m
e

g
ià

d
e
fi
n
ito

.

Il
risu

lta
to

è
u
n
a

“
h
a
n
d
le

”
a
l
se

t
d
i
se

m
a
fo

ri,
o
p
p
u
re

N
U
L
L

su
fa

llim
e
n
to

.

2
4
4

O
p
e
ra

z
io

n
e

s
u
i
s
e
m

a
fo

ri:
s
e
m

o
p
(
2
)

i
n
t
s
e
m
o
p
(
i
n
t
s
e
m
i
d
,
s
t
r
u
c
t
s
e
m
b
u
f
*
s
o
p
s
,

u
n
s
i
g
n
e
d
n
s
o
p
s
)

•
s
e
m
i
d
:

p
u
n
ta

to
re

a
ll’a

rra
y

d
i
se

m
a
fo

ri

•
s
o
p
s
:

p
u
n
ta

to
re

a
d

a
rra

y
d
i
o
p
e
ra

z
io

n
i;

o
g
n
i
o
p
e
ra

z
io

n
e

è
u
n
a
s
t
r
u
c
t
s
e
m
b
u
f

c
o
m

e
se

g
u
e
:

s
t
r
u
c
t
s
e
m
b
u
f
{

s
h
o
r
t
i
n
t
s
e
m
_
n
u
m
;
/
*
s
e
m
a
p
h
o
r
e
n
u
m
b
e
r
*
/

s
h
o
r
t
i
n
t
s
e
m
_
o
p
;

/
*
s
e
m
a
p
h
o
r
e
o
p
e
r
a
t
i
o
n
*
/

s
h
o
r
t
i
n
t
s
e
m
_
f
l
g
;
/
*
o
p
e
r
a
t
i
o
n
f
l
a
g
*
/

}
;

•
n
s
o
p
s
:

n
u
m

e
ro

d
i
o
p
e
ra

z
io

n
i

Il
risu

lta
to

è
N
U
L
L

se
la

c
h
ia

m
a
ta

h
a

su
c
c
e
sso

,
−
1

se
è

fa
llita

.

2
4
5

O
p
e
ra

z
io

n
e

s
u
i
s
e
m

a
fo

ri:
s
e
m

o
p
(
2
)

O
g
n
i
sin

g
o
la

o
p
e
ra

z
io

n
e
:

•
s
e
m
_
n
u
m

in
d
ic

a
su

q
u
a
le

se
m

a
fo

ro
o
p
e
ra

re

•
s
e
m
_
f
l
g

p
u
ò

e
sse

re
0

(b
lo

c
c
a
n
te

),
I
P
C
_
N
O
W
A
I
T

(n
o
n

b
lo

c
c
a
n
te

),
.
.
.

•
s
e
m
_
o
p

è
u
n

in
te

ro
d
a

so
m

m
a
re

a
lg

e
b
ric

a
m

e
n
te

a
l

se
m

a
fo

ro
in

d
ic

a
to

d
a

s
e
m
_
n
u
m
.

–
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v
a
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d
e
l
se

m
a
fo

ro
a
n
d
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b
b
e

n
e
g
a
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o
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e
s
e
m
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l
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0
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il
p
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c
e
sso

v
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n
e

so
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e
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fi
n
c
h
é
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v
a
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c
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n
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c
re

m
e
n
ta

n
o

il
se

m
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b
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n
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c
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s
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u
m
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i
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t
c
m
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n
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s
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m
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n
a
r
g
)

A
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n
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p
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p
e
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Q
u
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p
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z
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n
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o
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c
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n
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u
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iù
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c
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d
e
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d
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in
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iriz

z
a
m

e
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to
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C
a
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tte
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h
e
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lla

m
e
m

o
ria

c
o
n
d
iv
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•
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c
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•
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c
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ta
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c
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rn

e
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c
e
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c
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ll.

•
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iv
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o
ssie
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o
n
o

m
o
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d
a
lità
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i
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c
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sim
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c
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2
4
8

C
re

a
z
io

n
e

d
e
lla

m
e
m

o
ria

c
o
n
d
iv
is
a
:

s
h
m

g
e
t
(
2
)

i
n
t
s
h
m
g
e
t
(

k
e
y
t
k
e
y
,
i
n
t
s
i
z
e
,
i
n
t
s
h
m
f
l
g
)

•
k
e
y
:

in
te

ro
id

e
n
tifi

c
a
n
te

il
se

g
m

e
n
to

d
i
m

e
m

o
ria

•
s
i
z
e
:

d
im

e
n
sio

n
e

(in
b
y
te

)

•
s
h
m
f
l
g
:

fl
a
g

d
i
c
re

a
z
io

n
e
,

c
o
n

m
o
d
a
lità

d
i
a
c
c
e
sso

.
E
s:

I
P
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A
T
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0
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p
e
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c
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a
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n
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d
i
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n
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,
c
o
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m
o
d
a
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d
i
a
c
c
e
sso

r
w
-
r
-
-
r
-
-

0
p
e
r
u
sa
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u
n
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g
m

e
n
to

g
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e
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Il
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è
u
n
a

“
h
a
n
d
le

”
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g
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e
n
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,
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p
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N
U
L
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fa
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O
p
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z
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n
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m
e
m

o
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c
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p
t
r
=
s
h
m
a
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(
i
n
t
s
h
m
i
d
,
c
o
n
s
t
v
o
i
d
*
s
h
m
a
d
d
r
,
i
n
t
s
h
m
f
l
g
)

•
s
h
m
i
d
:

h
a
n
d
le

d
e
l
se

g
m

e
n
to

•
s
h
m
a
d
d
r
:

in
d
iriz

z
o

d
o
v
e

a
p
p
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a
re
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se

g
m

e
n
to

c
o
n
d
iv

iso
.

0
=

la
sc

ia
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e
g
lie

re

a
l
siste

m
a
.

•
s
h
m
f
l
g
:

m
o
d
o

d
i
a
tta

c
c
o
.

E
s:

S
H
M
_
R
D
O
N
L
Y

=
re

a
d
-o

n
ly.

0
=

re
a
d
-w

rite
.

Il
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è
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p
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d
i
m

e
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o
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a
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c
c
a
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c
h
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m
a
ta

h
a

su
c
c
e
sso

,
0
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è

fa
llita

.

i
n
t
s
h
m
d
t
(
c
o
n
s
t
v
o
i
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s
h
m
a
d
d
r
)
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c
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n
ta
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E
s
e
m

p
io

d
i
u
s
o

d
e
lla

m
e
m

o
ria

c
o
n
d
iv
is
a

P
ro

b
le

m
a
:

u
n

p
ro

c
e
sso

“
d
e
m

o
n
e
”

c
h
e

sta
m

p
a

u
n
a

rig
a

d
i
c
a
ra

tte
ri

o
g
n
i

4

se
c
o
n
d
i;

u
n

a
ltro

c
h
e

c
o
n
tro

lla
il

c
a
ra

tte
re

e
la

lu
n
g
h
e
z
z
a

d
e
lla

rig
a
.

S
o
lu

z
io

n
e
:

c
o
n

m
e
m

o
ria

c
o
n
d
iv

isa
.

F
ile

d
i
d
e
fi
n
iz
io

n
e

c
o
m

u
n
i:

/
*
l
i
n
e
.
h
-
d
e
f
i
n
i
z
i
o
n
i
c
o
m
u
n
i
*
/

s
t
r
u
c
t
i
n
f
o
{

c
h
a
r
c
;

i
n
t

l
e
n
g
t
h
;

}
;

#
d
e
f
i
n
e
K
E
Y

(
(
k
e
y
_
t
)
(
1
2
4
3
)
)

#
d
e
f
i
n
e
S
E
G
S
I
Z
E

s
i
z
e
o
f
(
s
t
r
u
c
t
i
n
f
o
)

2
5
1

/
*
p
l
i
n
e
.
c

-
p
r
i
n
t

a
l
i
n
e

o
f

c
h
a
r

-
c
o
n

s
h
a
r
e
d

m
e
m
o
r
y

*
/

#
i
n
c
l
u
d
e

<
s
t
d
i
o
.
h
>

#
i
n
c
l
u
d
e

<
u
n
i
s
t
d
.
h
>

#
i
n
c
l
u
d
e

<
s
y
s
/
t
y
p
e
s
.
h
>

#
i
n
c
l
u
d
e

<
s
y
s
/
i
p
c
.
h
>

#
i
n
c
l
u
d
e

<
s
y
s
/
s
h
m
.
h
>

#
i
n
c
l
u
d
e

"
l
i
n
e
.
h
"

v
o
i
d

m
a
i
n
(
)

{
i
n
t

i
,
i
d
;

s
t
r
u
c
t

i
n
f
o

*
c
t
r
l
;

/
*

C
r
e
a
z
i
o
n
e

d
e
l
l
’
a
r
e
a

c
o
n
d
i
v
i
s
a

*
/

i
d

=
s
h
m
g
e
t
(
K
E
Y
,

S
E
G
S
I
Z
E
,

I
P
C
_
C
R
E
A
T

|
0
6
6
6
)
;

i
f

(
i
d
<

0
)
{

p
e
r
r
o
r
(
"
p
l
i
n
e
:

s
h
m
g
e
t

f
a
i
l
e
d
"
)
;

e
x
i
t
(
1
)
;

}/
*

A
t
t
a
c
c
a
m
e
n
t
o

a
l
l
’
a
r
e
a

*
/

c
t
r
l

=
(
s
t
r
u
c
t

i
n
f
o
*
)
s
h
m
a
t
(
i
d
,

0
,
0
)
;

i
f

(
c
t
r
l

<
=
(
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ò

p
o
rta

re
a
d

a
tte

se
c
irc

o
la

ri
⇒

il
d
e
a
d
lo

c
k

(sta
llo

)

•
S
itu

a
z
io

n
i
d
i
sta

llo
si

p
o
sso

n
o

v
e
rifi

c
a
re

su
riso

rse
sia

lo
c
a
li

sia
d
istrib

u
ite

,

sia
so

ftw
a
re

sia
h
a
rd

w
a
re

.
S
o
n
o

se
m

p
re

in
a
g
g
u
a
to

!

•
È
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è
u
n
a

c
o
m

p
o
n
e
n
te

d
e
l
siste

m
a

d
i
c
a
lc

o
lo

a
c
u
i
i
p
ro

c
e
ssi

p
o
sso

n
o

a
c
c
e
d
e
re

in
m

o
d
o

e
sc

lu
siv

o
,
p
e
r
u
n

c
e
rto

p
e
rio

d
o

d
i
te

m
p
o
.

•
R
iso

rse
p
re

rila
sc

ia
b
ili:

p
o
sso

n
o

e
sse

re
to

lte
a
l

p
ro

c
e
sso

a
llo

c
a
n
te

,
se

n
z
a

e
ff
e
tti

d
a
n
n
o
si.

E
se

m
p
io

:
m

e
m

o
ria

c
e
n
tra

le
.

•
R
iso

rse
n
o
n

p
re

rila
sc

ia
b
ili:

n
o
n

p
u
ò
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E
se

m
p
io

:
sta

m
p
a
n
te

.

•
I
d
e
a
d
lo

c
k

si
h
a
n
n
o

c
o
n

le
riso

rse
n
o
n

p
re

rila
sc

ia
b
ili
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R
is
o
rs

e

•
P
ro

to
c
o
llo

d
i
u
so

d
i
u
n
a

riso
rsa

:

1
.

R
ic

h
ie

d
e
re

la
riso

rsa

2
.

U
sa

re
la

riso
rsa

3
.

R
ila

sc
ia

re
la

riso
rsa

•
S
e

a
l
m

o
m

e
n
to

d
e
lla

ric
h
ie

sta
la

riso
rsa

n
o
n

è
d
isp

o
n
ib

ile
,

c
i
so

n
o

d
iv

e
rse

a
lte

rn
a
tiv

e
(a

tte
sa

,
a
tte

sa
lim

ita
ta

,
fa

llim
e
n
to

,
fa

llb
a
c
k
.
.
.
)
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A
llo

c
a
z
io

n
e

d
i
u
n
a

ris
o
rs

a

C
o
n

d
e
i
se

m
a
fo

ri
(tip

ic
a

so
lu

z
io

n
e

u
se

r-sp
a
c
e
):

a
sso

c
ia

m
o

u
n

m
u
te

x
a
lla

riso
rsa

.

typedefintsem
aphore;

typedefintsem
aphore;

sem
aphore

resource
_

1;
sem

aphore
resource

_
1;

sem
aphore

resource
_

2;

void
process_

A
(void)

{
void

process_
A

(void)
{

dow
n(&

resource
_

1);
dow

n(&
resource

_
1);

use
_

resource
_

1(
);

dow
n(&

resource
_

2);
up(&

resource
_

1);
use

_
both

_
resources(

);
}

up(&
resource

_
2);

up(&
resource

_
1);

}
(a)

(b)

2
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0

A
llo

c
a
z
io

n
e

d
i
p
iù

ris
o
rs

e

P
iù

m
u
te

x
,
u
n
o

p
e
r
o
g
n
i
riso

rsa
.

M
a

c
o
m

e
a
llo

c
a
rli?

typedefintsem
aphore;

sem
aphore

resource
_

1;
sem

aphore
resource

_
1;

sem
aphore

resource
_

2;
sem

aphore
resource

_
2;

void
process_

A
(void)

{
void

process_
A

(void)
{

dow
n(&

resource
_

1);
dow

n(&
resource

_
1);

dow
n(&

resource
_

2);
dow

n(&
resource

_
2);

use
_

both
_

resources(
);

use
_

both
_

resources(
);

up(&
resource

_
2);

up(&
resource

_
2);

up(&
resource

_
1);

up(&
resource

_
1);

}
}

void
process_

B
(void)

{
void

process_
B

(void)
{

dow
n(&

resource
_

1);
dow

n(&
resource

_
2);

dow
n(&

resource
_

2);
dow

n(&
resource

_
1);

use
_

both
_

resources(
);

use
_

both
_

resources(
);

up(&
resource

_
2);

up(&
resource

_
1);

up(&
resource

_
1);

up(&
resource

_
2);

}
}

(a)
(b)
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A
llo

c
a
z
io

n
e

d
i
p
iù

ris
o
rs

e
(
c
o
n
t
.)

•
L
a

so
lu

z
io

n
e

(a
)

è
sic

u
ra

:
n
o
n

p
u
ò

p
o
rta

re
a

d
e
a
d
lo

c
k

•
L
a

so
lu

z
io

n
e

(b
)

n
o
n

è
sic

u
ra

:
p
u
ò

p
o
rta

re
a

d
e
a
d
lo

c
k

•
N
o
n

è
d
e
tto

n
e
a
n
c
h
e

c
h
e

i
d
u
e

p
ro

g
ra

m
m

i
sia

n
o

sc
ritti

d
a
llo

ste
sso

u
te

n
te

:

c
o
m

e
c
o
o
rd

in
a
rsi?

•
C
o
n

d
e
c
in

e
,

c
e
n
tin

a
ia

d
i

riso
rse

(c
o
m

e
q
u
e
lle

c
h
e

d
e
v
e

g
e
stire

il
k
e
rn

e
l

ste
sso

),
d
e
te

rm
in

a
re

se
u
n
a

se
q
u
e
n
z
a

d
i
a
llo

c
a
z
io

n
i
è

sic
u
ra

n
o
n

è
se

m
p
lic

e

•
S
o
n
o

n
e
c
e
ssa

ri
d
e
i
m

e
to

d
i
p
e
r

–
ric

o
n
o
sc

e
re

la
p
o
ssib

ilità
d
i
d
e
a
d
lo

c
k

(p
re

v
e
n
z
io

n
e
)

–
ric

o
n
o
sc

e
re

u
n

d
e
a
d
lo

c
k

–
riso

lu
z
io

n
e

d
i
u
n

d
e
a
d
lo

c
k

2
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2

Il
p
ro

b
le

m
a

d
e
l
D

e
a
d
lo

c
k

•
D

e
fi
n
iz
io

n
e

d
i
d
e
a
d
lo

c
k
:

U
n

in
sie

m
e

d
i
p
ro

c
e
ssi

si
tro

v
a

in
d
e
a
d
lo

c
k

(sta
llo

)
se

o
g
n
i
p
ro

c
e
s-

so
d
e
ll’in

sie
m

e
è

in
a
tte

sa
d
i
u
n

e
v
e
n
to

c
h
e

so
lo

u
n

a
ltro

p
ro

c
e
sso

d
e
ll’in

sie
m

e
p
u
ò

p
ro

v
o
c
a
re

.

•
T

ip
ic

a
m

e
n
te

,
l’e

v
e
n
to

a
tte

so
è

p
ro

p
rio

il
rila

sc
io

d
i
riso

rse
n
o
n

p
re

rila
sc

ia
b
ili.

•
Il

n
u
m

e
ro

d
e
i
p
ro

c
e
ssi

e
il

g
e
n
e
re

d
e
lle

riso
rse

e
d
e
lle

ric
h
ie

ste
n
o
n

è
in

fl
u
e
n
te

.
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C
o
n
d
iz
io

n
i
n
e
c
e
s
s
a
rie

p
e
r
il

d
e
a
d
lo

c
k

Q
u
a
ttro

c
o
n
d
iz
io

n
i
n
e
c
e
ssa

rie
(m

a
n
o
n

su
ffi

c
ie

n
ti!)

p
e
rc

h
é

si
p
o
ssa

v
e
rifi

c
a
re

u
n

d
e
a
d
lo

c
k

[C
o
ff
m

a
n

e
t

a
l,

1
9
7
1
]:

1
.
M

u
t
u
a

e
s
c
lu

s
io

n
e
:

o
g
n
i
riso

rsa
è

a
sse

g
n
a
ta

a
d

u
n

so
lo

p
ro

c
e
sso

,
o
p
p
u
re

è
d
isp

o
n
ib

ile

2
.
H
o
ld

&
W

a
it
:

i
p
ro

c
e
ssi

c
h
e

h
a
n
n
o

ric
h
ie

sto
e
d

o
tte

n
u
to

d
e
lle

riso
rse

,
n
e

p
o
sso

n
o

ric
h
ie

d
e
re

a
ltre

3
.
M

a
n
c
a
n
z
a

d
i
p
re

rila
s
c
io

:
le

riso
rse

c
h
e

u
n

p
ro

c
e
sso

d
e
tie

n
e

p
o
sso

n
o

e
sse

re

rila
sc

ia
te

d
a
l
p
ro

c
e
sso

so
lo

v
o
lo

n
ta

ria
m

e
n
te

.

4
.
C
a
t
e
n
a

d
i
a
t
t
e
s
a

c
irc

o
la
re

d
i
p
ro

c
e
s
s
i:

e
siste

u
n

so
tto

in
sie

m
e

d
i
p
ro

c
e
ssi

{
P
0
,

P
1
,

...,
P

n
}

ta
li

c
h
e

P
i

è
in

a
tte

sa
d
i
u
n
a

riso
rsa

c
h
e

è
a
sse

g
n
a
ta

a

P
i+

1
m

o
d

n

S
e

a
n
c
h
e

so
lo

u
n
a

d
i
q
u
e
ste

c
o
n
d
iz
io

n
i
m

a
n
c
a
,
il

d
e
a
d
lo

c
k

N
O

N
p
u
ò

v
e
rifi

c
a
rsi.

A
d

o
g
n
i
c
o
n
d
iz
io

n
e

c
o
rrisp

o
n
d
e

u
n
a

p
o
litic

a
c
h
e

il
siste

m
a

p
u
ò

a
d
o
tta

re
o

n
o
.
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G
ra

fo
d
i
a
llo

c
a
z
io

n
e

ris
o
rs

e

L
e

q
u
a
ttro

c
o
n
d
iz
io

n
i

si
m

o
d
e
lla

n
o

c
o
n

u
n

g
ra

fo
o
rie

n
ta

to
,

d
e
tto

g
ra

fo
d
i

a
llo

c
a
z
io

n
e

d
e
lle

riso
rse

:
U
n

in
sie

m
e

d
i
v
e
rtic

i
V

e
u
n

in
sie

m
e

d
i
a
rc

h
i

E

•
V

è
p
a
rtiz

io
n
a
to

in
d
u
e

tip
i:

–
P

=
{
P
1
,P

2
,...,P

n
}
,
l’in

sie
m

e
d
i
tu

tti
i
p
ro

c
e
ssi

d
e
l
siste

m
a
.

–
R

=
{
R

1
,R

2
,...,R

m
}
,
l’in

sie
m

e
d
i
tu

tte
le

riso
rse

d
e
l
siste

m
a
.

•
a
rc

h
i
d
i
ric

h
ie

sta
:

a
rc

h
i
o
rie

n
ta

ti
P

i
−
→

R
j

•
a
rc

h
i
d
i
a
sse

g
n
a
m

e
n
to

(a
c
q
u
isiz

io
n
e
)
:

a
rc

h
i
o
rie

n
ta

ti
R

j
−
→

P
i

U
n
o

sta
llo

è
u
n

c
ic

lo
n
e
l
g
ra

fo
d
i
a
llo

c
a
z
io

n
e

riso
rse

.
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(a)
(b)

(c)

T
U

DC

SB

AR

G
ra

fo
d
i
a
llo

c
a
z
io

n
e

ris
o
rs

e
(
c
o
n
t
.)(j)

       A


R
equest R


R

equest S


R
elease R


R

elease S

      B


R
equest S


R

equest T
R

elease S


R
elease T

      C


R
equest T

R
equest R


R

elease T
R

elease R

1. A requests R


2. B
 requests S


3. C

 requests T
4. A requests S


5. B

 requests T
6. C

 requests R


    deadlock

1. A requests R


2. C
 requests T

3. A requests S


4. C
 requests R


5. A releases R


6. A releases S


    no deadlock

AR

BS

CT

(i)

AR

BS

CT

(h)

AR

BS

CT

(g)

AR

BS

CT

(f)

AR

BS

CT

(e)
(d)

(c)
(b)

(a)

AR

BS

CT

(q)

AR

BS

CT

(p)

AR

BS

CT

(o)

AR

BS

CT

(n)

AR

BS

CT

(m
)

AR

BS

CT

(l)
(k)

AR

BS

CT
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G
ra

fo
d
i
a
llo

c
a
z
io

n
e

ris
o
rs

e
(
c
o
n
t
.) (j)

       A


R
equest R


R

equest S


R
elease R


R

elease S

      B


R
equest S


R

equest T
R

elease S


R
elease T

      C


R
equest T

R
equest R


R

elease T
R

elease R

1. A requests R


2. B
 requests S


3. C

 requests T
4. A requests S


5. B

 requests T
6. C

 requests R


    deadlock

1. A requests R


2. C
 requests T

3. A requests S


4. C
 requests R


5. A releases R


6. A releases S


    no deadlock

AR

BS

CT

(i)

AR

BS

CT

(h)

AR

BS

CT

(g)

AR

BS

CT

(f)

AR

BS

CT

(e)
(d)

(c)
(b)

(a)

AR

BS

CT

(q)

AR

BS

CT

(p)

AR

BS

CT

(o)

AR

BS

CT

(n)

AR

BS

CT

(m
)

AR

BS

CT

(l)
(k)

AR

BS

CT
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8
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P
rin

c
ip

a
li

fa
t
t
i

•
S
e

il
g
ra

fo
n
o
n

c
o
n
tie

n
e

c
ic

li
⇒

n
e
ssu

n
d
e
a
d
lo

c
k
.

•
S
e

il
g
ra

fo
c
o
n
tie

n
e

u
n

c
ic

lo
⇒

–
se

c
’è

so
lo

u
n
a

ista
n
z
a

p
e
r

tip
o

d
i
riso

rsa
,
a
llo

ra
d
e
a
d
lo

c
k

–
se

c
i

so
n
o

p
iù

ista
n
z
e

p
e
r

tip
o

d
i

riso
rsa

,
a
llo

ra
c
’è

la
p
o
ssib

ilità
d
i

d
e
a
d
lo

c
k
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8

U
s
o

d
e
i
g
ra

fi
d
i
a
llo

c
a
z
io

n
e

ris
o
rs

e

I
g
ra

fi
d
i
a
llo

c
a
z
io

n
e

riso
rse

so
n
o

u
n
o

stru
m

e
n
to

p
e
r
v
e
rifi

c
a
re

se
u
n
a

se
q
u
e
n
z
a

d
i
a
llo

c
a
z
io

n
e

p
o
rta

a
d

u
n

d
e
a
d
lo

c
k
.

•
Il

siste
m

a
o
p
e
ra

tiv
o

h
a

a
d
isp

o
siz

io
n
e

m
o
lte

se
q
u
e
n
z
e

d
i

sc
h
e
d
u
lin

g
d
e
i

p
ro

c
e
ssi

•
p
e
r

o
g
n
i
se

q
u
e
n
z
a
,
p
u
ò

“
sim

u
la

re
”

la
su

c
c
e
ssio

n
e

d
i
a
llo

c
a
z
io

n
e

su
l
g
ra

fo

•
e

sc
e
g
lie

re
u
n
a

su
c
c
e
ssio

n
e

c
h
e

n
o
n

p
o
rta

a
l
d
e
a
d
lo

c
k
.

Il
F
C
F
S

è
u
n
a

p
o
litic

a
“
sa

fe
”
,
m

a
in

so
d
d
isfa

c
e
n
te

p
e
r

a
ltri

m
o
tiv

i.

Il
ro

u
n
d
-ro

b
in

in
g
e
n
e
ra

le
n
o
n

è
sa

fe
.
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G
e
s
t
io

n
e

d
e
i
D

e
a
d
lo

c
k

•
Ig

n
o
ra

re
il

p
ro

b
le

m
a
,
fi
n
g
e
n
d
o

c
h
e

n
o
n

e
sista

(M
o
lto

u
sa

to
).

•
P
e
rm

e
tte

re
c
h
e

il
siste

m
a

e
n
tri

in
u
n

d
e
a
d
lo

c
k
,
ric

o
n
o
sc

e
rlo

e
q
u
in

d
i
riso

l-

v
e
rlo

.

•
C
e
rc

a
re

d
i
e
v
ita

re
d
in

a
m

ic
a
m

e
n
te

le
situ

a
z
io

n
i
d
i
sta

llo
,

c
o
n

u
n
a

a
c
c
o
rta

g
e
stio

n
e

d
e
lle

riso
rse

.

•
A
ssic

u
ra

re
c
h
e

il
siste

m
a

n
o
n

p
o
ssa

m
a
i
e
n
tra

re
m

a
i
in

u
n
o

sta
to

d
i
d
e
a
d
-

lo
c
k
,
n
e
g
a
n
d
o

u
n
a

d
e
lle

q
u
a
ttro

c
o
n
d
iz
io

n
i
n
e
c
e
ssa

rie
.
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P
rim

o
a
p
p
ro

c
c
io

:
Ig

n
o
ra

re
il

p
ro

b
le

m
a

•
A
ssic

u
ra

re
l’a

sse
n
z
a

d
i
d
e
a
d
lo

c
k

im
p
o
n
e

c
o
sti

(in
p
re

sta
z
io

n
i,

fu
n
z
io

n
a
lità

)

m
o
lto

a
lti.

•
C
o
sti

n
e
c
e
ssa

ri
p
e
r
a
lc

u
n
i,

m
a

in
so

p
p
o
rta

b
ili

p
e
r
a
ltri.

•
S
i

c
o
n
sid

e
ra

il
ra

p
p
o
rto

c
o
sto

/
b
e
n
e
fi
c
i:

se
la

p
ro

b
a
b
ilità

c
h
e

a
c
c
a
d
a

u
n

d
e
a
d
lo

c
k

è
su

ffi
c
ie

n
te

m
e
n
te

b
a
ssa

,
n
o
n

g
iu

stifi
c
a

il
c
o
sto

p
e
r

e
v
ita

rlo

•
E
se

m
p
i:

il
f
o
r
k

d
i
U
n
ix

,
la

re
te

E
th

e
rn

e
t,

.
.
.

•
A
p
p
ro

c
c
io

a
d
o
tta

to
d
a
lla

m
a
g
g
io

r
p
a
rte

d
e
i
siste

m
i
(U

n
ix

e
W

in
d
o
w

s
c
o
m

-

p
re

si):
ig

n
o
ra

re
il

p
ro

b
le

m
a
.

–
L
’u

te
n
te

p
re

fe
risc

e
q
u
a
lc

h
e

sta
llo

o
c
c
a
sio

n
a
le

(d
a

riso
lv

e
re

“
a

m
a
n
o
”
),

p
iu

tto
sto

c
h
e

e
c
c
e
ssiv

e
re

striz
io

n
i.
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S
e
c
o
n
d
o

a
p
p
ro

c
c
io

:
Id

e
n
t
ifi

c
a
z
io

n
e

e
ris

o
lu

z
io

n
e

d
e
l
D

e
a
d
lo

c
k

•
L
a
sc

ia
re

c
h
e

il
siste

m
a

e
n
tri

in
u
n

d
e
a
d
lo

c
k

•
R
ic

o
n
o
sc

e
re

l’e
siste

n
z
a

d
e
l
d
e
a
d
lo

c
k

c
o
n

o
p
p
o
rtu

n
i
a
lg

o
ritm

i
d
i
id

e
n
tifi

c
a
-

z
io

n
e

•
A
v
e
re

u
n
a

p
o
litic

a
d
i
riso

lu
z
io

n
e

(re
c
o
v
e
ry

)
d
e
l
d
e
a
d
lo

c
k

2
9
2

A
lg

o
rit

m
o

d
i
id

e
n
t
ifi

c
a
z
io

n
e
:

u
n
a

ris
o
rs

a
p
e
r
c
la

s
s
e

•
E
siste

u
n
a

so
la

ista
n
z
a

p
e
r

o
g
n
i
c
la

sse

•
S
i
m

a
n
tie

n
e

u
n

g
ra

fo
d
i
a
llo

c
a
z
io

n
e

d
e
lle

riso
rse

R

S
T

R

U
V

U
V

W

C
D

E
D

E

G
G

AF

B

(a)
(b)

•
S
i
u
sa

u
n

a
lg

o
ritm

o
d
i
ric

e
rc

a
c
ic

li
p
e
r

g
ra

fi
o
rie

n
ta

ti
(v

.
A
S
D

).

•
C
o
sto

d
i
o
g
n
i
c
h
ia

m
a
ta

:
O

(n
2
),

d
o
v
e

n
=

n
u
m

e
ro

n
o
d
i
(=

p
ro

c
e
ssi+

riso
rse

)

2
9
3

A
lg

o
rit

m
o

d
i
id

e
n
t
ifi

c
a
z
io

n
e
:

p
iù

ris
o
rs

e
p
e
r
c
la

s
s
e

S
tru

ttu
re

d
a
ti:

R
esources in existence
(E

1 , E
2 , E

3 , …
, E

m
)

C
urrent allocation m

atrix

C
11

C
21

C
n1

C
12

C
22

C
n2

C
13

C
23

C
n3

C
1m

C
2m

C
nm

R
ow

 n is current allocation
to process n

R
esources available

(A
1 , A

2 , A
3 , …

, A
m

)

R
equest m

atrix

R
11

R
21

R
n1

R
12

R
22

R
n2

R
13

R
23

R
n3

R
1m

R
2m

R
nm

R
ow

 2 is w
hat process 2 needs

In
v
a
ria

n
te

:
p
e
r
o
g
n
i

j
=

1
,...,m

:
n∑

i=
1

C
ij

+
A

j
=

E
j

2
9
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A
lg

o
rit

m
o

d
i
id

e
n
t
ifi

c
a
z
io

n
e

1
.

F
in

ish
[i]

=
f
a
lse

p
e
r

o
g
n
i

i
=

1
,...,n

2
.

C
e
rc

a
u
n

i
ta

le
c
h
e

R
[i]

≤
A
,
o
ssia

∀
j
:
R

ij
≤

A
j

3
.

S
e

e
siste

ta
le

i:

•
F

in
ish

[i]
=

tr
u
e

•
A

=
A

+
R
[i]

(c
io

è
A

j
=

R
ij

p
e
r

o
g
n
i

j
)

•
V
a
i
a

2
.

4
.

A
ltrim

e
n
ti,

se
e
siste

i
ta

le
c
h
e

F
in

ish
[i]

=
f
a
lse

,
a
llo

ra
P

i
è

in
sta

llo
.

L
’a

lg
o
ritm

o
ric

h
ie

d
e

O
(m

×
n
2
)

o
p
e
ra

z
io

n
i
p
e
r
d
e
c
id

e
re

se
il

siste
m

a
è

in
d
e
a
d
-

lo
c
k
.

2
9
5

U
s
o

d
e
g
li

a
lg

o
rit

m
i
d
i
id

e
n
t
ifi

c
a
z
io

n
e

•
G

li
a
lg

o
ritm

i
d
i
id

e
n
tifi

c
a
z
io

n
e

d
e
i
d
e
a
d
lo

c
k

so
n
o

c
o
sto

si

•
Q

u
a
n
d
o

e
q
u
a
n
to

in
v
o
c
a
re

l’a
lg

o
ritm

o
d
i
id

e
n
tifi

c
a
z
io

n
e
?

D
ip

e
n
d
e
:

–
Q

u
a
n
to

fre
q
u
e
n
te

m
e
n
te

p
u
ò

o
c
c
o
rre

re
u
n

d
e
a
d
lo

c
k
?

–
Q

u
a
n
ti

p
ro

c
e
ssi

a
n
d
re

m
o

a
“
sa

n
a
re

”
(a

lm
e
n
o

u
n
o

p
e
r
o
g
n
i
c
ic

lo
d
isg

iu
n
-

to
)

•
D

iv
e
rse

p
o
ssib

ilità
:

–
A
d

o
g
n
i
ric

h
ie

sta
d
i
riso

rse
:

rid
u
c
e

il
n
u
m

e
ro

d
i
p
ro

c
e
ssi

d
a

b
lo

c
c
a
re

,
m

a

è
m

o
lto

c
o
sto

so

–
O

g
n
i

k
m

in
u
ti,

o
q
u
a
n
d
o

l’u
so

d
e
lla

C
P
U

sc
e
n
d
e

so
tto

u
n
a

c
e
rta

so
g
lia

:

il
n
u
m

e
ro

d
i
p
ro

c
e
ssi

in
d
e
a
d
lo

c
k

p
u
ò

e
sse

re
a
lto

,
e

n
o
n

si
p
u
ò

sa
p
e
re

c
h
i
h
a

c
a
u
sa

to
il

d
e
a
d
lo

c
k

2
9
6

R
is
o
lu

z
io

n
e

d
e
i
d
e
a
d
lo

c
k
:

P
re

rila
s
c
io

•
In

a
lc

u
n
i
c
a
si

è
p
o
ssib

ile
to

g
lie

re
u
n
a

riso
rsa

a
llo

c
a
ta

a
d

u
n
o

d
e
i
p
ro

c
e
ssi

in

d
e
a
d
lo

c
k
,
p
e
r
p
e
rm

e
tte

re
a
g
li

a
ltri

d
i
c
o
n
tin

u
a
re

–
C
e
rc

a
re

d
i
sc

e
g
lie

re
la

riso
rsa

p
iù

fa
c
ilm

e
n
te

“
in

te
rro

m
p
ib

ile
”

(c
io

è
re

sti-

tu
ib

ile
su

c
c
e
ssiv

a
m

e
n
te

a
l
p
ro

c
e
sso

,
se

n
z
a

d
o
v
e
r
ric

o
m

in
c
ia

re
d
a
c
c
a
p
o
)

–
In

te
rv

e
n
to

m
a
n
u
a
le

(so
sp

e
n
sio

n
e
/
c
o
n
tin

u
a
z
io

n
e

d
e
lla

sta
m

p
a
)

•
R
a
ra

m
e
n
te

p
ra

tic
a
b
ile

2
9
7

R
is
o
lu

z
io

n
e

d
e
i
d
e
a
d
lo

c
k
:

R
o
llb

a
c
k

•
In

se
rire

n
e
i
p
ro

g
ra

m
m

i
d
e
i
c
h
e
c
k
-p

o
in

t,
in

c
u
i
tu

tto
lo

sta
to

d
e
i
p
ro

c
e
ssi

(m
e
m

o
ria

,
d
isp

o
sitiv

i
e

riso
rse

c
o
m

p
re

se
)

v
e
n
g
o
n
o

sa
lv

a
ti

(a
c
c
u
m

u
la

ti)
su

u
n

fi
le

.

•
Q

u
a
n
d
o

si
sc

o
p
re

u
n

d
e
a
d
lo

c
k
,
si

c
o
n
o
sc

o
n
o

le
riso

rse
e

i
p
ro

c
e
ssi

c
o
in

v
o
lti

•
U
n
o

o
p
iù

p
ro

c
e
ssi

c
o
in

v
o
lti

v
e
n
g
o
n
o

rip
o
rta

ti
a
d

u
n
o

d
e
i
c
h
e
c
k
p
o
in

t
sa

lv
a
ti,

c
o
n

c
o
n
se

g
u
e
n
te

rila
sc

io
d
e
lle

riso
rse

a
llo

c
a
te

d
a

a
llo

ra
in

p
o
i
(ro

llb
a
c
k
)

•
G

li
a
ltri

p
ro

c
e
ssi

p
o
sso

n
o

c
o
n
tin

u
a
re

•
Il

la
v
o
ro

sv
o
lto

d
o
p
o

q
u
e
l
c
h
e
c
k
p
o
in

t
è

p
e
rso

e
d
e
v
e

e
sse

re
rifa

tto
.

–
C
e
rc

a
re

d
i
sc

e
g
lie

re
i
p
ro

c
e
ssi

m
e
n
o

d
ista

n
ti

d
a
l
c
h
e
c
k
p
o
in

t
u
tile

.

•
N
o
n

se
m

p
re

p
ra

tic
a
b
ile

.
E
se

m
p
io

:
in

g
o
rg

o
tra

ffi
c
o
.
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R
is
o
lu

z
io

n
e

d
e
i
d
e
a
d
lo

c
k
:

T
e
rm

in
a
z
io

n
e

•
T
e
rm

in
a
re

u
n
o

(o
tu

tti,
p
e
r

n
o
n

fa
r
to

rto
a

n
e
ssu

n
o
)

i
p
ro

c
e
ssi

in
sta

llo

•
E
q
u
iv

a
le

a
u
n

ro
llb

a
c
k

in
iz
ia

le
.

•
S
e

n
e

te
rm

in
ia

m
o

u
n
o

a
lla

v
o
lta

,
in

c
h
e

o
rd

in
e
?

–
N
e
l
c
ic

lo
o

fu
o
ri

d
a
l
c
ic

lo
?

–
P
rio

rità
d
e
i
p
ro

c
e
ssi

–
T
e
m

p
o

d
i
C
P
U

c
o
n
su

m
a
ta

d
a
l
p
ro

c
e
sso

,
e

q
u
a
n
to

m
a
n
c
a

p
e
r
il

c
o
m

p
le

-

ta
m

e
n
to

–
R
iso

rse
u
sa

te
d
a
l
p
ro

c
e
sso

,
o

a
n
c
o
ra

ric
h
ie

ste
p
e
r

c
o
m

p
le

ta
re

–
Q

u
a
n
ti

p
ro

c
e
ssi

si
d
e
v
e

te
rm

in
a
re

p
e
r
sb

lo
c
c
a
re

lo
sta

llo

–
P
rim

a
i
p
ro

c
e
ssi

b
a
tc

h
o

in
te

ra
ttiv

i?

–
S
i
p
u
ò

ric
o
m

in
c
ia

re
d
a
c
c
a
p
o

se
n
z
a

p
ro

b
le

m
i?

2
9
9

T
e
rz

o
a
p
p
ro

c
c
io

:
E
v
it
a
re

d
in

a
m

ic
a
m

e
n
t
e

i
d
e
a
d
lo

c
k

D
o
m

a
n
d
a
:

è
p
o
ssib

ile
d
e
c
id

e
re

a
l
v
o
lo

se
a
sse

g
n
a
re

u
n
a

riso
rsa

,
e
v
ita

n
d
o

d
i

c
a
d
e
re

in
u
n

d
e
a
d
lo

c
k
?

R
isp

o
sta

:
s̀ı,

a
p
a
tto

d
i
c
o
n
o
sc

e
re

a
p
rio

ri
a
lc

u
n
e

in
fo

rm
a
z
io

n
i
a
g
g
iu

n
tiv

e
.

•
Il

m
o
d
e
llo

p
iù

se
m

p
lic

e
e
d

u
tile

ric
h
ie

d
e

c
h
e

o
g
n
i
p
ro

c
e
sso

d
ic

h
ia

ri
fi
n

d
a
ll’i-

n
iz
io

il
n
u
m

e
ro

m
a
ssim

o
d
i
riso

rse
d
i
o
g
n
i
tip

o
d
i
c
u
i
a
v
rà

b
iso

g
n
o

n
e
l
c
o
rso

d
e
lla

c
o
m

p
u
ta

z
io

n
e
.

•
L
’a

lg
o
rito

d
i
d
e
a
d
lo

c
k
-a

v
o
id

a
n
c
e

e
sa

m
in

a
d
in

a
m

ic
a
m

e
n
te

lo
sta

to
d
i
a
llo

c
a
-

z
io

n
e

d
e
lle

riso
rse

p
e
r

a
ssic

u
ra

re
c
h
e

n
o
n

c
i
sia

n
o

m
a
i
c
o
d
e

c
irc

o
la

ri.

•
L
o

sta
to

d
i
a
llo

c
a
z
io

n
e

d
e
lle

riso
rse

è
d
e
fi
n
ito

d
a
l
n
u
m

e
ro

d
i
riso

rse
a
llo

c
a
te

,

d
isp

o
n
ib

ili
e

d
a
lle

ric
h
ie

ste
m

a
ssim

e
d
e
i
p
ro

c
e
ssi.

3
0
0

T
ra

ie
t
t
o
rie

d
i
ris

o
rs

e

P
lotter

P
rinter

P
rinter

P
lotter

B

A

u (B
oth processes

finished)

p
q r

s t

I8I7I6I5

I4
I3

I2
I1

3
0
1

S
t
a
t
i
s
ic
u
ri

•
Q

u
a
n
d
o

u
n

p
ro

c
e
ssi

ric
h
ie

d
e

u
n
a

riso
rsa

,
d
e
v
e

d
e
c
id

e
re

se
l’a

llo
c
a
z
io

n
e

la
sc

ia

il
siste

m
a

in
u
n
o

sta
to

sic
u
ro

•
L
o

sta
to

è
sic

u
ro

se
e
siste

u
n
a

se
q
u
e
n
z
a

sic
u
ra

p
e
r

tu
tti

i
p
ro

c
e
ssi.

•
L
a

se
q
u
e
n
z
a
〈P

1
,P

2
,...,P

n
〉
è

sic
u
ra

se
p
e
r
o
g
n
i
P

i ,
la

riso
rsa

c
h
e

P
i
p
u
ò

a
n
-

c
o
ra

ric
h
ie

d
e
re

p
u
ò

e
sse

re
so

d
d
isfa

tta
d
a
lle

riso
rse

d
isp

o
n
ib

ili
c
o
rre

n
te

m
e
n
te

p
iù

tu
tte

le
riso

rse
m

a
n
te

n
u
te

d
a
i
p
ro

c
e
ssi

P
1
,...,P

i−
1
.

–
S
e

le
riso

rse
n
e
c
e
ssa

rie
a

P
i
n
o
n

so
n
o

im
m

e
d
ia

ta
m

e
n
te

d
isp

o
n
ib

ili,
p
u
ò

a
sp

e
tta

re
c
h
e

i
p
re

c
e
d
e
n
ti

fi
n
isc

a
n
o
.

–
Q

u
a
n
d
o

i
p
re

c
e
d
e
n
ti

h
a
n
n
o

lib
e
ra

to
le

riso
rse

,
P

i
p
u
ò

a
llo

c
a
rle

,
e
se

g
u
ire

fi
n
o

a
lla

te
rm

in
a
z
io

n
e
,
e

rila
sc

ia
re

le
riso

rse
a
llo

c
a
te

.

–
Q

u
a
n
d
o

P
i
te

rm
in

a
,

P
i+

1
p
u
ò

o
tte

n
e
re

le
su

e
riso

rse
,
e

c
o
s̀ı

v
ia

.

3
0
2



E
s
e
m

p
io

S
e
q
u
e
n
z
a

sic
u
ra

:

ABC

322

947

Free: 3
(a)

ABC

342

947

Free: 1
(b)

ABC

30
–

–

2

97

Free: 5
(c)

ABC

307

97

Free: 0
(d)

–

ABC

300

9–

Free: 7
(e)

H
as

M
ax

H
as

M
ax

H
as

M
ax

H
as

M
ax

H
as

M
ax

S
e
q
u
e
n
z
a

n
o
n

sic
u
ra

(lo
sta

to
(b

)
n
o
n

è
sic

u
ro

).

ABC

322

947

Free: 3
(a)

ABC

422

947

Free: 2
(b)

ABC

44
—

4

2

97

Free: 0
(c)

ABC

4—2

97

Free: 4
(d)

H
as

M
ax

H
as

M
ax

H
as

M
ax

H
as

M
ax

3
0
3

O
s
s
e
rv

a
z
io

n
i

•
S
e

il
siste

m
a

è
in

u
n
o

sta
to

sic
u
ro

⇒
n
o
n

c
i
so

n
o

d
e
a
d
lo

c
k
s.

•
S
e

il
siste

m
a

è
in

u
n
o

sta
to

N
O

N
sic

u
ro

⇒
p
o
ssib

ilità
d
i
d
e
a
d
lo

c
k
s.

•
D

e
a
d
lo

c
k

a
v
o
id

a
n
c
e
:

a
ssic

u
ra

re
c
h
e

il
siste

m
a

n
o
n

e
n
tri

m
a
i
in

u
n
o

sta
to

n
o
n

sic
u
ro

.

3
0
4

A
lg

o
rit

m
o

d
e
l
B
a
n
c
h
ie

re
(
D

ijk
s
t
ra

,
’6

5
)

C
o
n
tro

lla
se

u
n
a

ric
h
ie

sta
p
u
ò

p
o
rta

re
a
d

u
n
o

sta
to

n
o
n

sic
u
ro

;
in

ta
l
c
a
so

,
la

ric
h
ie

sta
n
o
n

è
a
c
c
e
tta

ta
.

A
d

o
g
n
i
ric

h
ie

sta
,
l’a

lg
o
ritm

o
c
o
n
tro

lla
se

le
riso

rse
rim

a
n
e
n
ti

so
n
o

su
ffi

c
ie

n
ti

p
e
r

so
d
d
isfa

re
la

m
a
ssim

a
ric

h
ie

sta
d
i
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ò

n
o
n

a
n
d
a
re

b
e
n
e

p
e
r

tu
tti

∗
o
g
n
i
v
o
lta

c
h
e

le
riso

rse
c
a
m

b
ia

n
o
,
l’o

rd
in

a
m

e
n
to

d
e
v
e

e
sse

re
a
g
g
io

r-

n
a
to

3
1
0



A
p
p
ro

c
c
io

c
o
m

b
in

a
t
o

a
lla

g
e
s
t
io

n
e

d
e
l
D

e
a
d
lo

c
k

•
I
tre

a
p
p
ro

c
c
i
d
i
g
e
stio

n
e

n
o
n

so
n
o

e
sc

lu
siv

i,
p
o
sso

n
o

e
sse

re
c
o
m

b
in

a
ti:

–
rile

v
a
m

e
n
to

–
e
lu

sio
n
e

(a
v
o
id

a
n
c
e
)

–
p
re

v
e
n
z
io

n
e

si
p
u
ò
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è
u
n
a

riso
rsa

im
p
o
rta

n
te

,
e

lim
ita

ta
.

•
“
I
p
ro

g
ra

m
m

i
so

n
o

c
o
m

e
i
g
a
s
re

a
li:

si
e
sp

a
n
d
o
n
o

fi
n
o

a
rie

m
p
ire

la
m

e
m

o
ria

d
isp

o
n
ib

ile
”

•
M

e
m

o
ria

illim
ita

ta
,
in

fi
n
ita

m
e
n
te

v
e
lo

c
e
,
e
c
o
n
o
m

ic
a
:

n
o
n

e
siste

.

•
E
siste

la
g
e
ra

rc
h
ia

d
e
lla

m
e
m

o
ria

,
g
e
stita

d
a
l
g
e
sto

re
d
e
lla

m
e
m

o
ria

R
egisters

C
ache

M
ain m

em
ory

M
agnetic tape

M
agnetic disk

    1 nsec

    2 nsec

  10 nsec

  10 m
sec

100 sec

<1 K
B

  1 M
B

  64-512 M
B

  5-50 G
B

  20-100 G
B

Typical capacity
Typical access tim

e

3
1
4



G
e
s
t
io

n
e

d
e
lla

m
e
m

o
ria

:
F
o
n
d
a
m

e
n
t
i

L
a

g
e
stio

n
e

d
e
lla

m
e
m

o
ria

m
ira

a
so

d
d
isfa

re
q
u
e
sti

re
q
u
isiti:

•
O

rg
a
n
iz
z
a
z
io

n
e

lo
g
ic

a
:

o
ff
rire

u
n
a

v
isio

n
e

a
stra

tta
d
e
lla

g
e
ra

rc
h
ia

d
e
lla

m
e
m

o
ria

:
a
llo

c
a
re

e
d
e
a
llo

c
a
re

m
e
m

o
ria

a
i
p
ro

c
e
ssi

su
ric

h
ie

sta

•
O

rg
a
n
iz
z
a
z
io

n
e

fi
sic

a
:

te
n
e
r

c
o
n
to

a
c
h
i
è
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n
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p
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é

n
o
n

se
rv

e

(la
ro

u
tin

e
v
ie

n
e

c
h
ia

m
a
ta

).

•
M

ig
lio

re
u
tiliz

z
o

d
e
lla

m
e
m

o
ria

:
il

c
o
d
ic

e
m

a
i
u
sa

to
n
o
n

v
ie

n
e

c
a
ric

a
to

.

•
V
a
n
ta

g
g
io

so
q
u
a
n
d
o

g
ro

sse
p
a
rti

d
i
c
o
d
ic

e
se

rv
o
n
o

p
e
r

g
e
stire

c
a
si

in
fre

-

q
u
e
n
ti

(e
.g

.,
e
rro

ri)

•
N
o
n

se
rv

e
u
n

su
p
p
o
rto

sp
e
c
ifi

c
o

d
a
l
siste

m
a

o
p
e
ra

tiv
o
:

p
u
ò
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iù

g
ra

n
d
e

b
u
c
o

su
ffi

c
ie

n
te

m
e
n
te

g
ra

n
d
e
.

D
e
v
e

sc
a
n
-

d
ire

l’in
d
e
ra

lista
(a

m
e
n
o

c
h
e

n
o
n

sia
o
rd

in
a
ta

).
P
ro

d
u
c
e

il
p
iù
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,
l’h

it
ra

tio
è
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d
i
a
c
c
e
sso

a
sso

c
ia

te
a

sin
g
o
le

se
z
io

n
i
d
e
llo

sp
a
z
io

d
e
l

p
ro

c
e
sso

,
in

c
a
so

d
i
se

g
m

e
n
ta

z
io

n
e
/
p
a
g
in

a
z
io

n
e
.

P
e
rm

e
tte

la
c
o
n
d
iv

isio
n
e

e
l’id

e
n
tifi

c
a
z
io

n
e

d
i
e
rro

ri
d
i
p
ro

g
ra

m
m

a
z
io

n
e
.

3
6
1

M
e
m

o
ria

V
irt

u
a
le

M
e
m

o
ria

v
irtu

a
le

:
se

p
a
ra

z
io

n
e
d
e
lla

m
e
m

o
ria

lo
g
ic

a
v
ista

d
a
ll’u

te
n
te

/
p
ro

g
ra

m
m

a
to

re

d
a
lla

m
e
m

o
ria

fi
sic

a

S
o
lo

p
a
rte

d
e
l
p
ro

g
ra

m
m

a
e

d
e
i
d
a
ti

d
e
v
o
n
o

sta
re

in
m

e
m

o
ria

a
ffi

n
c
h
é
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n
o
n

u
sa

ta
,
e

sc
a
ric

a
rla

su
d
isc

o
(sw

a
p

o
u
t
)

–
C
a
ric

a
re

la
p
a
g
in

a
ric

h
ie

sta
n
e
l
fra

m
e

c
o
s̀ı

lib
e
ra

to
(sw

a
p

in
)

–
A
g
g
io

rn
a
re

le
ta

b
e
lle

d
e
lle

p
a
g
in

e

•
L
’istru

z
io

n
e

c
h
e

h
a

c
a
u
sa

to
il

p
a
g
e

fa
u
lt

d
e
v
e

e
sse

re
rie

se
g
u
ita

in
m

o
d
o

c
o
n
siste

n
te

⇒
v
in

c
o
li

su
ll’a

rc
h
ite

ttu
ra

d
e
lla

m
a
c
c
h
in

a
.

E
s:

la
M

V
C

d
e
ll’IB

M
3
6
0
.

3
6
7



P
a
g
e

F
a
u
lt
:

g
e
s
t
io

n
e

physical 
m

em
ory

free fram
e

page table i

operating 
system

load M

bring in 
m

issing page

4

reset page
table

5

restart 
instruction

6

reference

1
trap 2 page is on
backing store

3

3
6
8

P
e
rfo

rm
a
n
c
e

d
e
l
p
a
g
in

g
o
n
-d

e
m

a
n
d

•
p

=
P
a
g
e

fa
u
lt

ra
te

;
0
≤

p
≤

1

–
p
=

0
⇒

n
e
ssu

n
p
a
g
e

fa
u
lt

–
p
=

1
⇒

o
g
n
i
rife

rim
e
n
to

in
m

e
m

o
ria

p
o
rta

a
d

u
n

p
a
g
e

fa
u
lt

•
T
e
m

p
o

e
ff
e
ttiv

o
d
i
a
c
c
e
sso

(E
A

T
)

E
A

T
=

(1
−

p
)
×

a
c
c
e
sso

a
lla

m
e
m

o
ria

+
p
(o

v
e
rh

e
a
d

d
i
p
a
g
e

fa
u
lt

[+
sw

a
p

p
a
g
e

o
u
t]

+
sw

a
p

p
a
g
e

in

+
o
v
e
rh

e
a
d

d
i
re

sta
rt)

3
6
9

E
s
e
m

p
io

d
i
D

e
m

a
n
d

P
a
g
in

g

•
T
e
m

p
o

d
i
a
c
c
e
sso

a
lla

m
e
m

o
ria

(c
o
m

p
re

n
siv

o
d
e
l
te

m
p
o

d
i
tra

d
u
z
io

n
e
):

6
0

n
se

c

•
A
ssu

m
ia

m
o

c
h
e

5
0
%

d
e
lle

v
o
lte

c
h
e

u
n
a

p
a
g
in

a
d
e
v
e

e
sse

re
rim

p
ia

z
z
a
ta

,
è
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è

m
o
lto

se
m

p
lifi

c
a
ta

•
P
iù

p
ro

c
e
ssi

p
o
sso

n
o

c
o
n
d
iv

id
e
re

lo
ste

sso
fi
le

,
c
o
n
d
iv

id
e
n
d
o

g
li

ste
ssi

fra
m

e

in
c
u
i
v
ie

n
e

c
a
ric

a
to

.

3
7
3

S
o
s
t
it
u
z
io

n
e

d
e
lle

p
a
g
in

e

•
A
u
m

e
n
ta

n
d
o

il
g
ra

d
o

d
i
m

u
ltip

ro
g
ra

m
m

a
z
io

n
e
,

la
m

e
m

o
ria

v
ie

n
e

so
v
ra

llo
-

c
a
ta

:
la

so
m

m
a

d
e
g
li

sp
a
z
i
lo

g
ic

i
d
e
i
p
ro

c
e
ssi

in
e
se

c
u
z
io

n
e

è
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è
d
i
sta

c
k

F
a
t
t
o
:

G
li

a
lg

o
ritm

i
d
i
sta

c
k

n
o
n

so
ff
ro

n
o

d
e
ll’a

n
o
m

a
lia

d
i
B
e
la

d
y.

3
8
1

Im
p
le

m
e
n
t
a
z
io

n
i
d
i
L
R
U

Im
p
le

m
e
n
ta

z
io

n
e

a
c
o
n
ta

to
ri

•
L
a

M
M

U
h
a

u
n

c
o
n
ta

to
re

(3
2
-6

4
b
it)

c
h
e

v
ie

n
e

a
u
to

m
a
tic

a
m

e
n
te

in
c
re

-

m
e
n
ta

to
d
o
p
o

o
g
n
i
a
c
c
e
sso

in
m

e
m

o
ria

.

•
O

g
n
i
e
n
try

n
e
lla

p
a
g
e

ta
b
le

h
a

u
n

re
g
istro

(re
fe

re
n
c
e

tim
e
)

•
o
g
n
i
v
o
lta

c
h
e

si
rife

risc
e

a
d

u
n
a

p
a
g
in

a
,

si
c
o
p
ia

il
c
o
n
ta

to
re

n
e
l
re

g
istro

d
e
lla

e
n
try

c
o
rrisp

o
n
d
e
n
te

•
Q

u
a
n
d
o

si
d
e
v
e

lib
e
ra

re
u
n

fra
m

e
,
si

c
e
rc

a
la

p
a
g
in

a
c
o
n

il
re

g
istro

p
iù

b
a
sso

M
o
lto

d
isp

e
n
d
io

so
,
se

la
ric

e
rc

a
v
ie

n
e

p
a
ra

lle
liz

z
a
ta

in
h
a
rd

w
a
re

.

3
8
2

Im
p
le

m
e
n
t
a
z
io

n
i
d
i
L
R
U

(
C
o
n
t
.)

Im
p
le

m
e
n
ta

z
io

n
e

a
sta

c
k

•
si

tie
n
e

u
n
o

sta
c
k

d
i
n
u
m

e
ri

d
i
p
a
g
in

a
in

u
n

lista
d
o
u
b
le

-lin
k
e
d

•
Q

u
a
n
d
o

si
rife

risc
e

a
d

u
n
a

p
a
g
in

a
,
la

si
sp

o
sta

su
l
to

p
d
e
llo

sta
c
k

(R
ic

h
ie

d
e

la
m

o
d
ifi

c
a

d
i
6

p
u
n
ta

to
ri).

•
Q

u
a
n
d
o

si
d
e
v
e

lib
e
ra

re
u
n

fra
m

e
,
la

p
a
g
in

a
d
a

sw
a
p
p
a
re

è
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iù

p
ro

c
e
ssi

sp
e
n
d
o
n
o

la
m

a
g
g
io

r
p
a
rte

d
e
l
lo

ro
te

m
p
o

a

sw
a
p
p
a
re

p
a
g
in

e
d
e
n
tro

e
fu

o
ri

•
Il

th
ra

sh
in

g
d
i
u
n

p
ro

c
e
sso

a
v
v
ie

n
e

q
u
a
n
d
o

la
m

e
m

o
ria

a
sse

g
n
a
ta

g
li

è
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d
e
i
p
ro

c
e
ssi

in
e
se

c
u
z
io

n
e
.

P
u
ò
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,
m

a
g
g
io

re
è
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1
2

6
6

0
0
0

9
2
7
0
8

5
6
6
0

0
1
6
3
6

1
2

7
3

0
6
0

1
0

0
0

3
5
0

2
3
5
2
9

3
6
1
2
4

1
1

6
5

0
0
0

9
4
7
2
0

6
4
6
0

0
2
5

4
0

0
0

0
0

0
0

0
3
3
0

2
3
8
2
0

2
9
2
3
5

1
0

5
5

4
1
5

M
o
d
e
llo

d
e
lla

m
e
m

o
ria

in
W

in
d
o
w
s

2
0
0
0

O
g
n
i
ta

sk
d
i
W

in
d
o
w

s
ric

e
v
e

u
n
o

sp
a
z
io

in
d
iriz

z
i
d
i
4
G

,
d
iv

iso
in

d
u
e

p
a
rti

•
c
o
d
ic

e
e

d
a
ti,

n
e
lla

p
a
rte

b
a
ssa

(<
2
G

)
L
ib

e
ra

m
e
n
te

a
c
c
e
ssib

ile
.

•
k
e
rn

e
l
e

stru
ttu

re
d
i
siste

m
a

(c
o
m

p
re

se
le

p
a
g
e

ta
b
le

s)
n
e
lla

p
a
rte

a
lta

L
a

m
a
g
g
io

r
p
a
rte

d
i
q
u
e
sto

sp
a
z
io

n
o
n

è
a
c
c
e
ssib

ile
,
n
e
a
n
c
h
e

in
le

ttu
ra

.

•
i
p
rim

i
e
d

u
ltim

i
6
4
k
b

so
n
o

in
v
a
lid

i
p
e
r

in
d
iv

id
u
a
re

ra
p
id

a
m

e
n
te

e
rro

ri
d
i

p
ro

g
ra

m
m

a
z
io

n
e

(p
u
n
ta

to
ri

a
0

e
-1

).

L
a

m
e
m

o
ria

è
p
u
ra

m
e
n
te

p
a
g
in

a
ta

(se
n
z
a

p
re

p
a
g
in

g
),

c
o
n

c
o
p
y
-o

n
-w

rite
.

Il
c
a
ric

a
m

e
n
to

d
e
i
se

g
m

e
n
ti

è
b
a
sa

to
fo

rte
m

e
n
te

su
l
m

e
m

o
ry

m
a
p
p
in

g
.
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P
rocess A

4 G
B

2 G
B0

N
onpaged pool
P

aged pool

A
'

s page tables

S
tacks, data, etc

H
A

L + O
S

S
ystem

 data

P
rocess A

'
s

private code
and data

P
rocess B

N
onpaged pool
P

aged pool

B
'

s page tables

S
tacks, data, etc

H
A

L + O
S

S
ystem

 data

P
rocess B

'
s

private code
and data

P
rocess C

N
onpaged pool
P

aged pool

C
'

s page tables

S
tacks, data, etc

H
A

L + O
S

S
ystem

 data

P
rocess C

'
s

private code
and data

B
ottom

 and top
64 K

B
 are invalid

M
a
p
p
a
t
u
ra

d
e
i
s
e
g
m

e
n
t
i
in

m
e
m

o
ria

re
a
le

e
s
u

fi
le

P
rocess A

P
rocess B

B
acking store on disk

P
aging file

Lib.dll

P
rog1.exe

P
rog2.exe

P
rogram

P
rogram

S
hared

library

S
hared

library

D
ata

S
tack

S
tack

D
ata

R
egion

4
1
7

G
e
s
t
io

n
e

d
e
i
p
a
g
e

fa
u
lt

N
e
ssu

n
a

fo
rm

a
d
i
p
re

p
a
g
in

g
:

tu
tte

le
p
a
g
in

e
v
e
n
g
o
n
o

c
a
ric

a
te

su
p
a
g
e

fa
u
lt.

P
a
g
e

ta
b
le

e
n
try

p
e
r

il
P
e
n
tiu

m
:

20
3

G 1

L 1

D 1

A 1

C
Wt

1

U 1
1

W 1

V 1

P
age fram

e

B
itsG

: P
age is global to all processes

L:  Large (4-M
B

) page
D

: P
age is dirty

A
: P

age has been accessed
C

: C
aching enabled/disabled

W
t: W

rite through (no caching)
U

:  P
age is accessible in user m

ode
W

: W
riting to the page perm

itted
V

:  Valid page table entry

N
ot

used

4
1
8

S
t
a
t
i
d
i
u
n
a

p
a
g
in

a

•
A
v
a
ila

b
le

:
p
a
g
in

a
n
o
n

u
sa

ta
d
a

n
e
ssu

n
p
ro

c
e
sso

.
S
i
d
iv

id
e

in
tre

p
o
ssib

ilità
:

–
F
re

e
:

riu
sa

b
ile

–
S
ta

n
d
b
y
:

rim
o
ssa

d
a

u
n

w
s

m
a

ric
h
ia

m
a
b
ile

(b
u
ff
e
rin

g
)

–
Z
e
ro

e
d
:

riu
sa

b
ile

e
in

p
iù

tu
tta

a
z
z
e
ra

ta

•
R
e
se

rv
e
d
:

rise
rv

a
ta

d
a

u
n

p
ro

c
e
sso

m
a

n
o
n

a
n
c
o
ra

u
sa

ta
.

N
o
n

fa
p
a
rte

d
e
l

w
s

fi
n
o

a
c
h
e

n
o
n

v
ie

n
e

v
e
ra

m
e
n
te

u
sa

ta
.

•
C
o
m

m
itte

d
:

u
sa

ta
d
a

u
n

p
ro

c
e
sso

e
a
sso

c
ia

ta
a
d

u
n

b
lo

c
c
o

su
d
isc

o
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C
a
s
i
d
i
p
a
g
e

fa
u
lt

•
L
a

p
a
g
in

a
rife

rita
n
o
n

è
c
o
m

m
itte

d

⇒
T
e
rm

in
a
z
io

n
e

d
e
l
p
ro

c
e
sso

•
V
io

la
z
io

n
e

d
i
p
ro

te
z
io

n
e

⇒
T
e
rm

in
a
z
io

n
e

d
e
l
p
ro

c
e
sso

•
S
c
rittu

ra
su

u
n
a

p
a
g
in

a
c
o
n
d
iv

isa

⇒
C
o
p
y
-o

n
-w

rite
su

u
n
a

p
a
g
in

a
re

se
rv

e
d

•
C
re

sc
ita

d
e
llo

sta
c
k

⇒
A
llo

c
a
z
io

n
e

d
i
u
n
a

p
a
g
in

a
a
z
z
e
ra

ta

•
L
a

p
a
g
in

a
rife

rita
è

sa
lv

a
ta

m
a

n
o
n

a
ttu

a
lm

e
n
te

c
a
ric

a
ta

in
m

e
m

o
ria

⇒
il

v
e
ro

p
a
g
e

fa
u
lt:

p
a
g
e
in

d
e
lla

p
a
g
in

a
m

a
n
c
a
n
te

4
2
0

A
lg

o
rit

m
o

d
i
rim

p
ia

z
z
a
m

e
n
t
o

d
i
p
a
g
in

a

L
a

p
a
g
in

a
z
io

n
e

è
b
a
sa

ta
su

l
m

o
d
e
llo

d
e
l
W

o
rk

in
g

S
e
t

•
o
g
n
i
p
ro

c
e
sso

h
a

u
n
a

d
im

.
m

in
im

a
e

m
a
ssim

a
(n

o
n

so
n
o

lim
iti

h
a
rd

)

•
T
u
tti

i
p
ro

c
e
ssi

in
iz
ia

n
o

c
o
n

lo
ste

sso
m

in
e

m
a
x

(risp
.

2
0
-5

0
e

4
5
-3

4
5
,
in

p
ro

p
o
rz

io
n
e

a
lla

R
A
M

;
m

o
d
ifi

c
a
b
ile

d
a
ll’a

d
m

in
)

•
A
d

u
n

p
a
g
e

fa
u
lt:

–
se

w
s

<
m

a
x
,
la

p
a
g
in

a
v
ie

n
e

a
llo

c
a
ta

e
d

a
g
g
iu

n
ta

a
l
w
o
rk

in
g

se
t.

–
se

w
s

>
m

a
x
,
u
n
a

p
a
g
in

a
v
ittim

a
v
ie

n
e

sc
e
lta

n
e
l
w
o
rk

in
g

se
t

(p
o
litic

a
d
i

rim
p
ia

z
z
a
m

e
n
to

lo
c
a
le

)

•
I
lim

iti
p
o
sso

n
o

c
a
m

b
ia

re
n
e
l
te

m
p
o
:

se
u
n

p
ro

c
e
sso

sta
p
a
g
in

a
n
d
o

tro
p
p
o

(th
ra

sh
in

g
lo

c
a
le

),
il

su
o

m
a
x

v
ie

n
e

a
u
m

e
n
ta

to

•
v
e
n
g
o
n
o

m
a
n
te

n
u
te

se
m

p
re

lib
e
re

a
lm

e
n
o

5
1
2

p
a
g
in

e

4
2
1

L
e

p
a
g
in

e
a
llo

c
a
te

v
e
n
g
o
n
o

p
re

le
v
a
te

d
a
lla

fre
e

list
:

•
o
g
n
i
se

c
o
n
d
o

p
a
rte

u
n

th
re

a
d

d
e
l
k
e
rn

e
l
(b

a
la

n
c
e

se
t

m
a
n
a
g
e
r
)

•
se

la
fre

e
list

è
tro

p
p
o

c
o
rta

,
p
a
rte

il
w
o
rk

in
g

se
t

m
a
n
a
g
e
r

c
h
e

e
sa

m
in

a
i

w
o
rk

in
g

se
ts

p
e
r

lib
e
ra

re
p
a
g
in

e

–
p
rim

a
i
p
ro

c
e
ssi

p
iù

g
ra

n
d
i
e

id
le

d
a

p
iù

te
m

p
o
;
il

p
ro

c
e
sso

in
fo

re
g
ro

u
n
d

è
c
o
n
sid

e
ra

to
p
e
r
u
ltim

o

–
se

u
n

p
ro

c
e
sso

h
a

w
s

<
m

in
o

h
a

a
v
u
to

m
o
lti

p
a
g
e

fa
u
lt

re
c
e
n
te

m
e
n
te

,

v
ie

n
e

sa
lta

to

–
a
ltrim

e
n
ti

u
n
a

o
p
iù

p
a
g
in

e
v
e
n
g
o
n
o

rim
o
sse

•
si

rip
e
te

se
m

p
re

p
iù

a
g
g
re

ssiv
a
m

e
n
te

fi
n
c
h
é

la
fre

e
list

rito
rn

a
a
c
c
e
tta

b
ile

•
a
n
c
h
e

p
a
rte

d
e
l
k
e
rn

e
l
p
u
ò

e
sse

re
p
a
g
in

a
ta

•
E
v
e
n
tu

a
lm

e
n
te

u
n

w
s

p
u
ò

sc
e
n
d
e
re

so
tto

il
m

in

•
n
o
n

e
siste

c
o
m

p
le

to
sw

a
p
o
u
t

d
i
p
ro

c
e
ssi

S
is
t
e
m

i
d
i
I/

O

•
In

c
re

d
ib

ile
v
a
rie

tà
d
i
d
isp

o
sitiv

i
d
i
I/

O

•
G

ro
sso

la
n
a
m

e
n
te

,
tre

c
a
te

g
o
rie

H
u
m

a
n

re
a
d
a
b
le

:
o
rie

n
ta

te
a
ll’in

te
ra

z
io

n
e

c
o
n

l’u
te

n
te

.
E
s.:

te
rm

in
a
le

,

m
o
u
se

M
a
c
h
in

e
re

a
d
a
b
le

:
a
d
a
tte

a
lla

c
o
m

u
n
ic

a
z
io

n
e

c
o
n

la
m

a
c
c
h
in

a
.

E
s.:

d
i-

sc
o
,
n
a
stro

C
o
m

u
n
ic
a
z
io

n
e
:

a
d
a
tte

a
lla

c
o
m

u
n
ic

a
z
io

n
e

tra
c
a
lc

o
la

to
ri.

E
s.:

m
o
d
e
m

,

sc
h
e
d
e

d
i
re

te
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L
iv
e
lli

d
i
a
s
t
ra

z
io

n
e

•
P
e
r

u
n

in
g
e
g
n
e
re

,
u
n

d
isp

o
sitiv

o
è

u
n

in
sie

m
e

d
i

c
irc

u
ite

ria
e
le

ttro
n
ic

a
,

m
e
c
c
a
n
ic

a
,
te

m
p
o
riz

z
a
z
io

n
i,

c
o
n
tro

lli,
c
a
m

p
i
m

a
g
n
e
tic

i,
o
n
d
e
,
.
.
.

•
Il

p
ro

g
ra

m
m

a
to

re
h
a

u
n
a

v
isio

n
e

fu
n
z
io

n
a
le

:
v
u
o
le

sa
p
e
re

c
o
sa

fa
u
n

d
isp

o
-

sitiv
o
,
e

c
o
m

e
fa

rg
lie

lo
fa

re
,
m

a
n
o
n

g
li

in
te

re
ssa

sa
p
e
re

c
o
m

e
lo

fa
.

•
V
e
ro

in
p
a
rte

a
n
c
h
e

p
e
r
il

siste
m

a
o
p
e
ra

tiv
o
:

sp
e
sso

i
d
e
tta

g
li

d
i
p
iù

b
a
sso

liv
e
llo

v
e
n
g
o
n
o

n
a
sc

o
sti

d
a
l
c
o
n
tro

lle
r.

•
(A

n
c
h
e

se
u
ltim

a
m

e
n
te

si
v
e
d
o
n
o

se
m

p
re

p
iù

d
isp

o
sitiv

i
a

c
o
n
tro

llo
so

ft-

w
a
re

.
.
.
)

•
T
u
tta

v
ia

n
e
lla

p
ro

g
e
tta

z
io

n
e

d
e
l
so

ftw
a
re

d
i
I/

O
è

n
e
c
e
ssa

rio
te

n
e
re

p
re

se
n
te

d
e
i
p
rin

c
ip

i
g
e
n
e
ra

li
d
i
I/

O

4
2
3

D
is
p
o
s
it
iv
i
a

b
lo

c
c
h
i
e

a
c
a
ra

t
t
e
re

S
u
d
d
iv

isio
n
e

lo
g
ic

a
n
e
l
m

o
d
o

d
i
a
c
c
e
sso

:

•
D

isp
o
sitiv

i
a

b
lo

c
c
h
i:

p
e
rm

e
tto

n
o

l’a
c
c
e
sso

d
ire

tto
a
d

u
n

in
sie

m
e

fi
n
ito

d
i

b
lo

c
c
h
i
d
i
d
im

e
n
sio

n
e

c
o
sta

n
te

.
Il

tra
sfe

rim
e
n
to

è
stru

ttu
ra

to
a

b
lo

c
c
h
i.

E
se

m
p
io

:
d
isc

h
i.

•
D

isp
o
sitiv

i
a

c
a
ra

tte
re

:
g
e
n
e
ra

n
o

o
a
c
c
e
tta

n
o

u
n
o

stre
a
m

d
i

d
a
ti,

n
o
n

stru
ttu

ra
ti.

N
o
n

p
e
rm

e
tto

n
o

in
d
iriz

z
a
m

e
n
to

.
E
se

m
p
io

:
ta

stie
ra

•
C
i
so

n
o

d
isp

o
sitiv

i
c
h
e

e
su

la
n
o

d
a

q
u
e
ste

c
a
te

g
o
rie

(e
s.

tim
e
r),

o
c
h
e

so
n
o

d
iffi

c
ili

d
a

c
la

ssifi
c
a
re

(n
a
stri).

4
2
4

C
o
m

u
n
ic
a
z
io

n
e

C
P
U
-I/

O

C
o
n
c
e
tti

c
o
m

u
n
i:

p
o
rta

,
b
u
s

(d
a
isy

c
h
a
in

o
a
c
c
e
sso

d
ire

tto
c
o
n
d
iv

iso
),

c
o
n
tro

lle
r

expansion bus

P
C

I bus

disk

disk

disk

disk

disk

disk

disk

disk

S
C

S
I controller

SCSI bus

cache

m
em

ory

processor

bridge/m
em

ory
controller

m
onitorID

E
 disk controller

expansion bus interface

graphics controller

keyboard

parallel
port

serial
port

4
2
5

C
o
m

u
n
ic
a
z
io

n
e

C
P
U
-I/

O
(
c
o
n
t
)

D
u
e

m
o
d
i
p
e
r

c
o
m

u
n
ic

a
re

c
o
n

il
(c

o
n
tro

lle
r

d
e
l)

d
isp

o
sitiv

o

•
in

sie
m

e
d
i
istru

z
io

n
i
d
i
I/

O
d
e
d
ic

a
te

:
fa

c
ili

d
a

c
o
n
tro

lla
re

,
m

a
im

p
o
ssib

ili
d
a

u
sa

re
a

liv
e
llo

u
te

n
te

(si
d
e
v
e

p
a
ssa

re
se

m
p
re

p
e
r

il
k
e
rn

e
l)

•
I/

O
m

a
p
p
a
to

in
m

e
m

o
ria

:
u
n
a

p
a
rte

d
e
llo

sp
a
z
io

in
d
iriz

z
i
è

c
o
lle

g
a
to

a
i

re
g
istri

d
e
l
c
o
n
tro

lle
r.

P
iù

e
ffi

c
ie

n
te

e
fl
e
ssib

ile
.

Il
c
o
n
tro

llo
è

d
e
le

g
a
to

a
lle

te
c
n
ic

h
e

d
i
g
e
stio

n
e

d
e
lla

m
e
m

o
ria

(se
e
siste

),
e
s:

p
a
g
in

a
z
io

n
e
.

•
I/

O
se

p
a
ra

to
in

m
e
m

o
ria

:
u
n

se
g
m

e
n
to

a
p
a
rte

d
istin

to
d
a
llo

sp
a
z
io

in
d
iriz

z
i

è
c
o
lle

g
a
to

a
i
re

g
istri

d
e
l
c
o
n
tro

lle
r.

4
2
6



Tw
o address

O
ne address space

Tw
o address spaces

M
em

ory

I/O
 ports

0xFFFF…0
(a)

(b)
(c)

M
o
d
i
d
i
I/

O

S
e
n
z
a

in
t
e
rru

p
t

C
o
n

in
t
e
rru

p
t

t
ra

s
fe

rim
e
n
t
o

a
t
t
ra

-

v
e
rs

o
il

p
ro

c
e
s
s
o
re

P
ro

g
ra

m
m

e
d

I/
O

In
te

rru
p
t-d

riv
e
n

I/
O

t
ra

s
fe

rim
e
n
t
o

d
ire

t
-

t
o

I/
O

-m
e
m

o
ria

D
M

A
,
D

V
M

A

P
ro

g
ra

m
m

e
d

I/
O

(
I/

O
a

in
t
e
rro

g
a
z
io

n
e

c
ic
lic

a
)
:

Il
p
ro

c
e
sso

re
m

a
n
d
a

u
n

c
o
m

a
n
d
o

d
i
I/

O
,
e

p
o
i
a
tte

n
d
e

c
h
e

l’o
p
e
ra

z
io

n
e

sia
te

rm
in

a
ta

,
te

sta
n
d
o

lo
sta

to

d
e
l
d
isp

o
sitiv

o
c
o
n

u
n

lo
o
p

b
u
sy

-w
a
it

(p
o
llin

g
).

E
ffi

c
ie

n
te

so
lo

se
la

v
e
lo

c
ità

d
e
l
d
isp

o
sitiv

o
è

p
a
ra

g
o
n
a
b
ile

c
o
n

q
u
e
lla

d
e
lla

C
P
U
.

4
2
7

I/
O

a
in

t
e
rru

p
t

Il
p
ro

c
e
sso

re
m

a
n
d
a

u
n

c
o
m

a
n
d
o

d
i
I/

O
;

il
p
ro

c
e
sso

v
ie

n
e

so
sp

e
so

.
Q

u
a
n
d
o

l’I/
O

è
te

rm
in

a
to

,
u
n

in
te

rru
p
t

se
g
n
a
la

c
h
e

i
d
a
ti

so
n
o

p
ro

n
ti

e
il

p
ro

c
e
sso

p
u
ò

e
sse

re
rip

re
so

.
N
e
l
fra

tte
m

p
o
,
la

C
P
U

p
u
ò

m
a
n
d
a
re

in
e
se

c
u
z
io

n
e

a
ltri

p
ro

c
e
ssi

o
a
ltri

th
re

a
d

d
e
llo

ste
sso

p
ro

c
e
sso

.

V
e
tto

re
d
i
in

te
rru

p
t:

ta
b
e
lla

c
h
e

a
sso

c
ia

a
d

o
g
n
i

in
te

rru
p
t

l’in
d
iriz

z
o

d
i

u
n
a

c
o
rrisp

o
n
d
e
n
te

ro
u
tin

e
d
i
g
e
stio

n
e
.

G
li

in
te

rru
p
t

v
e
n
g
o
n
o

u
sa

ti
a
n
c
h
e

p
e
r

in
d
ic

a
re

e
c
c
e
z
io

n
i

(e
.g

.,
d
iv

isio
n
e

p
e
r

z
e
ro

)

4
2
8

C
P

U
 executing

checks for interrupts betw
een instructions

C
P

U
 receiving interrupt,

transfers control to
interrupt handler

 
initiates I/O

 

device driver initiates
I/O

interrupt handler
processes data,

returns from
 interrupt

input ready, output
com

plete, or error

generates interrupt
signal

C
P

U
 resum

es
processing of

interrupted task

7

1

2

3

4

56

C
P

U
I/O

 controller



D
ire

c
t

M
e
m

o
ry

A
c
c
e
s
s

•
R
ic

h
ie

d
e

u
n

c
o
n
tro

lle
r

D
M

A

•
Il

tra
sfe

rim
e
n
to

a
v
v
ie

n
e

d
ire

tta
m

e
n
te

tra
il

d
isp

o
sitiv

o
d
i
I/

O
e

la
m

e
m

o
ria

fi
sic

a
,
b
y
p
a
ssa

n
d
o

la
C
P
U
.

•
Il

c
a
n
a
le

d
i
D

M
A

c
o
n
te

n
d
e

a
lla

C
P
U

l’a
c
c
e
sso

a
l
b
u
s
d
i
m

e
m

o
ria

:
so

ttra
z
io

n
e

d
i
c
ic

li
(c

y
c
le

ste
a
lin

g
).

•
V
a
ria

n
te

:
D

ire
c
t

V
irtu

a
l

M
e
m

o
ry

A
c
c
e
ss:

l’a
c
c
e
sso

d
ire

tto
a
v
v
ie

n
e

a
llo

sp
a
z
io

in
d
iriz

z
i
v
irtu

a
le

d
e
l
p
ro

c
e
sso

,
e

n
o
n

a
q
u
e
llo

fi
sic

o
.

E
se

m
p
io

sim
ile

:

A
G

P
(m

a
p
p
a
tu

ra
a
ttra

v
e
rso

la
G

A
R
T

,
G

ra
p
h
ic

A
d
d
re

ss
R
e
lo

c
a
tio

n
T
a
b
le

)

4
2
9

1.	device driver is told to 
transfer disk data to 
buffer at address X

4.	disk controller sends 
each byte to D

M
A

 
controller

6.	w
hen C

 = 0, D
M

A
 

interrupts C
P

U
 to signal 

transfer com
pletion

2.	device driver tells disk 
controller to transfer C

 
bytes from

 disk to buffer 
at address X

5.	D
M

A
 controller transfers 

bytes to buffer X
, 

increasing m
em

ory 
address and decreasing 
C

 until C
 = 0

3.	disk controller initiates 
D

M
A

 transfer
ID

E
 disk controller

x
D

M
A

/bus/interrupt
controller

disk

disk

disk

disk

buffer
m

em
ory

C
P

U
 m

em
ory bus

P
C

I bus

cache

C
P

U

G
e
s
t
io

n
e

d
e
g
li

in
t
e
rru

p
t

C
P

U
Interrupt
controller

3. C
P

U
 acks

    interrupt

2. C
ontroller 

    issues
    interrupt

1. D
evice is finished

D
isk

K
eyboard

P
rinter

C
lock

B
us

126

9
34

8
5

7

1
11

2
10

4
3
0

G
e
s
t
io

n
e

d
e
g
li

in
t
e
rru

p
t

•
Q

u
a
n
d
o

a
rriv

a
u
n

in
te

rru
p
t,

b
iso

g
n
a

sa
lv

a
re

lo
sta

to
d
e
lla

C
P
U
:

–
S
u

u
n
a

c
o
p
ia

d
e
i

re
g
istri:

g
li

in
te

rru
p
t

n
o
n

p
o
sso

n
o

e
sse

re
a
n
n
id

a
ti,

n
e
a
n
c
h
e

p
e
r

q
u
e
lli

a
p
rio

rità
m

a
g
g
io

re

–
S
u

u
n
o

sta
c
k
:

∗
q
u
e
llo

in
sp

a
z
io

u
te

n
te

p
o
rta

p
ro

b
le

m
i
d
i
sic

u
re

z
z
a

e
p
a
g
e

fa
u
lt

∗
q
u
e
llo

d
e
l
k
e
rn

e
l
p
u
ò

p
o
rta

re
o
v
e
rh

e
a
d

p
e
r
la

M
M

U
e

la
c
a
c
h
e

4
3
1



G
e
s
t
io

n
e

d
e
g
li

in
t
e
rru

p
t

e
C
P
U

a
v
a
n
z
a
t
e

•
L
e

C
P
U

c
o
n

p
ip

e
lin

e
h
a
n
n
o

g
ro

ssi
p
ro

b
le

m
i:

il
P
C

n
o
n

id
e
n
tifi

c
a

n
e
tta

m
e
n
te

il
p
u
n
to

in
c
u
i
rip

re
n
d
e
re

l’e
se

c
u
z
io

n
e

—
a
n
z
i,

p
u
n
ta

a
lla

p
ro

ssim
a

istru
z
io

n
e

d
a

m
e
tte

re
n
e
lla

p
ip

e
lin

e
.

•
A
n
c
o
ra

p
e
g
g
io

p
e
r

le
su

p
e
rsc

a
la

ri:
le

istru
z
io

n
i

p
o
sso

n
o

e
sse

re
g
ià

sta
te

e
se

g
u
ite

,
m

a
fu

o
ri

o
rd

in
e
!

c
o
sa

sig
n
ifi

c
a

il
P
C

a
llo

ra
?

Fetch
unit

Fetch
unit

Fetch
unit

D
ecode
unit

D
ecode
unit

E
xecute
unit

E
xecute
unit

E
xecute
unit

E
xecute
unit

D
ecode
unit

H
olding

buffer

(a)
(b)

4
3
2

In
t
e
rru

z
io

n
i
p
re

c
is
e

•
U
n
a

in
te

rru
z
io

n
e

è
p
re

c
isa

se
:

–
Il

P
C

è
sa

lv
a
to

in
u
n

p
o
sto

n
o
to

–
T

U
T

T
E

le
istru

z
io

n
i

p
re

c
e
d
e
n
ti

a
q
u
e
lla

p
u
n
ta

ta
d
a
l

P
C

so
n
o

sta
te

e
se

g
u
ite

C
O

M
P
L
E
T
A
M

E
N
T

E

–
N
E
S
S
U
N
A

istru
z
io

n
e

su
c
c
e
ssiv

a
a

q
u
e
lla

p
u
n
ta

ta
d
a
l
P
C

è
sta

ta
e
se

g
u
ita

(m
a

p
o
sso

n
o

e
sse

re
sta

te
in

iz
ia

te
)

–
L
o

sta
to

d
e
ll’e

se
c
u
z
io

n
e

d
e
ll’istru

z
io

n
e

p
u
n
ta

ta
d
a
l
P
C

è
n
o
to

•
S
e

u
n
a

m
a
c
c
h
in

a
h
a

in
te

rru
z
io

n
i
im

p
re

c
ise

:

–
è

d
iffi

c
ile

rip
re

n
d
e
re

e
sa

tta
m

e
n
te

l’e
se

c
u
z
io

n
e

in
h
a
rd

w
a
re

.

–
la

C
P
U

riv
e
rsa

tu
tto

lo
sta

to
in

te
rn

o
su

llo
sta

c
k

e
la

sc
ia

c
h
e

sia
il

S
O

a

c
a
p
ire

c
o
sa

d
e
v
e

e
sse

re
fa

tto
a
n
c
o
ra

–
R
a
lle

n
ta

la
ric

e
z
io

n
e

d
e
ll’in

te
rru

p
t
e

il
rip

ristin
o

d
e
ll’e

se
c
u
z
io

n
e
⇒

g
ra

n
d
i

la
te

n
z
e
.
.
.

4
3
3

•
A
v
e
re

in
te

rru
z
io

n
i
p
re

c
ise

è
c
o
m

p
le

sso

–
la

C
P
U

d
e
v
e

te
n
e
re

tra
c
c
ia

d
e
llo

sta
to

in
te

rn
o
:

h
a
rd

w
a
re

c
o
m

p
le

sso
,

m
e
n
o

sp
a
z
io

p
e
r

c
a
c
h
e

e
re

g
istri

–
“
sv

u
o
ta

re
”

le
p
ip

e
lin

e
p
rim

a
d
i
se

rv
ire

l’in
te

rru
p
t:

a
u
m

e
n
ta

la
la

te
n
z
a
,

e
n
tra

n
o

b
o
lle

(m
e
g
lio

a
v
e
re

p
ip

e
lin

e
c
o
rte

).

•
P
e
n
tiu

m
P
ro

e
su

c
c
e
ssiv

i,
P
o
w
e
rP

C
,
A
M

D
K

6
-II,

U
ltra

S
P
A
R
C
,
A
lp

h
a

h
a
n
n
o

in
te

rru
p
t

p
re

c
isi

(m
a

n
o
n

tu
tti),

m
e
n
tre

IB
M

3
6
0

h
a

in
te

rru
p
t

im
p
re

c
isi

E
v
o
lu

z
io

n
e

d
e
ll’I/

O

1
.

Il
p
ro

c
e
sso

re
c
o
n
tro

lla
d
ire

tta
m

e
n
te

l’h
a
rd

w
a
re

d
e
l
d
isp

o
sitiv

o

2
.

S
i
a
g
g
iu

n
g
e

u
n

c
o
n
tro

lle
r,

c
h
e

v
ie

n
e

g
u
id

a
to

d
a
l
p
ro

c
e
sso

re
c
o
n

P
IO

3
.

Il
c
o
n
tro

lle
r
v
ie

n
e

d
o
ta

to
d
i
lin

e
e

d
i
in

te
rru

p
t;

I/
O

in
te

rru
p
t

d
riv

e
n

4
.

Il
c
o
n
tro

lle
r
v
ie

n
e

d
o
ta

to
d
i
D

M
A

5
.

Il
c
o
n
tro

lle
r
d
iv

e
n
ta

u
n

p
ro

c
e
sso

re
a

sé
sta

n
te

,
c
o
n

u
n

se
t

d
e
d
ic

a
to

d
i
istru

-

z
io

n
i.

Il
p
ro

c
e
sso

re
in

iz
ia

liz
z
a

il
P
C

d
e
l
p
ro

c
e
sso

re
d
i
I/

O
a
d

u
n

in
d
iriz

z
o

in

m
e
m

o
ria

,
e

a
v
v
ia

la
c
o
m

p
u
ta

z
io

n
e
.

Il
p
ro

c
e
sso

re
p
u
ò

c
o
s̀ı

p
ro

g
ra

m
m

a
re

le

o
p
e
ra

z
io

n
i
d
i
I/

O
.
E
s:

sc
h
e
d
e

g
ra

fi
c
h
e

6
.

Il
c
o
n
tro

lle
r

h
a

u
n
a

C
P
U

e
u
n
a

p
ro

p
ria

m
e
m

o
ria

—
è

u
n

c
a
lc

o
la

to
re

c
o
m

-

p
le

to
.

E
s:

te
rm

in
a
l
c
o
n
tro

lle
r,

sc
h
e
d
a

g
ra

fi
c
a

a
c
c
e
le

ra
ta

,
.
.
.

T
ip

ic
a
m

e
n
te

in
u
n

siste
m

a
d
i
c
a
lc

o
lo

so
n
o

p
re

se
n
ti

p
iù

tip
i
d
i
I/

O
.

4
3
4



In
t
e
rfa

c
c
ia

d
i
I/

O
p
e
r
le

a
p
p
lic

a
z
io

n
i

•
È

n
e
c
e
ssa

rio
a
v
e
re

u
n

tra
tta

m
e
n
to

u
n
ifo

rm
e

d
e
i
d
isp

o
sitiv

i
d
i
I/

O

•
L
e

c
h
ia

m
a
te

d
i
siste

m
a

d
i
I/

O
in

c
a
p
su

la
n
o

il
c
o
m

p
o
rta

m
e
n
to

d
e
i
d
isp

o
sitiv

i

in
a
lc

u
n
i
tip

i
g
e
n
e
ra

li

•
L
e

e
ff
e
ttiv

e
d
iff

e
re

n
z
e

tra
i
d
isp

o
sitiv

i
so

n
o

c
o
n
te

n
u
te

n
e
i
d
riv

e
r,

m
o
d
u
li

d
e
l

k
e
rn

e
l
d
e
d
ic

a
ti

a
c
o
n
tro

lla
re

o
g
n
i
d
iv

e
rso

d
isp

o
sitiv

o
.

4
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kernel

hardware software

S
C

S
I

device
driver

keyboard
device
driver

m
ouse

device
driver

• • •

• • •

• • •

P
C

I bus
device
driver

floppy
device
driver

ATA
P

I
device
driver

S
C

S
I

device
controller

keyboard
device

controller

m
ouse

device
controller

P
C

I bus
device

controller

floppy
device

controller

ATA
P

I
device

controller

S
C

S
I

devices
keyboard

m
ouse

P
C

I bus
floppy-disk

drives

ATA
P

I
devices
(disks,
tapes,
drives)

kernel I/O
 subsystem

In
t
e
rfa

c
c
ia

d
i
I/

O
p
e
r
le

a
p
p
lic

a
z
io

n
i
(
c
o
n
t
.)

•
L
e

c
h
ia

m
a
te

d
i
siste

m
a

ra
g
g
ru

p
p
a
n
o

tu
tti

i
d
isp

o
sitiv

i
in

p
o
c
h
e

c
la

ssi
g
e
n
e
-

ra
li,

u
n
ifo

rm
a
n
d
o

i
m

o
d
i
d
i
a
c
c
e
sso

.
S
o
lita

m
e
n
te

so
n
o
:

–
I/

O
a

b
lo

c
c
h
i

–
I/

O
a

c
a
ra

tte
re

–
a
c
c
e
sso

m
a
p
p
a
to

in
m

e
m

o
ria

–
so

c
k
e
t

d
i
re

te

•
S
p
e
sso

è
d
isp

o
n
ib

ile
u
n
a

sy
sc

a
ll

“
sc

a
p
p
a
to

ia
”
,
d
o
v
e

si
fa

rie
n
tra

re
tu

tto
c
iò

c
h
e

n
o
n

e
n
tra

n
e
i
c
a
si

p
re

c
e
d
e
n
ti

(e
s.:

io
c
tl

d
i
U
N
IX

)

•
E
se

m
p
io

:
i
tim

e
r
e

o
ro

lo
g
i
h
a
rd

w
a
re

e
su

la
n
o

d
a
lle

c
a
te

g
o
rie

p
re

c
e
d
e
n
ti

–
F
o
rn

ire
te

m
p
o

c
o
rre

n
te

,
te

m
p
o

tra
sc

o
rso

–
u
n

tim
e
r
p
ro

g
ra

m
m

a
b
ile

si
u
sa

p
e
r

te
m

p
o
riz

z
a
z
io

n
i,

tim
e
o
u
t,

in
te

rru
p
t

–
in

U
N
IX

,
q
u
e
ste

p
a
rtic

o
la

rità
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iù

v
e
lo

c
e

–
U
n
a

c
a
c
h
e

è
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.

I
d
riv

e
r
d
e
v
o
n
o

e
sse

re
rie

n
tra

n
ti:

a
m

e
tà

d
i
u
n
a

e
se

c
u
z
io

n
e
,
p
u
ò

e
sse

re
la

n
c
ia

ta

u
n
a

n
u
o
v
a

e
se

c
u
z
io

n
e
.

I
d
riv

e
r

n
o
n

p
o
sso

n
o

e
se

g
u
ire

sy
ste

m
c
a
ll

(so
n
o

so
tto

),
m

a
p
o
sso

n
o

a
c
c
e
d
e
re

a
d

a
lc

u
n
e

fu
n
z
io

n
a
lità

d
e
l
k
e
rn

e
l
(e

s:
a
llo

c
a
z
io

n
e

m
e
m

o
ria

p
e
r

b
u
ff
e
r
d
i
I/

O
)

N
e
l
c
a
so

d
i
d
isp

o
sitiv

i
“
h
o
t
p
lu

g
”
:

g
e
stire

l’in
se

rim
e
n
to

/
d
isin

se
rim

e
n
to

a
c
a
ld

o
.
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S
o
ftw

a
re

d
i
I/

O
in

d
ip

e
n
d
e
n
t
e

d
a
i
d
is
p
o
s
it
iv
i

Im
p
le

m
e
n
ta

le
fu

n
z
io

n
a
lità

c
o
m

u
n
i
a

tu
tti

i
d
isp

o
sitiv

i
(d

i
u
n
a

c
e
rta

c
la

sse
):

•
fo

rn
ire

u
n
’in

te
rfa

c
c
ia

u
n
ifo

rm
e

p
e
r

i
d
riv

e
r

a
i
liv

e
lli

su
p
e
rio

ri
(fi

le
sy

ste
m

,

so
ftw

a
re

a
liv

e
llo

u
te

n
te

)

•
B
u
ff
e
riz

z
a
z
io

n
e

d
e
ll’I/

O

•
S
e
g
n
a
la

z
io

n
e

d
e
g
li

e
rro

ri

•
A
llo

c
a
z
io

n
e

e
rila

sc
io

d
i
d
isp

o
sitiv

i
a
d

a
c
c
e
sso

d
e
d
ic

a
to

•
U
n
ifo

rm
iz
z
a
z
io

n
e

d
e
lla

d
im

e
n
sio

n
e

d
e
i
b
lo

c
c
h
i
(b

lo
c
c
o

lo
g
ic

o
)
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In
t
e
rfa

c
c
ia

m
e
n
t
o

u
n
ifo

rm
e

•
V
ie

n
e

fa
c
ilita

to
se

a
n
c
h
e

l’in
te

rfa
c
c
ia

d
e
i
d
riv

e
r
è

sta
n
d
a
rd

iz
z
a
ta

O
perating system

O
perating system

D
isk driver

P
rinter driver

K
eyboard driver

D
isk driver

P
rinter driver

K
eyboard driver

(a)
(b)

•
G

li
sc

ritto
ri

d
e
i
d
riv

e
r
h
a
n
n
o

u
n
a

sp
e
c
ifi

c
a

d
i
c
o
sa

d
e
v
o
n
o

im
p
le

m
e
n
ta

re

•
D

e
v
e

o
ff
rire

a
n
c
h
e

u
n

m
o
d
o

d
i
d
e
n
o
m

in
a
z
io

n
e

u
n
ifo

rm
e
,
fl
e
ssib

ile
e

g
e
n
e
ra

le

•
Im

p
le

m
e
n
ta

re
u
n

m
e
c
c
a
n
ism

o
d
i
p
ro

te
z
io

n
e

p
e
r

g
li

stra
ti

u
te

n
te

(stre
tta

-

m
e
n
te

le
g
a
to

a
l
m

e
c
c
a
n
ism

o
d
i
d
e
n
o
m

in
a
z
io

n
e
)
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E
s
e
m

p
io

d
i
in

t
e
rfa

c
c
ia

p
e
r
i
d
riv

e
r

In
L
in

u
x

u
n

d
riv

e
r
im

p
le

m
e
n
ta

(a
lc

u
n
e

d
e
lle

)
fu

n
z
io

n
i
sp

e
c
ifi

c
a
te

d
a
lla

stru
ttu

ra

f
i
l
e
_
o
p
e
r
a
t
i
o
n
s

s
t
r
u
c
t

f
i
l
e
_
o
p
e
r
a
t
i
o
n
s

{
s
t
r
u
c
t

m
o
d
u
l
e

*
o
w
n
e
r
;

l
o
f
f
_
t

(
*
l
l
s
e
e
k
)

(
s
t
r
u
c
t

f
i
l
e

*
,

l
o
f
f
_
t
,

i
n
t
)
;

s
s
i
z
e
_
t

(
*
r
e
a
d
)

(
s
t
r
u
c
t

f
i
l
e

*
,

c
h
a
r
*
,

s
i
z
e
_
t
,

l
o
f
f
_
t

*
)
;

s
s
i
z
e
_
t

(
*
w
r
i
t
e
)

(
s
t
r
u
c
t

f
i
l
e

*
,

c
o
n
s
t

c
h
a
r

*
,
s
i
z
e
_
t
,

l
o
f
f
_
t

*
)
;

i
n
t

(
*
r
e
a
d
d
i
r
)

(
s
t
r
u
c
t

f
i
l
e

*
,
v
o
i
d

*
,

f
i
l
l
d
i
r
_
t
)
;

u
n
s
i
g
n
e
d

i
n
t
(
*
p
o
l
l
)

(
s
t
r
u
c
t

f
i
l
e

*
,
s
t
r
u
c
t

p
o
l
l
_
t
a
b
l
e
_
s
t
r
u
c
t

*
)
;

i
n
t

(
*
i
o
c
t
l
)

(
s
t
r
u
c
t

i
n
o
d
e

*
,
s
t
r
u
c
t

f
i
l
e

*
,

u
n
s
i
g
n
e
d

i
n
t
,

u
n
s
i
g
n
e
d

l
o
n
g
)
;

i
n
t

(
*
m
m
a
p
)

(
s
t
r
u
c
t

f
i
l
e

*
,

s
t
r
u
c
t

v
m
_
a
r
e
a
_
s
t
r
u
c
t

*
)
;

i
n
t

(
*
o
p
e
n
)

(
s
t
r
u
c
t

i
n
o
d
e

*
,
s
t
r
u
c
t

f
i
l
e

*
)
;

i
n
t

(
*
f
l
u
s
h
)

(
s
t
r
u
c
t

f
i
l
e

*
)
;

i
n
t

(
*
r
e
l
e
a
s
e
)

(
s
t
r
u
c
t

i
n
o
d
e

*
,

s
t
r
u
c
t

f
i
l
e

*
)
;

i
n
t

(
*
f
s
y
n
c
)

(
s
t
r
u
c
t

f
i
l
e

*
,
s
t
r
u
c
t

d
e
n
t
r
y

*
,

i
n
t

d
a
t
a
s
y
n
c
)
;

i
n
t

(
*
f
a
s
y
n
c
)

(
i
n
t
,

s
t
r
u
c
t

f
i
l
e

*
,
i
n
t
)
;

i
n
t

(
*
l
o
c
k
)

(
s
t
r
u
c
t

f
i
l
e

*
,

i
n
t
,

s
t
r
u
c
t

f
i
l
e
_
l
o
c
k

*
)
;

s
s
i
z
e
_
t

(
*
r
e
a
d
v
)

(
s
t
r
u
c
t

f
i
l
e

*
,

c
o
n
s
t

s
t
r
u
c
t

i
o
v
e
c

*
,
u
n
s
i
g
n
e
d

l
o
n
g
,

l
o
f
f
_
t

*
)
;

s
s
i
z
e
_
t

(
*
w
r
i
t
e
v
)

(
s
t
r
u
c
t

f
i
l
e
*
,

c
o
n
s
t

s
t
r
u
c
t

i
o
v
e
c

*
,

u
n
s
i
g
n
e
d

l
o
n
g
,

l
o
f
f
_
t

*
)
;

s
s
i
z
e
_
t

(
*
s
e
n
d
p
a
g
e
)

(
s
t
r
u
c
t

f
i
l
e

*
,
s
t
r
u
c
t

p
a
g
e

*
,

i
n
t
,

s
i
z
e
_
t
,

l
o
f
f
_
t

*
,

i
n
t
)
;

u
n
s
i
g
n
e
d

l
o
n
g
(
*
g
e
t
_
u
n
m
a
p
p
e
d
_
a
r
e
a
)
(
s
t
r
u
c
t

f
i
l
e

*
,

u
n
s
i
g
n
e
d

l
o
n
g
,

u
n
s
i
g
n
e
d

l
o
n
g
,

u
n
s
i
g
n
e
d

l
o
n
g
,

u
n
s
i
g
n
e
d

l
o
n
g
)
;

}
;

4
4
9



E
se

m
p
io

:
le

o
p
e
ra

z
io

n
i
d
i
u
n

te
rm

in
a
le

(u
n
a

se
ria

le
)

s
t
a
t
i
c
s
t
r
u
c
t
f
i
l
e
_
o
p
e
r
a
t
i
o
n
s
t
t
y
_
f
o
p
s
=

{

l
l
s
e
e
k
:

n
o
_
l
l
s
e
e
k
,

r
e
a
d
:

t
t
y
_
r
e
a
d
,

w
r
i
t
e
:

t
t
y
_
w
r
i
t
e
,

p
o
l
l
:

t
t
y
_
p
o
l
l
,

i
o
c
t
l
:

t
t
y
_
i
o
c
t
l
,

o
p
e
n
:

t
t
y
_
o
p
e
n
,

r
e
l
e
a
s
e
:

t
t
y
_
r
e
l
e
a
s
e
,

f
a
s
y
n
c
:

t
t
y
_
f
a
s
y
n
c
,

}
;

s
t
a
t
i
c
s
s
i
z
e
_
t
t
t
y
_
r
e
a
d
(
s
t
r
u
c
t
f
i
l
e
*
f
i
l
e
,
c
h
a
r
*

b
u
f
,
s
i
z
e
_
t
c
o
u
n
t
,

l
o
f
f
_
t
*
p
p
o
s
)

{.
.
.

r
e
t
u
r
n
i
;

}

B
u
ff
e
riz

z
a
z
io

n
e

•
N
o
n

b
u
ff
e
riz

z
a
to

:
in

e
ffi

c
ie

n
te

•
B
u
ff
e
riz

z
a
z
io

n
e

in
sp

a
z
io

u
te

n
te

:
p
ro

b
le

m
i
c
o
n

la
m

e
m

o
ria

v
irtu

a
le

•
B
u
ff
e
riz

z
a
z
io

n
e

in
k
e
rn

e
l:

b
iso

g
n
a

c
o
p
ia

re
i
d
a
ti,

c
o
n

b
lo

c
c
o

d
e
ll’I/

O
n
e
l

fra
tte

m
p
o
.

•
D

o
p
p
ia

b
u
ff
e
riz

z
a
z
io

n
e

U
ser process

U
ser

space

K
ernel

space

2
2

1
1

3

M
odem

M
odem

M
odem

M
odem

(a)
(b)

(c)
(d)

4
5
0

B
u
ff
e
riz

z
a
z
io

n
e

(
c
o
n
t
.)

P
e
rm

e
tte

d
i
d
isa

c
c
o
p
p
ia

re
la

c
h
ia

m
a
ta

d
i
siste

m
a

d
i
sc

rittu
ra

c
o
n

l’ista
n
te

d
i

e
ff
e
ttiv

a
u
sc

ita
d
e
i
d
a
ti

(o
u
tp

u
t

a
sin

c
ro

n
o
).

2 1
54

3

U
ser process

N
etw

ork

N
etw

ork
controller

U
ser

space

K
ernel

space

E
c
c
e
ssiv

o
u
so

d
e
lla

b
u
ff
e
riz

z
a
z
io

n
e

in
c
id

e
su

lle
p
re

sta
z
io

n
i

4
5
1

G
e
s
t
io

n
e

d
e
g
li

e
rro

ri

•
E
rro

ri
d
i
p
ro

g
ra

m
m

a
z
io

n
e
:

il
p
ro

g
ra

m
m

a
to

re
c
h
ie

d
e

q
u
a
lc

o
sa

d
i
im

p
o
ssib

i-

le
/
in

c
o
n
siste

n
te

(sc
riv

e
re

su
u
n

C
D

-R
O

M
,
se

e
k
a
re

u
n
a

se
ria

le
,
a
c
c
e
d
e
re

a
d

u
n

d
isp

o
sitiv

o
n
o
n

in
sta

lla
to

,
e
tc

.)

A
z
io

n
e
:

a
b
o
rtire

la
c
h
ia

m
a
ta

,
se

g
n
a
la

n
d
o

l’e
rro

re
a
l
c
h
ia

m
a
n
te

.

•
E
rro

ri
d
e
l
d
isp

o
sitiv

o
.

D
ip

e
n
d
e

d
a
l
d
isp

o
sitiv

o

–
S
e

tra
n
sito

ri:
c
e
rc

a
re

d
i
rip

e
te

re
le

o
p
e
ra

z
io

n
i
fi
n
o

a
c
h
e

l’e
rro

re
v
ie

n
e

su
p
e
ra

to
(re

te
c
o
n
g
e
stio

n
a
ta

)

–
A
b
o
rtire

la
c
h
ia

m
a
ta

:
a
d
a
tto

p
e
r

situ
a
z
io

n
i
n
o
n

in
te

ra
ttiv

e
,
o

p
e
r

e
rro

ri

n
o
n

re
c
u
p
e
ra

b
ili.

Im
p
o
rta

n
te

la
d
ia

g
n
o
stic

a
.

–
F
a
r

in
te

rv
e
n
ire

l’u
te

n
te

/
o
p
e
ra

to
re

:
a
d
a
tto

p
e
r

situ
a
z
io

n
i

rip
a
ra

b
ili

d
a

in
te

rv
e
n
to

e
ste

rn
o

(e
s.:

m
a
n
c
a

la
c
a
rta

).
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S
o
ftw

a
re

d
i
I/

O
a

liv
e
llo

u
t
e
n
t
e

•
N
o
n

g
e
stisc

e
d
ire

tta
m

e
n
te

l’I/
O

;
si

o
c
c
u
p
a
n
o

so
p
ra

ttu
tto

d
i
fo

rm
a
tta

z
io

n
e
,

g
e
stio

n
e

d
e
g
li

e
rro

ri,
lo

c
a
liz

z
a
z
io

n
e
.
.
.

•
D

ip
e
n
d
o
n
o

sp
e
sso

d
a
l

lin
g
u
a
g
g
io

d
i

p
ro

g
ra

m
m

a
z
io

n
e
,

e
n
o
n

d
a
l

siste
m

a

o
p
e
ra

tiv
o

•
E
se

m
p
io

:
la

p
r
i
n
t
f
,
la

S
y
s
t
e
m
.
o
u
t
.
p
r
i
n
t
l
n
,
e
tc

.

•
R
e
a
liz

z
a
to

a
n
c
h
e

d
a

p
ro

c
e
ssi

d
i
siste

m
a
,
c
o
m

e
i
d
e
m

o
n
i
d
i
sp

o
o
lin

g
.
.
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T
ra

d
u
z
io

n
i
d
e
lle

ric
h
ie

s
t
e

d
i
I/

O
in

o
p
e
ra

z
io

n
i
h
a
rd

w
a
re

•
E
se

m
p
io

:
le

g
g
e
re

d
a
ti

d
a

u
n

fi
le

su
d
isc

o

–
D

e
te

rm
in

a
re

q
u
a
le

d
isp

o
sitiv

o
c
o
n
tie

n
e

il
fi
le

–
T
ra

d
u
rre

il
n
o
m

e
d
e
l
fi
le

n
e
lla

ra
p
p
re

se
n
ta

z
io

n
e

d
e
l
d
isp

o
sitiv

o

–
L
e
g
g
e
re

fi
sic

a
m

e
n
te

i
d
a
ti

d
a
l
d
isc

o
in

u
n

b
u
ff
e
r

–
R
e
n
d
e
re

i
d
a
ti

d
isp

o
n
ib

ile
p
e
r
il

p
ro

c
e
sso

–
R
ito

rn
a
re

il
c
o
n
tro

llo
a
l
p
ro

c
e
sso

•
P
a
rte

d
i
q
u
e
sta

tra
d
u
z
io

n
e

a
v
v
ie

n
e

n
e
l
fi
le

sy
ste

m
,

il
re

sto
n
e
l
siste

m
a

d
i

I/
O

.
E
s.:

U
n
ix

ra
p
p
re

se
n
ta

i
d
isp

o
sitiv

i
c
o
n

d
e
i
fi
le

“
sp

e
c
ia

li”
(in

/
d
e
v
)

e

c
o
p
p
ie

d
i
n
u
m

e
ri

(m
a
jo

r,m
in

o
r)

•
A
lc

u
n
i
siste

m
i
(e

g
.

U
n
ix

m
o
d
e
rn

i)
p
e
rm

e
tto

n
o

a
n
c
h
e

la
c
re

a
z
io

n
e

d
i
lin

e
e

d
i
d
a
ti

c
u
sto

m
iz
z
a
te

tra
il

p
ro

c
e
sso

e
i
d
isp

o
sitiv

i
h
a
rd

w
a
re

(S
T

R
E
A
M

S
).

4
5
4

E
s
e
c
u
z
io

n
e

d
i
u
n
a

ric
h
ie

s
t
a

d
i
I/

O

request I/O
I/O

 com
pleted,

input data available, or
output com

pleted

transfer data (if appropriate) to process,
return com

pletion or error code

determ
ine w

hich I/O
 com

pleted,
indicate state change to I/O

 subsystem

receive interrupt,
store data in device driver buffer if input,

signal to unblock device driver

I/O
 com

pleted,
generate interrupt

no

process request,
issue com

m
ands to controller,

configure controller to
block until interrupted

m
onitor device,

interrupt w
hen I/O

 com
pleted

can already
satisfy request?

send request to device driver,
block process if appropriate

user
process

yes

kernel
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r
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i
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ttu
re

a
llo

c
a
te

n
e
ll’a

p
e
rtu

ra

L
e
t
t
u
ra

:
d
a
to

u
n

fi
le

e
u
n

p
u
n
ta

to
re

d
i
p
o
siz

io
n
e
,

i
d
a
ti

d
a

le
g
g
e
re

v
e
n
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o
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o

tra
sfe

riti
d
a
l
m

e
d
ia

in
u
n

b
u
ff
e
r
in

m
e
m

o
ria
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S
c
rit

t
u
ra
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d
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to

u
n

fi
le

e
u
n

p
u
n
ta

to
re

d
i
p
o
siz

io
n
e
,
i
d
a
ti
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a

sc
riv

e
re

v
e
n
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o
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o

tra
sfe

riti
su
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e
d
ia

A
p
p
e
n
d
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v
e
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n
e

p
a
rtic

o
la

re
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rittu
ra

R
ip

o
s
iz
io

n
a
m

e
n
t
o

(
s
e
e
k
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:

n
o
n

c
o
m

p
o
rta

o
p
e
ra

z
io
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i
d
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O

T
ro

n
c
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m

e
n
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o
:

a
z
z
e
ra
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la

lu
n
g
h
e
z
z
a
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i

u
n

fi
le
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m

a
n
te

n
e
n
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o

tu
tti

g
li
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u
ti

L
e
t
t
u
ra

d
e
i
m

e
t
a
d
a
t
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le
g
g
e
re
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in

fo
rm

a
z
io

n
i
c
o
m

e
n
o
m

e
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tim

e
sta

m
p
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e
tc
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c
rit
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u
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m
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d
ifi

c
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re
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z
io
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i
c
o
m

e
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m

e
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tim

e
sta

m
p
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ro

-

te
z
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n
e
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e
tc
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T
a
b
e
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e
i
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le

a
p
e
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i

Q
u
e
ste

o
p
e
ra
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io

n
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ie

d
o
n
o

la
c
o
n
o
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e
n
z
a

d
e
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in
fo

rm
a
z
io

n
i
c
o
n
te

n
u
te

n
e
lle

d
ire

c
to

ry.
P
e
r
e
v
ita

re
d
i
a
c
c
e
d
e
re

c
o
n
tin

u
a
m

e
n
te

a
lle

d
ir,

si
m

a
n
tie

n
e
in

m
e
m

o
ria

u
n
a

ta
b
e
lla

d
e
i
fi
le

a
p
e
rti.

D
u
e

n
u
o
v
e

o
p
e
ra

z
io

n
i
su

i
fi
le
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A
p
e
rtu

ra
:
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llo

c
a
z
io

n
e

d
i

u
n
a

stru
ttu

ra
in

m
e
m

o
ria

(fi
le

d
e
sc

rip
to

r
o

fi
le

c
o
n
tro

l
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lo

c
k
)

c
o
n
te

n
e
n
te

le
in

fo
rm
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io
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u
a
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o
u
n

fi
le

•
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iu
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tra
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rim

e
n
to
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o
g
n
i
d
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to
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m
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m

o
ria
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l
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o
sitiv

o
,
e

d
e
a
llo

c
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n
e
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e
l
fi
le

d
e
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rip
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c
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fi
le
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p
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sso

c
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P
u
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u
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te
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le

ttu
ra

/
sc

rittu
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C
o
n
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d
e
i
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le

a
p
e
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q
u
a
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ti
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ro

c
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o

u
tiliz

z
a
n
d
o
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P
o
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n
e
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l
d
isc

o

5
2
8



M
e
t
o
d
i
d
i
a
c
c
e
s
s
o
:

a
c
c
e
s
s
o

s
e
q
u
e
n
z
ia

le

•
U
n

p
u
n
ta

to
re

m
a
n
tie

n
e

la
p
o
siz

io
n
e

c
o
rre

n
te

d
i
le

ttu
ra

/
sc

rittu
ra

•
S
i
p
u
ò
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c
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c
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ò

e
sse

re
sp

o
sta

to
in

q
u
a
lu

n
q
u
e

p
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p
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=
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re
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c
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ti,
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b
lo
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c
o
rd
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d
e
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e
ro

fi
le

•
L
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ric
e
rc

a
a
v
v
ie

n
e

p
rim

a
su

ll’in
d
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e
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o
rto
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e

d
a

q
u
i
si

risa
le

a
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b
lo

c
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o

•
Im

p
le

m
e
n
ta

b
ile

a
liv

e
llo

a
p
p
lic

a
z
io

n
e
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te

rm
in

i
d
i
fi
le

a
d

a
c
c
e
sso

d
ire

tto

•
U
su

a
le

su
m

a
in

fra
m

e
(IB

M
,
V
M

S
),

d
a
ta

b
a
se

s.
.
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/*
File

copy
program

.E
rror

checking
and

reporting
is

m
inim

al.* /

#include
<sys/types.h>

/*
include

necessary
headerfiles* /

#include
<fcntl.h>

#include
<stdlib.h>

#include
<unistd.h>

intm
ain(intargc,char* argv[]);

/*
A

N
S

Iprototype
* /

#define
B

U
F

_
S

IZE
4096

/*
use

a
buffer

size
of4096

bytes* /
#define

O
U

TP
U

T
_

M
O

D
E

0700
/*

protection
bits

for
outputfile

* /

intm
ain(intargc,char* argv[])

{
intin

_
fd,out_

fd,rd
_

count,w
t_

count;
char

buffer[B
U

F
_

S
IZE

];

if(argc
!=

3)
exit(1);

/*
syntax

error
ifargc

is
not3

* /

/*
O

pen
the

inputfile
and

create
the

outputfile
* /

in
_

fd
=

open(argv[1],O
_

R
D

O
N

LY
);

/*
open

the
source

file
* /

if(in
_

fd
<

0)
exit(2);

/*
ifitcannotbe

opened,exit* /
out_

fd
=

creat(argv[2],O
U

TP
U

T
_

M
O

D
E

);
/*

create
the

destination
file

* /
if(out_

fd
<

0)
exit(3);

/*
ifitcannotbe

created,exit* /

/*
C

opy
loop

* /
w

hile
(TR

U
E

)
{

rd
_

count=
read(in

_
fd,buffer,B

U
F

_
S

IZE
);/*

read
a

block
ofdata

* /
if(rd

_
count<=

0)
break;

/*
ifend

offile
or

error,exitloop
* /

w
t_

count=
w

rite(out_
fd,buffer,rd

_
count);/*

w
rite

data
* /

if(w
t_

count<=
0)

exit(4);
/*

w
t_

count<=
0

is
an

error* /
}/*

C
lose

the
files* /

close(in
_

fd);
close(out_

fd);
if(rd

_
count==

0)
/*

no
error

on
lastread

* /
exit(0);

else
exit(5);

/*
error

on
lastread

* /
}
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le
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n
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o
li

sim
ili

a
lla

g
e
stio

n
e

d
e
lla

m
e
m

o
ria

.

D
ata

(a)

P
rogram


text

P
rogram


text

abc

xyz
D

ata

(b)

•
R
e
la

tiv
a
m

e
n
te

se
m

p
lic

e
d
a

im
p
le

m
e
n
ta

re
in

siste
m

i
se

g
m

e
n
ta

ti
(c

o
n

o
se

n
z
a

p
a
g
in

a
z
io

n
e
):

il
fi
le

v
ie

n
e

v
isto

c
o
m

e
a
re

a
d
i
sw

a
p

p
e
r
il

se
g
m

e
n
to

m
a
p
p
a
to

•
N
o
n

se
rv

o
n
o

c
h
ia

m
a
te

d
i
siste

m
a
r
e
a
d

e
w
r
i
t
e
,
so

lo
u
n
a
m
m
a
p

•
P
ro

b
le

m
i

–
lu

n
g
h
e
z
z
a

d
e
l
fi
le

n
o
n

n
o
ta

a
l
siste

m
a

o
p
e
ra

tiv
o

–
a
c
c
e
sso

c
o
n
d
iv

iso
c
o
n

m
o
d
a
lità

d
iv

e
rse

–
lu

n
g
h
e
z
z
a

d
e
l
fi
le

m
a
g
g
io

re
risp

e
tto

a
lla

d
im

e
n
sio

n
e

m
a
ssim

a
d
e
i
se

g
-

m
e
n
ti.
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D
ire

c
t
o
ry

•
U
n
a

d
ire

c
to

ry
è

u
n
a

c
o
lle

z
io

n
e

d
i
n
o
-

d
i

c
o
n
te

n
e
n
te

in
fo

rm
a
z
io

n
i

su
i

fi
le

(m
e
ta

d
a
ti)

•
S
ia

la
d
ire

c
to

ry
c
h
e

i
fi
le

risie
d
o
n
o

su
d
isc

o
•

O
p
e
ra

z
io

n
i
su

u
n
a

d
ire

c
to

ry

–
R
ic

e
rc

a
d
i
u
n

fi
le

–
C
re

a
z
io

n
e

d
i
u
n

fi
le

–
C
a
n
c
e
lla

z
io

n
e

d
i
u
n

fi
le

–
L
istin

g
–

R
in

o
m

in
a

d
i
u
n

fi
le

–
N
a
v
ig

a
z
io

n
e

d
e
l
fi
le

sy
ste

m

F2
F1

F4
F3

Fn

D
irectory

Files
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O
rg

a
n
iz
z
a
z
io

n
e

lo
g
ic
a

d
e
lle

d
ire

c
t
o
ry

L
e

d
ire

c
to

ry
d
e
v
o
n
o

e
sse

re
o
rg

a
n
iz
z
a
te

p
e
r

o
tte

n
e
re

•
e
ffi

c
ie

n
z
a
:

lo
c
a
liz

z
a
re

ra
p
id

a
m

e
n
te

i
fi
le

•
n
o
m

i
m

n
e
m

o
n
ic

i:
c
o
m

o
d
i
p
e
r

l’u
te

n
te

–
fi
le

d
iff

e
re

n
ti

p
o
sso

n
o

a
v
e
re

lo
ste

sso
n
o
m

e

–
p
iù

n
o
m

i
p
o
sso

n
o

e
sse

re
d
a
ti

a
llo

ste
sso

fi
le

•
R
a
g
g
ru

p
p
a
m

e
n
to

:
fi
le

lo
g
ic

a
m

e
n
te

c
o
lle

g
a
ti

d
e
v
o
n
o

e
sse

re
ra

c
c
o
lti

a
ssie

m
e

(e
.g

.,
i
p
ro

g
ra

m
m

i
in

C
,
i
g
io

c
h
i,

i
fi
le

d
i
u
n

d
a
ta

b
a
se

,
.
.
.
)

5
3
5

T
ip

i
d
i
d
ire

c
t
o
ry

:
u
n
ic
a

(
“
fl
a
t
”
)

•
U
n
a

so
la

d
ire

c
to

ry
p
e
r
tu

tti
g
li

u
te

n
ti

test
data

m
ail

cont
hex

records
cat

bo
a

directory

files

•
P
ro

b
le

m
a

d
i
ra

g
g
ru

p
p
a
m

e
n
to

e
d
e
n
o
m

in
a
z
io

n
e

•
O

b
so

le
ta

•
V
a
ria

n
te

:
a

d
u
e

liv
e
lli

(u
n
a

d
ire

c
to

ry
p
e
r

o
g
n
i
u
te

n
te

)
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T
ip

i
d
i
d
ire

c
t
o
ry

:
a
d

a
lb

e
ro

root
spell

bin
program

s

p
e

m
ail

stat
m

ail
dist

find
count

hex
reorder

prog

list

copy
prt

exp
reorder

list
find

hex
count

obj
spell

all
last

first
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7

D
ire

c
t
o
ry

a
d

a
lb

e
ro

(
c
o
n
t
.)

•
R
ic

e
rc

a
e
ffi

c
ie

n
te

•
R
a
g
g
ru

p
p
a
m

e
n
to

•
D

ire
c
to

ry
c
o
rre

n
te

(w
o
rk

in
g

d
ire

c
to

ry
):

p
ro

p
rie

tà
d
e
l
p
ro

c
e
sso

–
c
d

/
h
o
m

e
/
m

ic
u
la

n
/
src

/
C

–
c
a
t

h
w

.c

•
N
o
m

i
a
sso

lu
ti

o
re

la
tiv

i

•
L
e

o
p
e
ra

z
io

n
i
su

fi
le

e
d
ire

c
to

ry
(le

ttu
ra

,
c
re

a
z
io

n
e
,
c
a
n
c
e
lla

z
io

n
e
,
.
.
.
)

so
n
o

re
la

tiv
e

a
lla

d
ire

c
to

ry
c
o
rre

n
te
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E
se

m
p
io

:
se

la
d
ir

c
o
rre

n
te

è
/
s
p
e
l
l
/
m
a
i
l

m
k
d
ir

c
o
u
n
t

c
re

a
la

situ
a
z
io

n
e

c
o
rre

n
te

count

m
ail

prog
exp

copy
prt

•
C
a
n
c
e
lla

n
d
o
m
a
i
l

si
c
a
n
c
e
lla

l’in
te

ro
so

tto
a
lb

e
ro

D
ire

c
t
o
ry

a
g
ra

fo
a
c
ic
lic

o
(
D

A
G

)

F
ile

e
so

tto
d
ire

c
to

ry
p
o
sso

n
o

e
sse

re
c
o
n
d
iv

ise
d
a

p
iù

d
ire

c
to

ry

D
u
e

n
o
m

i
d
iff

e
re

n
ti

p
e
r

lo

ste
sso

fi
le

(a
lia

sin
g
)

P
o
ssib

ilità
d
i

p
u
n
ta

to
ri

“
d
a
n
-

g
lin

g
”
.

S
o
lu

z
io

n
i

•
P
u
n
ta

to
ri

a
ll’in

d
ie

tro
,

p
e
r

c
a
n
c
e
lla

re
tu

tti
i

p
u
n
ta

to
-

ri.
P
ro

b
le

m
a
tic

i
p
e
rc

h
é

la

d
im

e
n
sio

n
e

d
e
i
re

c
o
rd

n
e
lle

d
ire

c
to

ry
è

v
a
ria

b
ile

.

•
P
u
n
ta

to
ri

a
d
a
isy

c
h
a
in

•
C
o
n
ta

to
ri

d
i

p
u
n
ta

to
ri

p
e
r

o
g
n
i
fi
le

(U
N
IX

)

root
spell

dict

count
w

ords
list

list
all

w
countlist

rade
w
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D
ire

c
t
o
ry

a
g
ra
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root
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avi

book
m

ail
unhex

text
m

ail
count

book

avi
count

jim

hyp

unhex
hex
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0

I
c
ic

li
so

n
o

p
ro

b
le

m
a
tic

i
p
e
r
la

•
V
isita

:
a
lg

o
ritm

i
c
o
sto

si
p
e
r

e
v
ita

re
lo

o
p

in
fi
n
iti

•
C
a
n
c
e
lla

z
io

n
e
:

c
re

a
z
io

n
e

d
i
g
a
rb

a
g
e

S
o
lu

z
io

n
i:

•
P
e
rm

e
tte

re
so

lo
lin

k
a

fi
le

(U
N
IX

p
e
r

i
lin

k
h
a
rd

)

•
D
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ò

se
rv

ire
a

p
rio

ri

5
5
3

•
T
ra

d
u
z
io

n
e

d
a
ll’in

d
iriz

z
o

lo
g
ic

o
a

q
u
e
llo

fi
sic

o
(p

e
r

b
lo

c
c
h
i
d
a

5
1
2

b
y
te

):

QR
L

A
/512

–
Il

b
lo

c
c
o

d
a

a
c
c
e
d
e
re

=
Q

+
b
lo

c
c
o

d
i
p
a
rte

n
z
a

–
O

ff
se

t
a
ll’in

te
rn

o
d
e
l
b
lo

c
c
o

=
R



A
llo

c
a
z
io

n
e

c
o
n
c
a
t
e
n
a
t
a

O
g
n
i
fi
le

è
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è
u
n
a

lista

•
B
-tre

e
:

a
lb

e
ro

b
in

a
rio

b
ila

n
c
ia

to

–
ric

e
rc

a
b
in

a
ria

–
a
b
b
a
ssa

i
te

m
p
i
d
i
a
c
c
e
sso

–
b
iso

g
n
a

m
a
n
te

n
e
re

il
b
ila

n
c
ia

m
e
n
to

5
6
5



E
ffi

c
ie

n
z
a

e
p
e
rfo

rm
a
n
c
e

D
ip

e
n
d
e

d
a

•
a
lg

o
ritm

i
d
i
a
llo

c
a
z
io

n
e

sp
a
z
io

d
isc

o
e

g
e
stio

n
e

d
ire

c
to

ry

•
tip

o
d
i
d
a
ti

c
o
n
te

n
u
ti

n
e
lle

d
ire

c
to

ry

•
g
ra

n
d
e
z
z
a

d
e
i
b
lo

c
c
h
i

–
b
lo

c
c
h
i
p
ic

c
o
li

p
e
r
a
u
m

e
n
ta

re
l’e

ffi
c
ie

n
z
a

(m
e
n
o

fra
m

m
e
n
ta

z
io

n
e

in
te

rn
a
)

–
b
lo

c
c
h
i
g
ra

n
d
i
p
e
r

a
u
m

e
n
ta

re
le

p
e
rfo

rm
a
n
c
e

–
e

b
iso

g
n
a

te
n
e
re

c
o
n
to

a
n
c
h
e

d
e
lla

p
a
g
in

a
z
io

n
e
!

5
6
6

S
u
lla

d
im

e
n
s
io

n
e

d
e
i
b
lo

c
c
h
i

C
o
n
sid

e
ria

m
o

q
u
e
sto

c
a
so

:
u
n

d
isc

o
c
o
n

•
1
3
1
0
7
2

b
y
te

p
e
r

tra
c
c
ia

•
te

m
p
o

d
i
ro

ta
z
io

n
e

=
8
.3

3
m

se
c

•
se

e
k

tim
e

=
1
0

m
se

c

Il
te

m
p
o

p
e
r
le

g
g
e
re

u
n

b
lo

c
c
o

d
i

k
b
y
te

è
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riu
sa

to
a

b
re

v
e
?

in
ta

l
c
a
so

,
v
ie

n
e

m
e
sso

in
fo

n
d
o

a
lla

lista
.

–
il

b
lo

c
c
o

è
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ò

e
s-

se
re

c
o
m

p
o
sto

in
re

a
ltà
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ti,

q
.b

.

–
E
s:

u
n

fi
le

d
a

1
8
0
0
0

b
y
te

o
c
c
u
p
a

2
b
lo

c
c
h
i
d
a

8
K

e
1

d
a

2
K

(n
o
n

p
ie

n
o
)

•
R
id

u
c
e

la
fra

m
m

e
n
ta

z
io

n
e

in
te

rn
a

e
a
u
m

e
n
ta

la
v
e
lo

c
ità

d
i
I/

O

•
L
a

d
im

e
n
sio

n
e

d
e
l
b
lo

c
c
o

e
d
e
l
fra

m
m

e
n
to

so
n
o

im
p
o
sta

ti
a
lla

c
re

a
z
io

n
e

d
e
l
fi
le

sy
ste

m
:

–
se

c
i
sa

ra
n
n
o

m
o
lti

fi
le

p
ic

c
o
li,

m
e
g
lio

u
n

fra
g
m

e
n
t

p
ic

c
o
lo

–
se

c
i
sa

ra
n
n
o

g
ro

ssi
fi
le

d
a

tra
sfe

rire
sp

e
sso

,
m

e
g
lio

u
n

b
lo

c
c
o

g
ra

n
d
e

–
il

ra
p
p
o
rto

m
a
x

è
8
:1

.
T

ip
ic

a
m

e
n
te

,
4
K

:5
1
2

o
p
p
u
re

8
K

:1
K

.

5
8
6

E
s
e
m

p
io

d
i
fi
le

s
y
s
t
e
m

fi
s
ic
o
:

U
n
ix

F
ile

S
y
s
t
e
m

(
C
o
n
t
)

•
S
i
in

tro
d
u
c
e

u
n
a

c
a
c
h
e

d
i
d
ire

c
to

ry
p
e
r
a
u
m

e
n
ta

re
l’e

ffi
c
ie

n
z
a

d
i
tra

d
u
z
io

n
e

•
S
u
d
d
iv

isio
n
e

d
e
l
d
isc

o
in

c
ilin

d
ri,

o
g
n
u
n
o

d
e
i
q
u
a
li

c
o
n

il
p
ro

p
rio

su
p
e
rb

lo
c
k
,

ta
b
e
lla

d
e
g
li

in
o
d
e
,
d
a
ti.

Q
u
a
n
d
o

p
o
ssib

ile
,
si

a
llo

c
a
n
o

i
b
lo

c
c
h
i
n
e
llo

ste
sso

g
ru

p
p
o

d
e
ll’in

o
d
e
.

In
q
u
e
sto

m
o
d
o

si
rid

u
c
e

il
te

m
p
o

d
i
se

e
k

d
a
i
m

e
ta

d
a
ti

a
i
d
a
ti.



E
s
e
m

p
io

d
i
fi
le

s
y
s
t
e
m

fi
s
ic
o
:

E
X
T

2

B
oot

B
lock group 0

S
uper–    G

roup
block     descriptor

B
lock group 1

B
lock

bitm
ap

D
ata

blocks
I–node
bitm

ap
I–nodes

B
lock group 2

B
lock group 3

B
lock group 4

...







•
D

e
riv

a
to

d
a

B
e
rk

le
y

F
a
st

F
ile

S
y
ste

m
(U

F
S
)

•
B
lo

c
c
h
i
tu

tti
d
e
lla

ste
ssa

d
im

e
n
sio

n
e

(1
K

-4
K

)

•
S
u
d
d
iv

isio
n
e

d
e
l
d
isc

o
in

g
ru

p
p
i

d
i
8
1
9
2

b
lo

c
c
h
i,

m
a

n
o
n

se
c
o
n
d
o

la
g
e
o
-

m
e
tria

fi
sic

a
d
e
l
d
isc

o

•
Il

su
p
e
rb

lo
c
k

(b
lo

c
c
o

0
)

c
o
n
tie

n
e

in
fo

rm
a
z
io

n
i
v
ita

li
su

l
fi
le

sy
ste

m
(tip

o

d
i
fi
le

sy
ste

m
,

p
rim

o
in

o
d
e
,

n
u
m

e
ro

d
i
g
ru

p
p
i,

n
u
m

e
ro

d
i
b
lo

c
c
h
i
lib

e
ri

e

in
o
d
e
s

lib
e
ri,.

.
.
)

5
8
7

•
O

g
n
i

g
ru

p
p
o

h
a

u
n
a

c
o
p
ia

d
e
l

su
p
e
rb

lo
c
k
,

la
p
ro

p
ria

ta
b
e
lla

d
i

in
o
d
e

e

ta
b
e
lle

d
i
a
llo

c
a
z
io

n
e

b
lo

c
c
h
i
e

in
o
d
e

•
P
e
r
m

in
im

iz
z
a
re

g
li

sp
o
sta

m
e
n
ti

d
e
lla

te
stin

a
,
si

c
e
rc

a
d
i
a
llo

c
a
re

a
d

u
n

fi
le

b
lo

c
c
h
i
d
e
llo

ste
sso

g
ru

p
p
o

N
T

F
S
:
F
ile

S
y
s
t
e
m

d
i
W

in
d
o
w
s

N
T

/
2
K

/
X
P

•
U
n

fi
le

è
u
n

o
g
g
e
tto

stru
ttu

ra
to

c
o
stitu

ito
d
a

a
ttrib

u
ti.

•
O

g
n
i

a
ttrib

u
to

è
u
n
a

se
q
u
e
n
z
a

d
i

b
y
te

d
istin

ta
(stre

a
m

),
c
o
m

e
in

M
a
-

c
O

S
.
O

g
n
i
stre

a
m

è
in

p
ra

tic
a

u
n

fi
le

a
se

sta
n
te

(c
o
n

n
o
m

e
,
d
im

e
n
sio

n
i,

p
u
n
ta

to
ri,

e
tc

.).

•
L
’in

d
iriz

z
a
m

e
n
to

è
a

6
4

b
it.

•
T

ip
ic

a
m

e
n
te

,
c
i
so

n
o

b
re

v
i
stre

a
m

p
e
r

i
m

e
ta

d
a
ti

(n
o
m

e
,
a
ttrib

u
ti,

O
b
je

c
t

ID
)

e
u
n

lu
n
g
o

stre
a
m

p
e
r

i
v
e
ri

d
a
ti,

m
a

n
u
lla

v
ie

ta
a
v
e
re

p
iù

stre
a
m

d
i

d
a
ti

(e
s.

fi
le

se
rv

e
r
p
e
r
M

a
c
O

S
)

•
I
n
o
m

i
so

n
o

lu
n
g
h
i
fi
n
o

a
2
5
5

c
a
ra

tte
ri

U
n
ic

o
d
e
.

5
8
8

S
t
ru

t
t
u
ra

d
i
N
T

F
S

•
C
re

a
to

d
a

z
e
ro

,
in

c
o
m

p
a
tib

ile
a
ll’in

d
ie

tro
.

•
D

iv
e
rse

p
a
rtiz

io
n
i
p
o
sso

n
o

e
sse

re
u
n
ite

a
fo

rm
a
re

u
n

v
o
lu

m
e

lo
g
ic

o

•
H
a

u
n

m
e
c
c
a
n
ism

o
tra

n
sa

z
io

n
a
le

p
e
r
i
m

e
ta

d
a
ti

(lo
g
g
in

g
)

•
L
o

sp
a
z
io

v
ie

n
e

a
llo

c
a
to

a
c
lu

ste
r:

p
o
te

n
z
e

d
i
2

d
ip

e
n
d
e
n
ti

d
a
lla

d
im

e
n
sio

n
e

d
e
l
d
isc

o
(tra

5
1
2
b
y
te

e
4
K

).
A
ll’in

te
rn

o
d
i
u
n

v
o
lu

m
e
,
o
g
n
i
c
lu

ste
r

h
a

u
n

lo
g
ic

a
l
c
lu

ste
r
n
u
m

b
e
r.

5
8
9



M
a
s
t
e
r
F
ile

T
a
b
le

(
M

F
T

)

•
È

u
n

fi
le

d
i
re

c
o
rd

d
i
1
K

,
o
g
n
u
n
o

d
e
i
q
u
a
li

d
e
sc

riv
e

u
n

fi
le

o
u
n
a

d
ire

c
to

ry

•
P
u
ò

e
sse

re
c
o
llo

c
a
to

o
v
u
n
q
u
e
,
su

l
d
isc

o
,e

c
re

sc
e
re

se
c
o
n
d
o

n
e
c
e
ssità

•
Il

p
rim

o
b
lo

c
c
o

è
in

d
ic

a
to

n
e
l
b
o
o
t

b
lo

c
k
.

•
L
e

p
rim

e
1
6

e
n
try

d
e
sc

riv
o
n
o

l’M
F
T

ste
sso

e
il

v
o
lu

m
e

(a
n
a
lo

g
o

a
l
su

p
e
r-

b
lo

c
k

d
i
U
n
ix

).
In

d
ic

a
n
o

la
p
o
siz

io
n
e

d
e
lla

ro
o
t

d
ir,

il
b
o
o
tstra

p
lo

a
d
e
r,

il

lo
g
fi
le

,
sp

a
z
io

lib
e
ro

(g
e
stito

c
o
n

u
n
a

b
itm

a
p
).

.
.

•
O

g
n
i
re

c
o
rd

su
c
c
e
ssiv

o
è

u
n
o

h
e
a
d
e
r

se
g
u
ito

d
a

u
n
a

se
q
u
e
n
z
a

d
i
c
o
p
p
ie

(a
ttrib

u
to

h
e
a
d
e
r,v

a
lo

re
).

O
g
n
i
h
e
a
d
e
r

c
o
n
tie

n
e

il
tip

o
d
e
ll’a

ttrib
u
to

,
d
o
v
e

tro
v
a
re

il
v
a
lo

re
,
e

v
a
ri

fl
a
g
.

I
v
a
lo

ri
p
o
sso

n
o

se
g
u
ire

il
p
ro

p
rio

h
e
a
d
e
r

(re
sid

e
n
t

a
ttrib

u
te

)
o

e
sse

re
m

e
-

m
o
riz

z
a
ti

in
u
n

b
lo

c
c
o

se
p
a
ra

to
(n

o
n
re

sid
e
n
t

a
ttrib

u
te

)

5
9
0

))))))

))))))

))))))

))))))

))))))

16
15
14
13
12
11
109876543210

M
etadata files

1 K
B

First user file
(R

eserved for future use)
(R

eserved for future use)
(R

eserved for future use)
(R

eserved for future use)
$E

xtend	
E

xtentions: quotas,etc
$U

pcase	C
ase conversion table

$S
ecure	

S
ecurity descriptors for all files

$B
adC

lus	List of bad blocks
$B

oot	
B

ootstrap loader
$B

itm
ap	

B
itm

ap of blocks used
$	

R
oot directory

$A
ttrD

ef	
A

ttribute definitions
$Volum

e	
Volum

e file
$LogFile 	Log file to recovery
$M

ftM
irr	

M
irror copy of M

FT
$M

ft	
M

aster File Table


A
t
t
rib

u
t
i
d
e
i
fi
le

N
T

F
S

N
T

F
S

d
e
fi
n
isc

e
1
3

a
ttrib

u
ti

sta
n
d
a
rd

****************************************************************************
A

ttribute
D

escription

****************************************************************************
S

tandard
inform

ation
Flag

bits,tim
estam

ps,etc.

****************************************************************************
File

nam
e

File
nam

e
in

U
nicode;m

ay
be

repeated
for

M
S

-D
O

S
nam

e

****************************************************************************
S

ecurity
descriptor

O
bsolete.S

ecurity
inform

ation
is

now
in

$E
xtend$S

ecure

****************************************************************************
A

ttribute
list

Location
ofadditionalM

FT
records,ifneeded

****************************************************************************
O

bjectID
64-bitfile

identifier
unique

to
this

volum
e

****************************************************************************
R

eparse
point

U
sed

for
m

ounting
and

sym
bolic

links

****************************************************************************
V

olum
e

nam
e

N
am

e
ofthis

volum
e

(used
only

in
$V

olum
e)

****************************************************************************
V

olum
e

inform
ation

V
olum

e
version

(used
only

in
$V

olum
e)

****************************************************************************
Index

root
U

sed
for

directories

****************************************************************************
Index

allocation
U

sed
for

very
large

directories

****************************************************************************
B

itm
ap

U
sed

for
very

large
directories

****************************************************************************
Logged

utility
stream

C
ontrols

logging
to

$LogFile

****************************************************************************
D

ata
S

tream
data;m

ay
be

repeated

****************************************************************************

+,+�+�+�+�+�+�+�+�+�+�+�+�+�+�+�+�+�+
+,+�+�+�+�+�+�+�+�+�+�+�+�+�+�+�+�+�+

+,+�+�+�+�+�+�+�+�+�+�+�+�+�+�+�+�+�+
I
D

a
ta

c
o
n
te

n
o
n
o

i
v
e
ri

d
a
ti;

se
so

n
o

re
sid

e
n
ti,

il
fi
le

si
d
ic

e
“
im

m
e
d
ia

te
”
.5

9
1

F
ile

N
T

F
S

n
o
n

re
s
id

e
n
t
i

I
fi
le

n
o
n

im
m

e
d
ia

ti
si

m
e
m

o
riz

z
a
n
o

a
“
ru

n
”
:

se
q
u
e
n
z
e

d
i
b
lo

c
c
h
i
c
o
n
se

c
u
tiv

i.

N
e
l
re

c
o
rd

M
F
T

c
o
rrisp

o
n
d
e
n
te

c
i
so

n
o

i
p
u
n
ta

to
ri

a
i
p
rim

i
b
lo

c
c
h
i
d
i
o
g
n
i
ru

n
.

---
---

S
tandard

info header
File nam

e
header

D
ata

header
Info about data blocks

R
un #1

R
un #2

R
un #3

S
tandard

info
File nam

e

 

0
9

20
4

64
2

80
3


U

nused

D
isk blocks

B
locks num

bers
20-23

64-65
80-82

M
TF

record

R
ecord

header
H

eader

U
n

fi
le

d
e
sc

ritto
d
a

u
n

so
lo

M
F
T

re
c
o
rd

si
d
ic

e
sh

o
rt

(m
a

p
o
tre

b
b
e

n
o
n

e
sse

re

c
o
rto

p
e
r
n
ie

n
te

!)

5
9
2



F
ile

“
lo

n
g
”

S
e

il
fi
le

è
lu

n
g
o

o
m

o
lto

fra
m

m
e
n
ta

to
(e

s.
d
isc

o
fra

m
m

e
n
ta

to
),

p
o
sso

n
o

se
rv

ire

p
iù

d
i
u
n

re
c
o
rd

n
e
ll’M

F
T

.
P
rim

a
si

e
le

n
c
a
n
o

tu
tti

i
re

c
o
rd

a
g
g
iu

n
tiv

i,
e

p
o
i

se
g
u
o
n
o

i
p
u
n
ta

to
ri

a
i
ru

n
.

109
108

106
105

103
102

100

R
un #m

+1
R

un n

R
un #k+1

R
un m

M
FT 105

R
un #1

M
FT 108

R
un #k

..
S

econd extension record

First extension record

B
ase record

101

104

107

5
9
3

D
ire

c
t
o
ry

in
N
T

F
S

L
e

d
ire

c
to

ry
c
o
rte

v
e
n
g
o
n
o

im
p
le

m
e
n
ta

te
c
o
m

e
se

m
p
lic

i
liste

d
ire

tta
m

e
n
te

n
e
l

re
c
o
rd

M
F
T

.

///
///

S
tandard

info header
Index root

header

S
tandard

info
U

nused

R
ecord

header

A
 directory entry contains the M

FT index for the file, 
the length of the file nam

e, the file nam
e itself, 

and various fields and flags

D
ire

c
to

ry
p
iù

lu
n
g
h
e

so
n
o

im
p
le

m
e
n
ta

te
c
o
m

e
fi
le

n
o
n
re

sid
e
n
t

stru
ttu

ra
ti

a

B
+

tre
e
.

5
9
4

S
is
t
e
m

i
a

p
iù

p
ro

c
e
s
s
o
ri

A
u
m

e
n
to

d
e
lla

n
e
c
e
ssità

d
i
p
o
te

n
z
a

d
i
c
a
lc

o
lo

.

V
e
lo

c
ità

d
i
p
ro

p
a
g
a
z
io

n
e

d
e
l
se

g
n
a
le

(2
0

c
m

/
n
s)

im
p
o
n
e

lim
iti

stru
ttu

ra
li

a
l-

l’in
c
re

m
e
n
to

d
e
lla

v
e
lo

c
ità

d
e
i
p
ro

c
e
sso

ri
(e

s:
1
0
G

H
z
⇒

m
a
x

2
c
m

)

T
e
n
d
e
n
z
a

a
ttu

a
le

:
d
istrib

u
ire

il
c
a
lc

o
lo

tra
p
iù

p
ro

c
e
sso

ri.

p
ro

c
e
s
s
o
ri

s
t
re

t
t
a
m

e
n
t
e

a
c
c
o
p
p
ia

t
i
:

•
siste

m
i
m

u
ltip

ro
c
e
sso

re
:

c
o
n
d
iv

id
o
n
o

c
lo

c
k

e
m

e
m

o
ria

;
c
o
m

u
n
ic

a
z
io

n
e

a
ttra

v
e
rso

m
e
m

o
ria

c
o
n
d
iv

isa
:

U
M

A
(S

M
P
,
c
ro

ssb
a
r,

.
.
.
),

N
U
M

A
(C

C
-

N
U
M

A
,
N
C
-N

U
M

A
);

•
m

u
ltic

o
m

p
u
te

r:
c
o
m

u
n
ic

a
z
io

n
e

c
o
n

m
e
ssa

g
e

p
a
ssin

g
:

c
lu

ste
r,

C
O

W
S
.

p
ro

c
e
s
s
o
ri

d
e
b
o
lm

e
n
t
e

a
c
c
o
p
p
ia

t
i
:

n
o
n

c
o
n
d
iv

id
o
n
o

c
lo

c
k

e
/
o

m
e
m

o
ria

;
c
o
m

u
n
ic

a
n
o

a
ttra

v
e
rso

c
a
n
a
li

a
sin

c
ro

n
i
m

o
lto

p
iù

le
n
ti

•
S
iste

m
i
d
istib

u
iti:

re
ti.

5
9
5

M
u
lt
ip

ro
c
e
s
s
o
re

,
m

u
lt
ic
o
m

p
u
t
e
r,

s
is
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k
e
rn

e
l,

o
ssia

d
i
c
o
n
g
e
la

m
e
n
ti

d
e
l

siste
m

a

M
u
lt
ic
o
m

p
u
t
e
r

•
I
m

u
ltip

ro
c
e
sso

ri
so

n
o

c
o
m

o
d
i
p
e
rc

h
é
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:
in

d
iv

id
u
a
re

e
re

c
u
p
e
ra

re
i
fa

llim
e
n
ti

d
i
sin

g
o
li

n
o
d
i,

so
stitu

ire

n
o
d
i
d
ife

tto
si

•
C
o
m

u
n
ic

a
z
io

n
e
:

p
a
ssa

g
g
io

d
i
m

e
ssa

g
g
i
tra

p
ro

c
e
ssi

su
m

a
c
c
h
in

e
d
iv

e
rse

,

sim
ila

rm
e
n
te

a
q
u
a
n
to

su
c
c
e
d
e

lo
c
a
lm

e
n
te

.

6
1
1

C
o
n
fro

n
t
o

t
ra

i
v
a
ri

m
o
d
e
lli

p
a
ra

lle
li

000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
Item

M
ultiprocessor

M
ulticom

puter
D

istributed
S

ystem

000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
N

ode
configuration

C
P

U
C

P
U

,R
A

M
,netinterface

C
om

plete
com

puter

000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
N

ode
peripherals

A
llshared

S
hared

exc.m
aybe

disk
Fullsetper

node

000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
Location

S
am

e
rack

S
am

e
room

P
ossibly

w
orldw

ide

000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
Internode

com
m

unication
S

hared
R

A
M

D
edicated

interconnect
Traditionalnetw

ork

000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
O

perating
system

s
O

ne,shared
M

ultiple,
sam

e
P

ossibly
alldifferent

000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
File

system
s

O
ne,shared

O
ne,shared

E
ach

node
has

ow
n

000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
A

dm
inistration

O
ne

organization
O

ne
organization

M
any

organizations

000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000

121 1 1 1 1 1 1 1 1 1
121 1 1 1 1 1 1 1 1 1121 1 1 1 1 1 1 1 1 1
121 1 1 1 1 1 1 1 1 1
121 1 1 1 1 1 1 1 1 16

1
2

H
a
rd

w
a
re

d
e
i
s
is
t
e
m

i
d
is
t
rib

u
it
i:

L
A
N

e
W

A
N

L
A
N
:
c
o
p
re

p
ic

c
o
le

a
re

e
g
e
o
g
ra

fi
c
h
e

•
stru

ttu
ra

re
g
o
la

re
:

a
d

a
n
e
llo

,
a

ste
lla

o
a

b
u
s

•
V
e
lo

c
ità
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,
u
tiliz

z
a
re

e
te

r-

m
in

a
re

u
n

se
rv

iz
io

d
i
re

te
.

•
L
’im

p
le

m
e
n
ta

z
io

n
e

d
e
i

p
ro

to
c
o
lli

p
e
r

se
rv

iz
i

e
v
o
lu

ti
è

c
o
m

p
le

sso
;

v
ie

n
e

se
m

p
lifi

c
a
to

se
i
p
ro

to
c
o
lli

v
e
n
g
o
n
o

stra
tifi

c
a
ti

–
o
g
n
i
stra

to
d
e
llo

sta
c
k

(o
su

ite
)

im
p
le

m
e
n
ta

n
u
o
v
e

fu
n
z
io

n
a
lità

in
b
a
se

a
q
u
e
lli

so
tto

sta
n
ti

–
in

q
u
e
sto

m
o
d
o
,
si

o
ttie

n
e

m
a
g
g
io

re
m

o
d
u
la

rità
e

se
m

p
lic

ità
d
i
p
ro

g
e
t-

ta
z
io

n
e

e
re

a
liz

z
a
z
io

n
e
.

•
S
o
p
ra

ttu
tto

n
e
i
siste

m
i
d
istrib

u
iti,

è
fo

n
d
a
m

e
n
ta

le
se

g
u
ire

p
ro

to
c
o
lli

sta
n
-

d
a
rd

iz
z
a
ti.
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M
o
d
e
llo

IS
O

/
O

S
I

F
is
ic
o
:

g
e
stisc

e
i
d
e
tta

g
li

fi
sic

i
d
e
lla

tra
sm

issio
n
e

d
e
llo

stre
a
m

d
i
b
it.

S
t
ra

t
o

d
a
t
a
-lin

k
:

g
e
stisc

e
i
fra

m
e
,
p
a
rti

d
i
m

e
ssa

g
g
i
d
i
d
im

e
n
sio

n
e

fi
ssa

,
n
o
n
-

c
h
é

g
li

e
rro

ri
e

re
c
u
p
e
ri

d
e
llo

stra
to

fi
sic

o

S
t
ra

t
o

d
i
re

t
e
:

fo
rn

isc
e

le
c
o
n
n
e
ssio

n
i
e

in
stra

d
a

i
p
a
c
c
h
e
tti

n
e
lla

re
te

.
In

c
lu

d
e

la
g
e
stio

n
e

d
e
g
li

in
d
iriz

z
i
d
e
g
li

h
o
st

e
d
e
i
p
e
rc

o
rsi

d
i
in

stra
d
a
m

e
n
to

.

T
ra

s
p
o
rt

o
:

re
sp

o
n
sa

b
ile

d
e
ll’a

c
c
e
sso

d
i
b
a
sso

liv
e
llo

a
lla

re
te

e
p
e
r

il
tra

sfe
ri-

m
e
n
to

d
e
i
m

e
ssa

g
g
i
tra

g
li

h
o
st.

In
c
lu

d
e

il
p
a
rtiz

io
n
a
m

e
n
to

d
i
m

e
ssa

g
g
i
in

p
a
c
c
h
e
tti,

rio
rd

in
o

d
i
p
a
c
c
h
e
tti,

g
e
n
e
ra

z
io

n
e

d
i
in

d
iriz

z
i
fi
sic

i.

S
e
s
s
io

n
e
:

im
p
le

m
e
n
ta

se
ssio

n
i,

o
ssia

c
o
m

u
n
ic

a
z
io

n
i
tra

p
ro

c
e
ssi

P
re

s
e
n
t
a
z
io

n
e
:

riso
lv

e
le

d
iff

e
re

n
z
e

tra
i

v
a
r̂ı

fo
rm

a
ti

d
e
i

d
iv

e
rsi

siti
(p

.e
.,

c
o
n
v
e
rsio

n
e

d
i
c
a
ra

tte
ri)

A
p
p
lic

a
z
io

n
e
:

in
te

ra
g
isc

e
c
o
n

l’u
te

n
te

:
tra

sfe
rim

e
n
to

d
i
fi
le

,
p
ro

to
c
o
lli

d
i
lo

g
in

re
m

o
to

,
tra

sfe
rim

e
n
to

d
i
p
a
g
in

e
w
e
b
,
e
-m

a
il,

d
a
ta

b
a
se

d
istrib

u
iti,

.
.
.

6
2
0

data-com
m

unication netw
ork

end
-to

-end m
essage transfer

(connection m
anagem

ent, error control,
fragm

entation, flow
 control)

physical connection to 
netw

ork term
ination equipm

ent

transport layer

netw
ork routing, addressing,

call set-up and clearing

transfer syntax negotiation
data representation transform

ations

netw
ork-independent

m
essage interchange service

presentation layer

file transfer, access, and m
anagem

ent; 
docum

ent and m
essage interchange, 

job transfer and m
anipulation

syntax-independent m
essage

interchange service

end
-user application process

distributed inform
ation 

services

application layer

dialog and synchronization
control for application entities

session layer

netw
ork layer

link layer

physical layer

data
-link control

(fram
ing, data transparency, error control)

m
echanical and electrical

netw
ork-interface connections

S
t
a
c
k

T
C
P
/
IP

LA
N

/W
A

N

file transfer protocol, FTP


rem
ote term

inal protocol, TE
LN

E
T

sim
ple m

ail transfer protocol, S
M

TP


nam
e server protocol, N

S
P


sim

ple netw
ork m

anagem
ent protocol, S

N
M

P

end-user application process

TC
P

IP
IE

E
E

802.X
/X

.25

U
D

P

TC
P

 = 
U

D
P

 = 
IP

 =

transm
ission control protocol

user datagram
 protocol

internet protocol

layers 5
–

7

layer 4

layers 1
–

3
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M
o
d
e
lli

d
i
rife

rim
e
n
t
o

d
i
re

t
e

e
lo

ro
s
t
ra

t
ifi

c
a
z
io

n
e

IS
O

 
reference 
m

odel

A
R

PA
N

E
T 

reference 
m

odel

4.2B
S

D
 

layers
exam

ple 
layering

application

presentation

session 

transport

netw
ork  

data link 
 hardw

are

process 
applications

host–host

netw
ork 

interface

netw
ork 

hardw
are

protocol

netw
ork 

interfaces

netw
ork 

hardw
are

sockets

user program
s 

and libraries

E
thernet  

driver

interlan  
controller

sock_stream

telnet

TC
P

IP

6
2
2

S
o
c
k
e
t

•
U
n
a

so
c
k
e
t
(“

p
re

sa
,
sp

in
o
tto

”
)
è

u
n
’e

stre
m

ità
d
i
c
o
m

u
n
ic

a
z
io

n
e

tra
p
ro

c
e
ssi

•
U
n
a

so
c
k
e
t

in
u
so

è
so

lita
m

e
n
te

le
g
a
ta

(b
o
u
n
d
)

a
d

u
n

in
d
iriz

z
o
.

L
a

n
a
tu

ra

d
e
ll’in

d
iriz

z
o

d
ip

e
n
d
e

d
a
l
d
o
m

in
io

d
i
c
o
m

u
n
ic

a
z
io

n
e

d
e
l
so

c
k
e
t.

•
P
ro

c
e
ssi

c
o
m

u
n
ic

a
n
ti

n
e
llo

ste
sso

d
o
m

in
io

u
sa

n
o

lo
ste

sso
fo

rm
a
to

d
i
in

d
i-

riz
z
i

•
U
n
a

so
c
k
e
t

c
o
m

u
n
ic

a
in

u
n

so
lo

d
o
m

in
io

.
I

d
o
m

in̂
ı

im
p
le

m
e
n
ta

ti
so

n
o

d
e
sc

ritti
in

<
s
y
s
/
s
o
c
k
e
t
.
h
>
.

I
p
rin

c
ip

a
li

so
n
o

–
il

d
o
m

in
io

U
N
IX

(A
F

U
N
IX

)

–
il

d
o
m

in
io

In
te

rn
e
t

(A
F

IN
E
T

,
A
F

IN
E
T

6
)

–
il

d
o
m

in
io

N
o
v
e
ll

(A
F

IP
X
)

–
il

d
o
m

in
io

A
p
p
le

T
a
lk

(A
F

A
P
P
L
E
T
A
L
K

)
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3

T
ip

i
d
i
S
o
c
k
e
t

•
S
t
re

a
m

s
o
c
k
e
t

fo
rn

isc
o
n
o

stre
a
m

d
i
d
a
ti

a
ffi

d
a
b
ili,

d
u
p
le

x
,

o
rd

in
a
ti.

N
e
l

d
o
m

in
io

In
te

rn
e
t

so
n
o

su
p
p
o
rta

ti
d
a
l
p
ro

to
c
o
llo

T
C
P
.

•
s
o
c
k
e
t

p
e
r
p
a
c
c
h
e
t
t
i
in

s
e
q
u
e
n
z
a

fo
rn

isc
o
n
o

stre
a
m

d
i
d
a
ti,

m
a

i
c
o
n
fi
n
i

d
e
i
p
a
c
c
h
e
tti

so
n
o

p
re

se
rv

a
ti.

S
u
p
p
o
rta

to
n
e
l
d
o
m

in
io

A
F

N
S
.

•
s
o
c
k
e
t
a

d
a
t
a
g
ra

m
m

i
tra

sfe
risc

o
n
o

m
e
ssa

g
g
i
d
i
d
im

e
n
sio

n
e

v
a
ria

b
ile

,
p
re

-

se
rv

a
n
d
o

i
c
o
n
fi
n
i
m

a
se

n
z
a

g
a
ra

n
tire

o
rd

in
e

o
a
rriv

o
d
e
i
p
a
c
c
h
e
tti.

S
u
p
-

p
o
rta

te
n
e
l
d
o
m

in
io

In
te

rn
e
t

d
a
l
p
ro

to
c
o
llo

U
D

P
.

•
s
o
c
k
e
t

p
e
r
d
a
t
a
g
ra

m
m

i
a
ffi

d
a
b
ili

c
o
m

e
q
u
e
lle

a
d
a
ta

g
ra

m
m

i,
m

a
l’a

rriv
o

è
g
a
ra

n
tito

.
A
ttu

a
lm

e
n
te

n
o
n

su
p
p
o
rta

te
.

•
s
o
c
k
e
t

ra
w

p
e
rm

e
tto

n
o

d
i
a
c
c
e
d
e
re

d
ire

tta
m

e
n
te

a
i
p
ro

to
c
o
lli

c
h
e

su
p
p
o
r-

ta
n
o

g
li

a
ltri

tip
i
d
i
so

c
k
e
t;

p
.e

.,
a
c
c
e
d
e
re

T
C
P
,
IP

o
d
ire

tta
m

e
n
te

E
th

e
rn

e
t.

U
tili

p
e
r

sv
ilu

p
p
a
re

n
u
o
v
i
p
ro

to
c
o
lli.

6
2
4

S
t
ru

t
t
u
re

d
a
t
i
p
e
r
le

s
o
c
k
e
t

S
tru

ttu
ra

“
g
e
n
e
ric

a
”

(fa
d
a

jo
lly

)

s
t
r
u
c
t

s
o
c
k
a
d
d
r

{
s
h
o
r
t

s
a
_
f
a
m
i
l
y
;

/
*
A
d
d
r
e
s
s

f
a
m
i
l
y

*
/

c
h
a
r

s
a
_
d
a
t
a
[
1
4
]
;

/
*
A
d
d
r
e
s
s

d
a
t
a
.

*
/

}
;

P
e
r
in

d
ic

a
re

u
n
a

so
c
k
e
t

n
e
l
d
o
m

in
io

A
F

U
N
IX

s
t
r
u
c
t

s
o
c
k
a
d
d
r
_
u
n

{
s
h
o
r
t

s
a
_
f
a
m
i
l
y
;

/
*

F
l
a
g

A
F
_
U
N
I
X

*
/

c
h
a
r

s
u
n
_
p
a
t
h
[
1
0
8
]
;

/
*

P
a
t
h

n
a
m
e

*
/

}
;

P
e
r
in

d
ic

a
re

u
n
a

so
c
k
e
t

n
e
l
d
o
m

in
io

A
F

IN
E
T

s
t
r
u
c
t

s
o
c
k
a
d
d
r
_
i
n

{
s
h
o
r
t

s
a
_
f
a
m
i
l
y
;

/
*

F
l
a
g

A
F
_
I
N
E
T

*
/

s
h
o
r
t

s
i
n
_
p
o
r
t
;

/
*

N
u
m
e
r
o

d
i
p
o
r
t
a

*
/

s
t
r
u
c
t

i
n
_
a
d
d
r

s
i
n
_
a
d
d
r
;

/
*
i
n
d
i
r
.

I
P
*
/

c
h
a
r

s
i
n
_
z
e
r
o
[
8
]
;

/
*

r
i
e
m
p
i
m
e
n
t
o

*
/

}
;

d
o
v
e
i
n
a
d
d
r

ra
p
p
re

se
n
ta

u
n

in
d
iriz

z
o

IP

s
t
r
u
c
t

i
n
_
a
d
d
r

{
u
_
l
o
n
g

s
_
a
d
d
r
;

/
*

4
b
y
t
e

*
/

}
;
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C
h
ia

m
a
t
e

d
i
s
is
t
e
m

a
p
e
r
le

s
o
c
k
e
t

s
=

s
o
c
k
e
t
(
i
n
t
d
o
m
a
i
n
,
i
n
t
t
y
p
e
,
i
n
t
p
r
o
t
o
c
o
l
)

c
re

a
u
n
a

so
c
k
e
t.

S
e

il
p
ro

to
c
o
llo

è
0
,
il

k
e
rn

e
l
sc

e
g
lie

il
p
ro

to
c
o
llo

p
iù

a
d
a
tto

p
e
r
su

p
p
o
rta

re
il

tip
o

sp
e
c
ifi

c
a
to

n
e
l
d
o
m

in
io

in
d
ic

a
to

.

i
n
t

b
i
n
d
(
i
n
t
s
o
c
k
f
d
,
s
t
r
u
c
t
s
o
c
k
a
d
d
r
*
m
y
_
a
d
d
r
,

i
n
t
a
d
d
r
l
e
n
)

L
e
g
a

u
n

n
o
m

e
a
d

u
n
a

so
c
k
e
t.

Il
d
o
m

in
io

d
e
v
e

c
o
rrisp

o
n
d
e
re

e
il

n
o
m

e
n
o
n

d
e
v
e

e
sse

re
u
tiliz

z
a
to

.

i
n
t

c
o
n
n
e
c
t
(
i
n
t
s
o
c
k
f
d
,

s
t
r
u
c
t
s
o
c
k
a
d
d
r
*
s
e
r
v
_
a
d
d
r
,

i
n
t
a
d
d
r
l
e
n
)

S
ta

b
ilisc

e
la

c
o
n
n
e
ssio

n
e

tra
s
o
c
k
f
d

e
la

so
c
k
e
t

in
d
ic

a
ta

d
a
s
e
r
v
a
d
d
r
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C
h
ia

m
a
t
e

d
i
s
is
t
e
m

a
p
e
r
le

s
o
c
k
e
t

(
c
o
n
t
.)

•
U
n

p
ro

c
e
sso

se
rv

e
r

u
sa

l
i
s
t
e
n

p
e
r

fi
ssa

re
la

c
o
d
a

d
i
c
lie

n
ti

e
a
c
c
e
p
t

p
e
r

m
e
tte

rsi
in

a
tte

sa
d
e
lle

c
o
n
n
e
ssio

n
i.

S
o
lita

m
e
n
te

,
p
e
r

o
g
n
i

c
lie

n
t

v
ie

n
e

c
re

a
to

u
n

n
u
o
v
o

p
ro

c
e
sso

(fo
rk

)
o

th
re

a
d
.

•
U
n
a

so
c
k
e
t

v
ie

n
e

d
istru

tta
c
h
iu

d
e
n
d
o

il
fi
le

d
e
sc

rip
to

r
a
sso

c
ia

to
a
lla

c
o
n
-

n
e
ssio

n
e

o
c
o
n

la
s
h
u
t
d
o
w
n
.

•
C
o
n

la
s
e
l
e
c
t

si
p
o
sso

n
o

c
o
n
tro

lla
re

tra
sfe

rim
e
n
ti

d
i
d
a
ti

d
a

p
iù

fi
le

d
e
sc

rip
-

to
rs/

so
c
k
e
t

d
e
sc

rip
to

r

•
L
e

so
c
k
e
t

a
m

e
ssa

g
g
i
si

u
sa

n
o

c
o
n

le
sy

ste
m

c
a
ll
s
e
n
d
t
o

e
r
e
c
v
f
r
o
m

i
n
t

s
e
n
d
t
o
(
i
n
t

s
,
c
o
n
s
t

v
o
i
d

*
m
s
g
,

i
n
t

l
e
n
,

u
n
s
i
g
n
e
d

i
n
t

f
l
a
g
s
,

c
o
n
s
t

s
t
r
u
c
t

s
o
c
k
a
d
d
r

*
t
o
,

i
n
t

t
o
l
e
n
)
;

i
n
t

r
e
c
v
f
r
o
m
(
i
n
t

s
,

v
o
i
d
*
b
u
f
,

i
n
t

l
e
n
,

u
n
s
i
g
n
e
d

i
n
t
f
l
a
g
s

s
t
r
u
c
t

s
o
c
k
a
d
d
r

*
f
r
o
m
,

i
n
t

*
f
r
o
m
l
e
n
)
;
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S
e
rv

ire
p
iù

c
lie

n
t

c
o
n
t
e
m

p
o
ra

n
e
a
m

e
n
t
e

•
A
sse

g
n
a
re

u
n

th
re

a
d
/
p
ro

c
e
sso

a
d

o
g
n
i
c
lie

n
t.

E
se

m
p
io

:

s
o
c
k

=
s
o
c
k
e
t
(
.
.
.
)
;

b
i
n
d
(
s
o
c
k
,

.
.
.
)
;

l
i
s
t
e
n
(
s
o
c
k
,

2
)
;

w
h
i
l
e
(
1
)

{
f
d

=
a
c
c
e
p
t
(
s
o
c
k
,
.
.
.
)
;

i
f

(
f
o
r
k
(
)

=
=

0
)
{

/
*

g
e
s
t
i
o
n
e

d
e
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ò

im
p
ie

g
a
re

p
o
rte

≥
1
0
2
4
,
se

n
o
n

so
n
o

u
sa

ti
d
a

a
ltri

p
ro

c
e
ssi

•
S
i
p
u
ò
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à
:

a
g
g
iu

n
g
e
n
d
o

n
u
o
v
i

n
o
d
i,

il
siste

m
a

d
o
v
re

b
b
e

e
sse

re
in

g
ra

d
o

d
i

so
p
p
o
rta

re
c
a
ric

h
i
p
ro

p
o
rz

io
n
a
lm

e
n
te

m
a
g
g
io

ri

S
is
t
e
m

i
s
u

la
rg

a
s
c
a
la

:
il

c
a
ric

o
p
e
r
o
g
n
i
c
o
m

p
o
n
e
n
te

d
e
l
siste

m
a

d
e
v
e

e
sse

re

lim
ita

to
d
a

u
n
a

c
o
sta

n
te

in
d
ip

e
n
d
e
n
te

d
a
l
n
u
m

e
ro

d
i
n
o
d
i,

a
ltrim

e
n
ti

n
o
n

si
p
u
ò
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ò

e
sse

re

p
a
ssa

to
a
d

a
ltri

o
g
g
e
tti,

o
in

se
rito

in
d
ire

c
to

rie
s.

•
U
n

p
ro

c
e
sso

c
lie

n
t

p
u
ò
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è
tra

sp
a
re

n
te

:
d
e
v
e

e
sse

re
fo

rn
ita

.
I
fi
le

n
e
lla

d
ir

re
m

o
ta

so
n
o

a
c
c
e
ssib

ili
in

m
o
d
o

tra
sp

a
re

n
te

–
A

p
a
tto

d
i
a
v
e
rn

e
i
d
iritti,

q
u
a
lsia

si
fi
le

sy
ste

m
o

d
ir

e
n
tro

u
n

fi
le

sy
ste

m

p
u
ò
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