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Introduction

Goal:

Provide fully decentralized and self-organizing, dynamically balancing
the storage and processing loads as nodes join and leave

Characteristics of peer-to-peer systems:

Each user contributes resources (files, computing cycles, etc.)
Each node has similar functional capability

No centrally administered systems

Provide anonymity to providers and users of resources

Require algorithms for data placement, and for workload balances so
that nodes do not suffer undue overhead



Introduction (cont.)

Three generations of peer-to-peer systems:

Napster (music exchange)
Freenet, Gnutella, Kazaa, BitTorrent (file sharing)
Pastry, Tapestry, CAN, Chord, Kademlia (peer-to-peer middleware

Resources identified by GUIDs (Globally Unique Identifiers) using
secure hashing

Suitable for storing immutable objects (music, video)
Overlay (application-level) routing used instead of IP routing



Figure 10.1: Distinctions between IP and overlay routing for peer-to-

peer applications
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Introduction (cont.)

« Can also be used for distributed computation (e.g. SETI)



Napster and its legacy

Goal:

 Distributed file sharing system

« Users supply files for sharing (stored on their own computers)
e Launched in 1999, had several million users

* Closed for music copyright infringement violations

System architecture:

e Centralized indexing system for locating files

« Users share file by linking to indexing service

* Load distribution mechanism to locate closest file copy to a requester
« Assumes files are static (do not change)

« Does not worry about consistency of replicas (of same song)



Figure 10.2: Napster: peer-to-peer file sharing with a centralized,

replicated index
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Peer-to-peer middleware

Functional requirements:

« Simplify the construction of services that are implemented across many
hosts

« Enable client to locate any resource
« Add and remove resources dynamically
« Add and remove hosts (computers)

Non-functional requirements:

* Global scalability

* Load balancing

« Optimizing local interactions among neighboring peers

« Highly dynamic host availability

e Security, anonymity, deniability, resistance to censorship



Routing overlays

Requirements:

Distributed algorithm responsible for locating nodes and objects

Routing algorithm in the application layer, different than network layer
(IP) routing

Objects replicated and placed on nodes and can be relocated without
client involvement

Routing can locate ‘nearest’ copy of desired object
GUID an example of a ‘pure name’ that does not reveal object location

Main tasks of routing overlay:

* Routes request to access object via its GUID to a replica

« Adding a new object requires computing a new GUID and announces it
* Deleting an object makes all copies unavailable

« Adding and removing new nodes

10



Routing overlays

GUID:

« Computed from part of object state (e.g. its name) using hashing
« Each GUID must be unique

« Sometimes called DHT (Distributed Hash Tables)

Distributed object location and routing (DOLR) layer:

« Maintains mapping between GUIDs and nodes where object is stored
 DOLR approach separated locating object from other routing functions
« DOLR may or may not be used

11



Figure 10.3: Distribution of information in a routing overlay
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Figure 10.4: Basic programming interface for a distributed hash table
(DHT) as implemented by the PAST API over Pastry

put(GUID, data)
The data 1s stored in replicas at all nodes responsible for the object

identified by GUID.
remove(GUID)
Deletes all reterences to GUID and the associated data.

value = get(GUID)
The data associated with GUID is retrieved from one of the nodes

responsible it.
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Figure 10.5: Basic programming interface for distributed object location
and routing (DOLR) as implemented by Tapestry

publish(GUID )

GUID can be computed from the object (or some part of it, e.g. 1its
name). This function makes the node performing a publish
operation the host for the object corresponding to GUID.
unpublish(GUID)

Makes the object corresponding to GUID 1naccessible.
send1oObj(msg, GUID, [n])

Following the object-oriented paradigm, an invocation message 1s
sent to an object 1n order to access 1t. This might be a request to
open a TCP connection for data transfer or to return a message
containing all or part of the object’s state. The final optional
parameter [n/, if present, requests the delivery of the same
message to n replicas of the object.
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Pastry

* Routing overlay with 128-bit GUIDs

« GUID computed by a secure hash function such as SHA-1 (see Chapter
11) using public key of node

« Typically hash function is applied to the object name (or another known
part of the object state)

« 0<=GUID<=2128-1

Routing performance:
« Order of log N steps when N nodes participate in system
* Routing overlay built over UDP

* Network distance between nodes based on hop counts and round trip
latency — used to set up routing tables at each node

15



Pastry

Routing algorithm stage 1.
« Each node keeps a leaf set contains nodes closest to current node
« GUID space can be visualized as a circle

 If node A receives a routing request for node D, it finds closest node In
its leaf set to D to forward the message

Routing algorithm stage 2:

« Each node keeps a tree-structured routing table
« Entries include (GUID, IP address) of a set of nodes

16



Figure 10.6: Circular routing alone is correct but inefficient

Based on Rowstron and Druschel [2001]

0| FEEFFE... F (2128_1) The dots depict live nodes. The
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The diagram illustrates the routing

D471F1 of a message from node 65A1FC to
D46A1C using leaf set information
D467C4 alone, assuming leaf sets of size 8
D46Al (I=4). This is a degenerate type of

routing that would scale very poorly;
it is not used in practice.
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Figure 10.7: First four rows of a Pastry routing table

62 63 64 65 66 67 68 69 64 6B 6C 6F 6E  6F

n n n n n n " n n n n n n

63A0 6341 6542 6543 6544 6545 63546 635A7 6348 6349 6544 65AB 65AC 654D 63AE 654AF

n n n n n n n n n n n n n n

.iﬁﬂ 651 6352 633 654 635 656 637 638 659 634 638 65C 65D 65E  65F

The routing table is located at a node whose GUID begins 65A1. Digits are in hexadecimal. The n’srepresent [GUID, IP address] pairs specifying the next
hop to be taken by messages addressed to GUIDs that match each given prefix. Grey- shaded entries indicate that the prefix matches the current GUID up to
the given value of p: the next row down or the leaf set should be examined to find a route. Although there are a maximum of 128 rows in the table, only
log16 N rows will be populated on average in a network with N active nodes.
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Figure 10.8: Pastry routing example Based on Rowstron and Druschel [2001]

Routing a message from node 65A1FC to D46A1C.
With the aid of a well-populated routing table the
0| FFFFF....F (21%2-1) message can be delivered in ~ logg(N ) hops.
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Figure 10.9: Pastry’s routing algorithm

To handle a message M addressedto anode D (where R[p,1] is the element at column I,
row p of the routing table):

1. If L <D <L) { //the destination is within the leaf set or is the current node.

2. Forward M to the element_; of the leaf set with GUID closest t® or the current
node A.

3. } else {//use the routing table to despatch M to a node with a closer GUID
4.  findp, the length of the longest common prefix oD and A. and I, the (p+1)th
hexadecimal digit ofD.

5.  IfR[p,1] ° null) forwardM to R[p,i] // routeM to a node with a longer common

prefix.
6. else {// there is no entry m the routing table
7. Forward M to any node inL or R with a common prefix of lengthi, but a

GUID that 1s numerically closer.

)
h
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Tapestry

Uses DOLR to hide the distributed hash table from applications
Use 160-bit identifiers

0<=GUID <=2160-1

Identifiers refer both to objects (GUID) and to nodes (Nodeld)

Structured versus unstructured peer-to-peer:

Pastry, tapestry known as structured peer-to-peer because they
maintain hash table

In highly dynamic systems, overhead of maintaining hash tables
Unstructured peer-to-peer tries to reduce overhead of central control
Joining node establishes connections with local neighbors —



Figure 10.10: Tapestry routing From [Zhao et al. 2004]
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Replicas of the filePhilOs Book§G=4378) are hosted at nodes 4228 and AA93. Node 4377 is the root node
for object 4378. The Tapestry routings shown are some of the entries in routing tables. The publish paths st
routes folowed by the publish messages lay ing down cached location mappings for object 4378. The locatic
mappings are subsequently used to route messages sent to 4378.
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Figure 10.11: Structured versus unstructured peer-to-peer systems
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Gnutella

Successful file sharing system

Divides node types into regular peers (leaves) and ultrapeers
Ultrapeers form the heart of the network

Leaves connect to ultrapeers, which do the routing

Ultrapeers heavily connected to each other to reduce number of hops

24



Figure 10.12: Key elements in the Gnutella protocol
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OceanStore

Peer-to-peer store for mutable files

Applications may include distributed file system, email hosting, etc.
Both mutable and immutable objects can be replicated

Prototype called Pond

26



Figure 10.13: Storage organization of OceanStore objects
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Figure 10.14: Types of identifier used in OceanStore

Name Meaning Description

BGUID block GUID Secure hash of a data block

VGUID version GUID BGUID of the root block of a version

AGUID active GUID Uniquely 1dentifies all the versions of an object
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Figure 10.15: Performance evaluation of the Pond prototype emulating
NFS

LAN WAN Predon.ainai?t
operations in

Phase Linux NFS Pond Linux NFS Pond benchmark
1 0.0 1.9 0.9 2.8 Read and write
2 0.3 11.0 9.4 16.8 Read and write
3 1.1 1.8 8.3 1.8 Read
4 0.5 1.5 6.9 1.5 Read
5 2.6 21.0 21.5 32.0 Read and write
Total 4.5 37.2 47.0 54.9
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Emulates SUN NFS file system
Supports multiple readers and writers over an overlay routing layer
Distributed hash-addressed data store

Stores logs of file updates and can reconstruct current state of file from
log
Log records stored in Dhash distributed hash addressed storage service

30



Figure 10.16: lvy system architecture

lvy node
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