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The two generals problem in practice

Order
— messages / RPC o
Online shop Payment service
“Dispatch item? “Charge credit card?”
Onlineshop ~ Payment service Outcome
Do not dispatch Do not charge  Nothing happens Goal:
Dispatch Do ot charge Shop loses
o , ; Online shop dispatches
Do not dispatcl Charge Customer unhappy ifand only if
Dispatch Charge Everyone happy Payment service charges



Byzantine generals problem






Byzantine generals problem

* Network is now reliable

« Bue generals are not:
one general is malicious,

other generals don't know who it is
General 3

« still, honest generals
would like to agree on a plan

%,
&,

9,

22
S,

messages / RPC "N

General 1 General 2



Byzantine generals problem

* Network is now reliable

« Bue generals are not:
one general is malicious,
other generals don't know who it is
General 3
« still, honest generals
would like to agree on a plan

‘Who can trust whom?

Attack 10 Nov? o

General 1 General 2



Byzantine generals problem

* Network is now reliable

« Bue generals are not:
one general is malicious,
other generals don't know who it is
General 3
« still, honest generals
would like to agree on a plan

‘Who can trust whom?

Attack 5 Dec? o

General 1 General 2



Byzantine generals problem
in practice!

* Network is now reliable

« Bue generals are not:
one general is malicious,
other generals don't know who it is

Customer
Buy item? « Siill, honest generals
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N/ %
< D Who can trust whom?
Order
= messages / RPC "N
Online shop Payment service

Dispatch item? Charge card?



Faulty behaviours

We have scen two thought experiments:
+ "Two generals problem: a model of faulty networks

+ Byzantine generals problem: a model of fauly node behaviour

In real systems, both nodes and networks may be faulty!

A generic (failure-oriented) logical model of a distributed system may capture:

+ Network behaviour (c.g. message loss, reordering, duplication,
+ Node behaviour (c.g. crashes, malicious behaviours, ...

+ Timing guarantees (c.g, latency, exccution time, clock drifting, ...



Logical models

Generals problem

General 1 General 2

Goal:

General 1 attacks

d only if
General 2 attacks

The two generals problem in practice

messages / RPC &

Online shop Payment service
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“Dispatch item?"

Onlineshop  Payment service Outcome
Do not dispatch Do not charge Nothing happens Goal:
Dispatch Do not charge Shop loses
Online shop dispatches
Do not dispatch Charge Customer unhappy ifand only if
Dispatch Charge Everyone happy Payment service charges
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Faulty behaviours

We have seen two thought experiments:
+ "Two generals problem: a model of faulty networks

+ Byzantine generals problem: a model of faulty node behaviour

In real systems, both nodes and networks may be faulty!

A generic (failurc-oriented) logical model of a distributed system may capture:
« Network bebaviour (c.g. message loss, reordering, duplication, ...)
« Node behaviour (c.g, crashes, malicious behaviours, ...

« Timing guarantees (c.g. latency, exceution time, clock drifting, ...
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Network behaviour
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Network behaviour
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Links (channels) between nodes can have at least 4 possible behaviours:

between nodes.

* Reliable & FIFO:
A message is received iff it is sent. Messages are received in the same order they are sent.

+ Reliable & non-FIFO:

C A message is received iff it is sent. Messages can be reordered.

+ Fair-loss:

C Messages can be lost, duplicated, reordered. If one keeps retrying, a message eventually gets through.
+ Adversarial:

A malicious adversary may interfere with messages (cavesdrop, modify, drop, spoof, replay).
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Node behaviour

Each node exceutes a specified algorithm,
and usually has a wnique identifier (execution of the algorithm may depend on this).
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Node behaviour

Each node exccutes a specified algorithm,
and usually has a unique identifier (execution of the algorithm may depend on this).
Failure to correctly execute the specified algorithm can result in at least 3 possible behaviours:

+ Crash-stoj
A node may crash at any moment. After crashing, it stops exccuting forever.

* Crash-recovery:
A node may crash at any moment, losing its in-memory state.
It may resume execution some time later, in which case it can recover data stored on disk.

+ Adversarial / Byzantine:
A node may deviate from the specified algorithm and do anything,
including crashing or any malicious action (blocking of messages, replaying, forging, .

A node that is not faulty is called correct.



Timing guarantees

We may assume one of the following timing guarantees (*):

(*)in different arcas of Computer Science the terms
synchronous | asynchronous have different meanings.
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Violations of timing
guarantees in practice




Logical models

Generals problem Network behaviour Node behaviour Timing guarantees

oo
We start by assuming bidirectional poi poi ication between nodes. Each node executes a specified algorithm, We may assume one of the following timing guarantees (*):
So network is represented as an wndirected connected graph. and usually has a unique identifier (execution of the algorithm may depend on this).
OB b b Partially synchronous
<3 @ Failure to correctly execute the specified algorithm can result in at least 3 possible behaviours: e EEE o
Links (channels) between nodes can have at least 4 possible behaviours: ST N— o o
* Crash-stop:
* Reliable & FIFO: A node may crash at any moment. Afier crashing, it stops exccuting forever.

A message is received iff it is sent. Messages are received in the same order they are sent.
* Crash-recovery:

-+ Reliable & non-FIFO: A node may crash at any moment, losing its in-memory state.
C A message s received iff i is sent. Messages can be reordered. T may resume execution some time laer, in which case it can recover data stored on disk. Violations of timing
e uarantees in practice
* Fair-loss: « Adversarial / Byzantine: 8 P
Goal: Messages can be lost, duplicated, reordered. If one keeps retrying, a message eventually gets through. A node may deviate from the specified algorithm and do anything,
General 1 attacks = ) including crashing or any malicious action (blocking of messages, replaying, forging, ...
* Adversarial:

ifand only if
General 2 attacks

A malicious adversary may interfere with messages (eavesdrop, modify, drop, spoof, replay). A node that is not faulty is called correct. (%) i different areas of Computer Science the terms

synchronous | asynchronous have different meanings.

The two generals problem in practice

& mesages | RPC & <
“Dispatch item?" “Charge credit card?”

Onlineshop  Payment service Outcome
Do not dispatch Do not charge Nothing happens Goal:
Dispatch Do not charge Shop loses
Online shop dispatches
Do not dispatch Charge Customer unhappy

if and only if

e.g. reliable network + crash-stop + synchronous syst.
s e ot vs adversary network + Byzantine + asynchronous syst.

. -
v in practice!

* Network is now reliable

: If your assumptions are wrong, all bets are off!

Buy item?

« Still, honest generals
would like to agree on a plan

‘Who can trust whom?

messages / RPC &

Online shop Payment service
Dispatch item? Charge card?

Faulty behaviours

We have seen two thought experiments:
« Two generals problem: a model of fiulty networks
« Byzantine generals problem: a model of fiulty node behaviour

In real systems, both nodes and networks may be faulty!

A generic (failurc-oriented) logical model of a distributed system may capture:
« Network bebaviour (c.g. message loss, reordering, duplication, ...)
« Node behaviour (c.g, crashes, malicious behaviours, ...

« Timing guarantees (c.g. latency, exceution time, clock drifting, ...



Logical models

Node behaviour

Each node exccutes a specified algorithm,
and usually has a unique identifier (execution of the algorithm may depend on this).

Network behaviour

oo
We start by assuming bi poi jcation between nodes.
So network is represented as an undirected connected graph.

Generals problem Timing guarantees

We may assume one of the following timing guarantees (*):
. O v &L 1 . Partially synchronous

Failure to correcty exceute the specified algorithm can result in at least 3 possible behaviours: = s B
: Links (channels) between nodes can have at least 4 possible behaviours: e o
« Crash-stop:

* Reliable & FIFO: A node may crash at any moment. After crashing, it stops executing forever.
A message is received iff it is sent. Messages are received in the same order they are sent.

General 1 General 2

- * Crash-recovery:
« Reliable & non-FIFO: A node may crash at any moment, losing its in-memory state.

C A g vt R s, e o B ezl

It may resume exccution some time later, in which case it can recover data stored on disk. Violations of timing

' cees i d
« Fair-loss: o Adversarial / Byzantine: guarantees in practice

Messages can be lost, duplicated, reordered. If one keeps retrying, a message eventually gets through. A node may deviate from the specified algorithm and do anything,

- including crashing or any malicious action (blocking of messages, replaying, forging, ...).
* Adversarial:

A malicious adversary may interfere with messages (cavesdrop, modify; drop, spoof, replay).

A node that is not faulty is called correct. (%) in different areas of Computer Science the terms

synchronous | asynchronous have different meanings.

General 2 attacks

The two generals problem in practice

ﬁ mesages | RPC &

Online shop
“Dispatch item?"

Onlineshop ~ Payment service

Do not dispatch Do not charge

Dispatch Do not charge
Do not dispatch Charge
Dispatch Charge

Byzantine generals problem
7 in practice!
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Customer
Buy item?

messages / RPC

Payment service
“Charge credit card?’

Outcome
Nothing happens Goal:
Shop loses
Online shop dispatches
Customer unhappy ifand only if
Everyone happy Payment service charges

* Network is now reliable
« But generals are not:
one general is malicious,

other generals don't know who it is

« Still, honest generals
would like to agree on a plan

‘Who can trust whom?

Online shop
Dispatch item?

Faulty behaviours

We have seen two thought experiments:

« Two generals problem: a model of fiulty networks

Payment service
Charge card?

+ Byzantine generals problem: a model of faulty node behaviour

In real systems, both nodes and networks may be faulty!

A generic (failurc-oriented) logical model of a distributed system may capture:

« Network bebaviour (c.g. message loss, reordering, duplication, ...)

* Node behaviour (e.g. crashes, malicious behaviours, ...

)

« Timing guarantees (c.g. latency, exceution time, clock drifting, ...

e.g. reliable network + crash-stop + synch
vs adversary network + Byzantine + asynch

If your assumptions are wrong, all bets are off!

A logical model

ronous syst.
ronous syst.

A good practice: try to avoid single points of failure.

Network partitioning



Network partitioning

Network / node faults may sometimes lead to a partitioning of the network (a.k.a. “split brain’),
where some nodes may become disconnected from other nodes, and may assume the lateer have crashed.

Even if this fault were temporary, it could lead to:
o inconsistency (e.g. of replicated data)

« unavailability (c.g. of a resource or a service)

CAP Theorem

A system can be either (strongly) consistent (C) or available (A) in presence of network partition (P)
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Network partitioning

Network / node faults may sometimes lead to a partitioning of the network (a.k.a. “split brain’),
where some nodes may become disconnected from other nodes, and may assume the lateer have crashed.

Even if this fault were temporary, it could lead to:
o inconsistency (e.g. of replicated data)

« unavailability (c.g. of a resource or a service)

CAP Theorem

A system can be either (strongly) consistent (C) or available (A) in presence of network partition (P)
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Fault tolerance

Fault: some part of the system is not working correctly, e.g.
+ node fault  (e.g. crash-stop, crash-recovery, Byzantine deviation, ...
+ network fault (e, dropping or significantly delaying msgs, evedropping o forgery of msgs, ...

Failure: system as a whole is not functioning correctly (c.g, it is temporarily unavailable)

Fault tolerance: ~system as a whole continues working, despite faults
(up to some maximum number of faulcs).

Usually requires mechanisms for fiult detection.



fault detection.




Logical models

Generals problem

Goal:

General 1 attacks
and only if
General 2 attacks

The two generals problem in practice
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Online shop
“Dispatch item?"

Payment service

“Charge credit card?”

Onlineshop  Payment service Outcome
Do not dispatch Do not charge Nothing happens Goal:
Dispatch Do not charge Shop loses
Online shop dispatches
Do not dispatch Charge Customer unhappy ifand only if
Dispatch Charge Everyone happy Payment service charges

Byzantine generals problem

S in practice!
. * Network is now reliable
* But generals are not:
PN one general is malicious,

other generals don't know who it is
Customer

Buy item? « Still, honest generals

would like to agree on a plan

‘Who can trust whom?
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Online shop
Dispatch item?

Payment service
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Faulty behaviours

We have seen two thought experiments:
« Two generals problem: a model of fiulty networks
« Byzantine generals problem: a model of fiulty node behaviour

In real systems, both nodes and networks may be faulty!

A generic (failurc-oriented) logical model of a distributed system may capture:
« Network bebaviour (c.g. message loss, reordering, duplication, ...)
« Node behaviour (c.g, crashes, malicious behaviours, ...

« Timing guarantees (c.g. latency, exceution time, clock drifting, ...

Network behaviour
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We start by assuming bidirectional point-to-poi jcation between nodes.
So network is represented as an undirected connected graph.
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Links (channels) between nodes can have at least 4 possible behaviours:

* Reliable & FIFO:
A message is received iff it is sent. Messages are received in the same order they are sent.

-+ Reliable & non-FIFO:
C A g vt R s, e o B ezl

'+ Fair-loss:
C Messages can be lost, duplicated, reordered. If one keeps retrying, a message eventually gets through.

+ Adversarial:
A malicious adversary may interfere with messages (cavesdrop, modify; drop, spoof, replay).

e.g. reliable network + crash-stop + synch
vs adversary network + Byzantine + asynch

Node behaviour

Each node exccutes a specified algorithm,
and usually has a unique identifier (execution of the algorithm may depend on this).

Failure to correctly exccute the specified algorithm can result in at least 3 possible behaviours:

+ Crash-stop:
A node may crash at any moment. Afeer crashing, it stops executing forever.

* Crash-recovery:
A node may crash at any moment, losing its in-memory state.

It may resume execution some time later, in which case it can recover data stored on disk.

+ Adversarial / Byzantine:
A node may deviate from the specified algorithm and do anything,
including crashing or any malicious action (blocking of messages, replaying, forging, ...

A node that is not faulty is called correct.

back

Timing guarantees

We may assume one of the following timing guarantees (*):

Violations of timing
guarantees in practice

A logical model

If your assumptions are wrong, all bets are off!

A good practice: try to avoid single points of failure.

Network partitioning

Network / node faults may sometimes lead to a partitioning of the network (a.k.a. “split brain’),

where some nodes may become disconnected from other nodes, and may assume the latter have crashed.

Even if this fault were temporary, it could lead to:
« inconsistency (e.g. of replicated data)

« unavailability (c.g. of a resource or a service)

CAP Theorem

A system can be cither (strongly) consistent (C) or available (A) in presence of network partition (P).
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Fault tolerance

Fault: some part of the system is not working correctly, e.g.

* node fault

Failure: system as a whole is not functioning correctly (c.g. it is temporarily unavailable)

(e.g crash-stop, crash-recovery, Byzantine deviation, .

Fault tolerance: system as a whole continues working, despite faults

(up to some maximum number of faults).

Usually requires mechanisms for fault detection.

)

« network fault (c.g. dropping or significantly delaying msgs, evedropping or forgery of msgs, ..

)

Partially synchronous

(%) in different areas of Computer Science the terms
synchronous | asynchronous have different meanings.

ronous syst.
ronous syst.



