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Introduction

In several domains, systems generate continuous streams of
data which may contain useful telemetry information

* They can be used for tasks such as predictive maintenance
and preemptive failure detection

* System behaviours can be convoluted, being the result of
the interaction among several components and the
environment (Industry 4.0)

* Given the complexity of this setting, deep learning
approaches have also been considered. Problems:

¢ resulting models are hardly interpretable
¢ difficulty in providing guarantees on the obtained results
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Formal Methods

In critical contexts, formal methods have been recognized as an
effective approach to ensure the correct behaviour of a system.

However, classical techniques, such as model checking, require
a complete specification of the system and of the properties to
be checked against it, in an offline fashion.

-> In some cases this may be very difficult!
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A Novel Approach

Framework that combines machine learning and monitoring to
detect critical system behaviours in an on-line setting;:

* system behaviour’s complexity is dealt with by means of
machine learning

* extracted formal properties are interpretable, so a domain
expert can easily read and validate the generated model
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Monitoring

Monitoring is a run-time verification technique:

¢ establishes satisfaction/violation of a property analyzing a
finite prefix of a single behaviour (run) of the system

¢ lightweight technique compared to model checking

* naturally applicable to data streaming contexts
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Monitoring: Monitorable Properties

When the monitor reaches a verdict, the latter is definitive.

Positively monitorable properties:

* every system satisfying it features a finite trace witnessing
the satisfaction

® it is possible to reach a success state

Negatively monitorable properties:

® every system violating it features a finite trace witnessing
the violation

* it is not possible to reach a success state in less than 2 steps

Not all properties are monitorable:

* it is possible to reach a success state, but it is not possible to
reach it in less than 2 steps
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Linear Temporal Logic [Pnueli 1977]

Linear Temporal Logic (LTL) is an extension of propositional
Boolean logic with modalities that allow one to express
temporal properties over linear structures (e.g., individual
computation paths).
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LTL: Monitorable Properties

Positively monitorable properties:

® every system satisfying it features a finite trace witnessing
the satisfaction

* it is possible to reach a success state: F success

Negatively monitorable properties:

* every system violating it features a finite trace witnessing
the violation

* it is not possible to reach a success state: G — success

Not all properties are monitorable:

* it is possible to reach a success state and there is also a step from
which is not possible to reach a success state anymore:
F success A F(G — success )
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Signal Temporal Logic [Maler et al. 2004]

Signal Temporal Logic (STL) is an extension of LTL with
real-time and real-valued constraints
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STL: Quantitative Semantics

In addition to the Boolean semantics, quantitative semantics of
STL quantifies the robustness degree of satisfaction by a
particular trace
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STL: Example 1

In addition to the Boolean semantics, quantitative semantics of
STL quantify the robustness degree of satisfaction by a particular
trace
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: STL: Example 2

In addition to the Boolean semantics, quantitative semantics of
STL quantify the robustness degree of satisfaction by a particular
trace

* ) G 'Ez &7

Pf, tx) = 6

25

12/28 Learning from Failures



DTLA4STL [Bombara et al. 2016]

For our purposes, we are interested in extracting constrasting
STL specifications
* Framework for inference of timed temporal logic
properties from data
* Produces a binary decision tree which can be translated in
a STL formula and used for classification

* Each node of the tree is associated with a simple formula
chosen from a set of primitives

* Optimality is assessed using impurity measures leveraging
the robustness degree which capture how well a primitive
splits the signals in the training data
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DTLA4STL - Decision Tree Classifier

For each node a formula that minimize the impurity measure is
chosen from a set of primitives.
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DTLA4STL - Primitives

P1 = {Fry ) (@i ~ 1) OF Glry ) (i ~ p1)
i€ {l,...,n}, ~e {<,>}}
The parameters of Py are (p, 71, 72) and the space of param-
eters is ©1 = R x {(a,b) | a < b, a,b € Rxo}.
P2 = {G[TL.TEJF[G1T:+}(£f ~ ,U:) or F[T],T‘z}GIO.T:gJ[:"L"ﬂ ~ P’)
|ie{l,....n}, ~e {<,>}}

The parameters of P2 are (ju, 71,72, 73) and the space of pa-
rameters is @2 = R x {(a,b) | a < b, a,b € R0} x Rxp.

The optimization of the parameters in order to minimize the
impurity measure is carried out through the Simulated
Annealing algorithm. The overall complexity is O(N(logN)).
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. Framework Operation

Algorithm 1 Framework execution

Input: initial pool of properties P, incoming system trace ¢
1: while True do
2:  if classifier m in P predicts a failure in execution trace ¢t then
NOTIFY VIOLATION()
tnormals tfailure <— GETSUBTRACES(t)
train_data <— AUGMENT(tnormal, tfaiture)
f + EXTRACTDISCRFORMULAS(train_ data)
m 4 BUILDCLASSIFIER (train_ data, f)
if m is not overfitted then
ADD(P, m)
10: end if
11:  end if
12: end while
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Framework Operation Settings

Execution Modes:

* warmup: mimic the continual arrival of the available traces
from data pertaining to past system failures or generated
by means of simulations

* online: incoming traces of the currently monitored system
are considered

Execution Strategies:

* semi-supervised: domain experts specify an initial set of
properties to be monitored against the execution of the
system

® unsupervised: monitor initialized with just a single “the
machinery is in operation” property

17/28 Learning from Failures



Application: Backblaze Hard Drive Dataset

¢ Information regarding the health status of ST4000DMO000
hard drive model in the Backblaze data center

¢ Data recorded daily from 2015 to 2017

¢ 21 SMART parameters including both discrete and real
values

¢ Label which indicates a drive failure

Data for unit W300R5Q)

—— s=mart_5 ’_
R smart_184
— smart_187
— smart_198

N N -]
1
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Application: Experiment Setup

¢ Initial phase in unsupervised learning warmup mode on a
sample of training set execution traces which exhibited a
failure

® Two evaluation modes:

¢ online, in which the framework continues to learn
properties from the execution traces of the test set

* offline, for SOTA comparison purposes

* Counter-overfitting measures (trees):

® maximum height of 3

® minimum cross-validation accuracy score of 0.9

° maximum false alarm rate of 0.1 wrt pool of good training
traces
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Application: Offline Results

SMART LTL (S1) SMART STL (S1) SMART XGBoost (S1) [11] SMART NN (S1) [11] SMART LTL (S2) SMART STL (S2) SMART LSTM (S2) [30]

Precision
Recall
FAR

F, score

0.20 0.36 0.40
0.99 0.83 0.60
0.57 0.42 0.01
0.44 0.51 0.48

0.50 0.51 0.97 0.91
0.53 0.96 0.83 0.94
0.01 0.15 0.08 0.05
0.52 0.69 0.89 0.93

Precision = L
TP+ FP’
FpP

FAR = FP+ TN’

TP
Recall = m,
2% Precision * Recall
~ Precision + Recall
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Application: RUL and Online Results

Average number of formulas
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Application: Interpretability

Fi12,16] SMART; > 2.29 x 10° ‘

True : : False

[ No detection J

‘ Gip.0] SMART < 1.6x10%

M

[ Failure detection ‘ { No detection J

¢ Failure in which the hardware read errors value stays below
1.6 x 108 for a certain amount of time, and then, at a later
time, it exceeds 2.29 x 10%)

¢ The pattern represents a situation in which the errors
encountered in reading data grow over time, till they
exceed a warning threshold
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Application: Interpretability (2)

Pattern witnessed during the warmup phase:
(1) formulaf1 = F[25745] SMART]gg > 2.59 is extracted
® critical sensor regarding sector read/write errors
® formula f; triggers a failure prediction

© as a consequence, fo = F[11,3)SMART1g9 > 8.28 is extracted
® non-critical sensor regarding unsafe fly height conditions

The disk head is operating at an unsafe height, ultimately
damaging a disk sector and consequently causing read and
write errors (link between a non-critical and a critical sensor).
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Future Work

Monotonicity of the monitoring pool ~+ property score?

Warmup learning on good traces

Redundancy in the monitoring pool

RUL estimation
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